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Abstract
This paper first tells about the Intrusion Detection System and 
then discusses about the existing framework of STAT Intrusion 
Detection System based on agent. The improved Intrusion 
Detection Systems update their rules by using agent and 
examines these rules by using STAT (State Transition Analysis 
Tool). The paper also represents  the  problems  in  general  
Intrusion  Detection  System  and  how the  agent  systems  
overcome  the drawbacks of the system.
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I. Introduction
Today’s  internet  world  needs  high  security  to protect its 
resources from the malicious intruders. In general we use 
encryption, firewall systems and virtual private networks 
to protect the networks and the computers in it. But their 
performances are not up to the level, because they are specific 
towards the  attack  and  they  can  resolve  only  the  attack 
which they are meant to solve. So, we need a dynamic process 
which can predict the nature and mode  of  the  attack  and  
one  such  process  is Intrusion Detection System.

A. Intrusion Detection System
Intrusion Detection System has the capability of monitoring 
the network traffic and alerts the system or the administrator 
accordingly. “An intrusion detection system (IDS) can be defined 
as identifying individuals who are using a computer system 
without authorization and those who have legitimate access 
to the system but are abusing their privileges” [1].
Nowadays, the intrusion detection system has been integrated 
widely with lots of new technologies in many areas, such as 
data mining algorithm, fuzzy logic theory, protocol analyzing, 
etc. And these technologies improve the probability of intrusion 
detection to some extent. Among the methods adopted by the 
intrusion detection system, the most significant method is State 
Transition Analysis Tool (STAT) which can put forward the IDS 
in an efficient way [2].
Intrusion detection systems fall into two basic categories: 
Signature-Based Intrusion Detection Systems and Anomaly 
Detection Systems [3]. In signature based IDS, the detection 
is mainly based on the user defined signatures like known 
computer viruses. In the anomaly based IDS, the detection is 
based on the behavior of the intruder and what explicitly wrong 
is an intrusion. If the behavior of the intruder activity deviates 
from the normal behavior, anomaly detection finds it activity 
as the malicious activity.
But the performance of a general intrusion detection system  
is  not  up  to  the  level,  there  are  some problems like 
Scalability, Dos attacks, False alarm, and  Signature  attacks  
among  others.  One of the main objectives of IDS is to classify 

correctly between the real intrusion activity and the activity 
that is similar to the intrusion but not the intrusion [3]. General 
IDS are facing some problems in analyzing   the   data   that   
differentiate   the   real intrusion and the activity that looks 
intrusion but not the intrusion.
We   can improve the performance of   IDS   in detecting the 
intrusions more accurately by using the agent technology with 
the combination of State Transition Analysis Tool.

II. Frame Work of Agent Based Intrusion Detection 
System

A. Agent
Agent is an autonomous, computational entity that can   be   
viewed   as   perceiving   its   environment through sensors and 
acting upon its environment through effectors [4].  Autonomous 
entities mean that to some extent they have control over 
the environment and can work without human intervention. 
Computational entities mean that they exist in the form of 
programs and run on any computational device.

Fig. 1 : Evaluation of Agent based IDS [1].

We can also define an agent is a program module that functions 
continuously in a particular environment. It is able to carry out 
activities in a flexible and intelligent manner that is responsive 
to changes in the environment.  An agent is able to learn from 
its experiences. It is autonomous and takes actions based on 
its built-in knowledge and its past experiences [1]. Agents in 
an intrusion detection system can share the information with 
each other.
Frame work of the existing improved intrusion detection system 
based on agent:
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Fig. 2 : Frame work for Agent-based IDS [2].

In this section I am going to present the existing frame work of 
STAT intrusion detection system based on agent. It is composed 
of the following parts: Preprocessing Agent, Reasoning Agent, 
Decision Agent, Update Agent and Communication Interface 
[5].

B. Preprocessing Agent
It takes the audit record, processes it in a particular format 
and gives it to the reasoning agent. While processing the audit 
record, this agent converts event type to some of the operational 
types. If the corresponding operation types are not defined for 
the event or if it is a failed operation, the audit record cannot 
proceed further since it is invalid.

C. Reasoning Agent
The preprocessing agent leads to the Reasoning agent which 
has the Knowledge Base (File Base and Rule Base) for state 
reasoning. Reasoning agent analyze  the  each  rule  in  the  rule-
base  which included  in  the  knowledge-base  and  justify  the 
audit record accordingly. These records are formulated in the  
reasoning table and thus each line in the table represents the 
activities of the attacker and each column describes one step 
of an intruding activity and its completed percentage [5].

D. Decision Agent
Decision agent tells about the state of intrusion to the 
administrator. Weather the intrusion activity is over or how 
much percentage the intrusion has been completed. If it finds 
any intrusion activity, holds the appropriate decision to prevent 
the detected activity. Decision agent responds according to 
the information available in decision table which includes the 
information and the present state of activity.

E. Knowledge – Base
Knowledge Base mainly consists of knowledge about the 
Specific attacks and vulnerabilities in a system. It is divided 
into two parts, File-base and Rule-base.

1. File Base
File-base consists of information about number of files  and  
each  file  consists  of attributes  that  are vulnerable  to attack. 
The File-base in the STAT consists of seven different file sets. The 
first six of these are used directly in state assertions, whereas 
the last one is used by the inference engine to identify variations 
of scenarios through references by hard links [5]. Hard link file 
set consists of information about all the link files.  With the use 
of this link file, it is easy to find the intruder activities when 
they call the same file with the different link names. Updating 
agent is responsible for the updating the file-base when it finds 
any new link for any file.

2. Rule Base
Rule-base consists of set of rules define the steps of intruding 
detecting, and Reasoning agent use these steps in parallel with 
the File-base in detecting the intrusion  activities.  Rules are 
composed of three fields: a state description field, a signature 
action field, and a rule dependence field [6]. Each field has 
specific descriptions in processing the audit data in a STAT 
diagram.

3. Communication Agent
Communication agent deals with the host and intruding agents 
in finding the intrusions. Once it finds any intrusion activity, will 
inform to the agents on that host and also it will inform to the 
other agents on the different host to improve the detection 
capability.

4. State Transition Analysis Tool
Basically STAT is implemented based on the state transition 
analysis technique. STAT is a rule based intrusion detection 
system which detects the known intrusions. The architectural 
overview of the state transition analysis tool is [5].

Fig. 3 : Architectural overview of STAT [5]

III. Recommendations
(i) The proposed system can be enhanced by adding another 

agent over the already built agent based IDS. It would 
be better in terms of performance and efficiency when 
compared to the traditional agent- based IDS, since the 
same work can be done twice to enhance the system’s 
performance.

 



76  InternatIonal Journal of Computer SCIenCe & teChnology

IJCST Vol. 2, SP 1, DeCember 2011 ISSN : 0976-8491(Online)  |  ISSN : 2229-4333(Print)

w w w . i j c s t . c o m

(ii).  The second agent used can either take care of the previous 
agent to update itself to the latest updates regarding 
intrusion detection or various viruses and malicious 
activities in the real world to attain better performance.

IV. Conclusion
The major task of building a robust system is achieved at the 
end, since the system has been enhanced in terms of capability 
to update itself and adaptability. The agents used in the system 
not only find the time of the attack, but also ensures the overall 
performance of the system by its adaptability.
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