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Abstract
Denial-of-Service attacks and jamming in particular are a threat 
to Radio networks because they are at the Denial-of-Service 
attacks, and jamming in particular, are a threat to radio networks 
because they are at the same time easy to mount and difficult 
to detect and stop. We propose a circulated intrusion detection 
system in which each node monitors the traffic flow on the 
network and collects relevant statistics about it. By combining 
each node’s view we are able to tell if (and which type of) an 
attack happened or if the channel is just saturated. However, 
this system opens the possibility for misuse. We discuss the 
impact of the misuse on the system and the best strategies 
for each actor.
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I. Introduction
Denial-of-Service attacks are a threat to informative systems 
which aim at blocking the service to legitimate users, which is 
often the first step in a series of attacks. In a shared medium 
environment an attacker could block another user to get 
more bandwidth, or a service provider could be attacked by 
a competitor to lower its reputation in front of the customers.
In Radio networks, DoS attacks can be categorized according to 
the features they exploit. We can distinguish between attacks 
to the authentication mechanism between attacks to the 
authentication mechanisms to the power saving capabilities 
and to the radio layer that is the The emission of power over a 
frequency to disturb communications. A number of them can 
be easily implemented with commodity hardware. The problem 
with radio networks is that it is very hard, if not impossible, to 
distinguish between “normal” malfunctioning (for example, 
random interferences on the channel or temporary saturation 
of the Access Point) and attacks.
Intrusion detection systems (IDS) on radio network share an 
open research topic. In the radio world, anomaly detection 
seems to fit better as many attacks happen at MAC level, 
which means that it’s very difficult to isolate fixed sequences 
of packets to use in a signature based IDS. Also, as radio 
networks are a relatively new technology, it’s likely that new 
attack methods will be found [3, 8]. What also emerged, is that 
detection should be distributed, as some attacks (and jamming 
in particular) cannot be detected by a single node.
In this paper we propose an attack detection mechanism 
based on shared monitoring of the network by all nodes. which 
should be able to tell whether the network is experiencing a 
real malfunctioning or is under attack. Such a system in the 
hands of service provider can give it a good way to prevent 
attacks, and it can be used in a public service context as well, 
by allowing clients to monitor the Quality of Service (QoS) and 
report when it’s not achieved. On the other side, the operator 
can advertise a better service as it gives its clients a way to 

control it. Actually, it lets us define incentives mechanisms 
which force the operator to guarantee high QoS. This system 
can however be misused by sending false attack reports, so 
we model the impact of liarsand discuss the stability of the 
whole system. The use of “economic models” and incentives 
is of increasing interest in networking research.

II. IDS for Public WiFi System
In our scenario, Wi-Fi for public service is offered by an operator 
to some users. Users pay a subscription cost and are offered 
a service with a given quality. The actors of the system are as 
follows.
Operator The Wi-Fi operator, or service provider, runs the 
network infrastructure. It sets the QoS level and its goal is to 
maximize its income. This can be achieved through different 
mechanisms: for example, by undersizing the network to save 
on maintenance costs, or by keeping service to a good level as 
happier users are better customers than unhappy ones. 

A. Distributed detection
The basic idea is to set up a monitor at each node in the 
network to produce evidences and to share them among all 
the nodes. An Evidence is a set of relevant information about 
the network state.
A monitor can be thought of as an instance of the ethereal 
network packet sniffer: It captures the traffic and displays the 
detailed information on it.  For each captured packet Ethereal 
displays a complete view of packet headers (i.e. from Ethernet 
to the application level) and payload and add some general 
statistics as the timestamp, frame number and length in bytes. 
For our purposes we’ll look at the Ethernet level header, and 
as we’re focusing on 802.11 frames we’ll consider source, 
destination and BSSId addresses, sequence number, frame 
type and subtype and the Retry flag. Together with the captured 
packets, we add relevant statistics collected by the device driver, 
like counters for transmission retries and for frames received 
with wrong FCS (other papers [7] use different statistics as signal 
strength and carrier sensing time), and packet transmission 
time. We built in this way a list of eventsat each node. Eventsare 
the single transmitted packet or the times in which the channel 
is idle, which can be inferred from the timestamp of the packets 
and the packet transmission times.
The combination of different list of events leads to the better 
understanding of what happened in the network, in particular 
in distinguishing the jamming attacks and channel failures, 
where packets are sent by one peer and never received by 
other peer. Both the channel failure and a jamming attack 
make the FCS check of the packet fail, thus the packet in transit 
will be incorrectly received and dropped, incrementing the 
“droppedframes” counter in the device driver at the receiver. 
The difference between the 2 cases is the amount of incorrectly 
received frames at the receiver. Suppose if the receiving station 
is under jamming network, where the packets which pass 
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through the jamming area get scrambled. The monitor placed 
at the sender’s side will see the number of frames sent on 
the channel and the monitor at the receiver end won’t see 
anything received correctly, and will keep on increasing the 
incorrectly received frames counter. The sender will retry the 
transmission a number of times and all these retransmissions 
will bedropped as well, incrementing the counter.
We are able to detect the attack by combining what both 
monitors saw, as a single one is not able to do the same: 
the receiver’s evidences (no packets received and counter 
updated) are in fact not enough to distinguish the attack. 
For the receiver, receiving incorrect frames can happen for 
various reasons: frames from stations at the limit of the radio 
range, frames from neighbor networks or noisy channel are all 
examples of this. If the counter is not updated, then staying 
idle without having transmissions aimed at it or experiencing 
a device failure is undistinguished from being under attack. 
On the other side, the transmitter cannot tell if the other peer 
is out of range given the retransmissions only. 

B. System misuse
The system presented so far works as long as cheaters stay out 
of the game. Why should a user cheat? The main reason is to 
get an advantage over other users. As stated in before, nodes 
can alter their network card random back off times and get an 
advantage over unmodified ones. In detail, a modified node will 
win the contention for the channel more often, getting a higher 
bandwidth share. Other techniques to do so are to launch DoS 
attacks against other nodes, like jamming or Deauthentication. 
Another possible reason would be to get the fee from the 
operator when the QoS is good in the commercial scenario 
we outlined above. For the following, we’ll consider this later 
case. Cheaters modify their lists of events to pretend to have 
bad QoS while it is good to get the fee from the operator. We’ll 
explain how to treat the other case later on .Cheaters will make 
the matching of the event list fail. In fact, a cheater will provide 
a list which is (at least in part) incompatible with the correct 
ones provided by the other honest nodes.
 For example, let’s imagine that a node receives a packet X and 
claims not to have received it. The sender will of course report 
that it sent the packet. The receiver will alter his event list by 
marking packet X+1 from the sender as X, packet X+2 as X+1 
and so on. When the matching will take place, it will show this 
difference. We modify then our algorithm, and for every event 
we keep track of which node reported it and of clashing and 
incompatible events. In the example above, assuming A as the 
sender and B as the receiver, the list will report “channel free 
(reported by node B) AND packet X from A to B (reported by 
node A)” ”packet X from A to B (B) AND packet X+1 from A to 
B (A)”,”packet X+1 from A to B (B) AND packet X+2 from A to B 
(A)”. Under the hypotheses that all nodes are in range of each 
other, and that each node is either honest or cheater, when 
we try to build an aggregated list of events we’ll end up with all 
honest users agreeing on a list, and cheaters disagreeing from 
it (eventually agreeing among themselves). What we are doing 
is building clusters from the different lists of events. Under an 
optimistic assumption that most nodes are honest we’ll end 
up with a big cluster of honest nodes and a small number of 
outliers, representing the cheaters.
 However, if we don’t assume the general goodwill of the users, 
cheaters can coordinate their attack and become the bigger 
cluster. In this case, since there are no trust mechanisms we 

cannot decide which cluster represents the honest users and 
which one the cheaters. As we note that each node can trust 
only itself, we modify the matching algorithm: each node runs 
the basic 2-list matching algorithm between its own event list 
and each of the other nodes’ lists. For each event, we mark if 
it’s shared among the two nodes or not. At the end, the number 
of matched events will be a measure of similarity between the 
two lists. When all the matching will be done, each node will 
know how many other nodes share the same opinion as itself 
and thus how many other nodes are honest users or cheaters. 
This system will just tell how many nodes agree or disagree 
with a given node. 
To make every node know the opinion of all the other nodes, 
each node repeats the matching algorithm using the list of 
events of another node (instead of its own) as starting point, 
and iterates on all nodes. This modified algorithm will require 
n − 1 iterations to match a list of events with all the other ones. 
To match every list with all the other ones, if we do not repeat 
the already made matchings (for example, when matching node 
#1 with every other one we match #1 with #2, #3 etc.

III. Network Model
The rapid growth of Wi-Fi networks over the past years is due 
primarily to the fact that they solve several of the intrinsic 
drawbacks of cellular data services such as GSM/GPRS. These 
drawbacks are mainly the relatively low offered bit rates and 
the slow deployment of new features due to several factors 
such as the large size and the oligopolistic behavior of the 
operators, Their willingness to provide homogeneous service, 
and the huge upfront investment. 
Therefore, the deployment of wireless networks such as Wi-
Fi in unlicensed frequencies makes it possible to envision 
a substantial paradigm shift, with very significant benefits: 
much higher bandwidth, deployment based possibly on local 
initiative, higher competition, and much shorter time-to-market 
for new features. This may, in turn, pave the way for new types 
of services. In recent years, wireless Internet service providers 
(WISPs) have established thousands of WiFi hot spots notably 
in cafes, hotels and airports. However, two major problems still 
need to be solved. 
The first problem is the provision of a seamless roaming1 
scheme that would encourage small operators to enter into 
the market. This is a fundamental issue for the future of mobile 
communications.

Fig. 1: The IDS Architecture for wireless Ad-hoc network

Indeed, without an appropriate scheme, only large stakeholders 
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would be able to operate their network in a profitable way, 
and would impose a market organization very similar to the 
one observed today for cellular networks; one of the greatest 
opportunities to fuel innovation in wireless communications 
would be missed. The second problem is the lack of a good 
quality of service guarantee for the users.

A. Adding a new node to the network
Node addition to the network can best be explained by use 
of an example. Consider a building with an existing wireless 
network maintained by an already present maintenance team. 
During an intervention, a rescue team enters a building, and, 
to maintain connectivity, regularly deploys new nodes. Because 
of the nature of this procedure, the network will have a relaying 
character. We assume that each node has a maximum of two 
wireless interfaces. Based on this scenario, the dynamic channel 
selection algorithm, assigns channels to each link, in such way 
that, for each node the uplink and downlink connections are 
conFig.d at different channels

Fig. :2 Adding a node to the network

To reduce interference between non-adjacent links, each newly 
deployed node will scan the environment and will assign a 
channel that is not yet in use, to one of its interfaces. The other 
interface is set to the default channel, as seen in Fig. 1. While 
the underlying character of the network is a mesh topology, 
due to channel assignment, a relaying network is created. To 
dynamically assign the channels when a new node is deployed, 
several messages are exchanged.

IV. Sending Data To The Destination
The data send process is done by splitting the chosen text 
file into packets for transmission. The data send process is 
invoked after the source finds out an intruder free path. In 
the case of jamming/network malfunction, the source waits 
till the network is restored, starts the training process to find 
the intruders and if any detected, selects a path free from 
intrusion. The path selection is done by the Dynamic Source 
Routing Protocol (DSR). The source sends the data directly to 
the destination through the ‘safe’ path. Destination receives 
the data in the form of packets and checks for anomalies to 
detect any loss of data in the data due to intrusion.

The control flow and sequence of events of the project is 
described in the diagram below.

Fig. 3: Intrusion Detection System flow chart

V. Dynamic Source Routing (DSR) Protocol
Dynamic Source Routing Protocol is a simple and efficient, 
reactive 
On-demand routing protocol used in multihop wireless adhoc 
network. DSR makes the network self-organizing and self 
configuring. Two important mechanisms in DSR are Route 
discovery and Route maintenance. Nodes discover and maintain 
routes through the net work using these mechanisms. DSR uses 
source routing, which allows routing of packets to be loop free 
and allows caching of routes in nodes for future use.
Route discovery is the mechanism by which a node S wishing 
to send a packet to destination node D obtains a source route 
to D. Route discovery is used only when S attempts to send a 
packet to D and does not already know a route to D.
Route maintenance is the mechanism by which node S is able to 
detect, while using a source route to D, if the network topology 
has changed such that it can no longer use its route to D 
because a link along the route no longer works. When route 
maintenance indicates a source route is broken S can attempt 
to use any other route it happens to know to D, or can invoke 
route discovery again to find a new route. Route maintenance 
is used only when S is actually sending packets to D.

VI. Conclusion
The Distributed Intrusion detection system proposed here 
detects intrusion by distributed collection of relevant 
information from the nodes and is also capable of detecting 
jamming attacks. We also suggested a commercial use of 
the system, in order to provide a better service to customers: 
however, this use allows cheaters to come into play. Anyway, 
their impact is limited: we showed that the operator cannot 
lower the quality of service under a certain threshold (as without 
such a system), otherwise unhappy users will take over and 
get a pay back. We also showed that cheating users cannot 
push too much; otherwise the system will go towards the total 
shutdown. We achieve two goals: we detect more attacks and 
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force the operator to give a decent service. We allow cheaters 
to come into play, but their impact is self-limiting as a working 
network is needed for them to play. One interesting scenario 
to analyze would be with cheaters who don’t care about the 
service, thus don’t stop cheating when QoS gets too low. This 
might be a sabotage attack from a rival provider to get more 
market shares. It would also be interesting to add trust and 
user reputation mechanisms to the system, to improve the 
matching algorithm.
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