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Abstract
Abstract—Designing secure systems is a nontrivial task. 
Incomplete or faulty designs can cause security mechanisms 
to be incorrectly incorporated in a system, allowing them to be 
bypassed and resulting in a security breach. We advocate the 
use of the Aspect-Oriented Risk-Driven Development (AORDD) 
methodology for developing secure systems. This methodology 
begins with designers defining system assets, identifying 
potential attacks against them, and evaluating system risks. 
When a risk is unacceptable, designers must mitigate the 
associated threat by incorporating security mechanisms 
methodically into the system design. Designers next formally 
evaluate the resulting design to ensure that the threat has been 
mitigated, while still allowing development to meet other project 
constraints. In this paper, we focus on the AORDD analysis, 
which consists of: 1) a formal security evaluation and 2) a 
trade-off analysis that enables system designers to position 
alternative security solutions against each other. The formal 
security evaluation uses the Alloy Analyzer to provide assurance 
that an incorporated security mechanism performs as expected 
and makes the system resilient to previously identified attacks. 
The trade-off analysis uses a Bayesian Belief Network topology 
to allow equally effective security mechanisms to be compared 
against system security requirements and other factors such 
as time-to-market and budget constraints.

Keywords
Aspect-oriented modeling (AOM), Bayesian belief network 
(BBN), security analysis, trade-off analysis.

I. Introduction 
DEVELOPING secure systems is a nontrivial task. We have 
identified four issues where consistent, comprehensive 
approaches can help designers create a system that meets 
its project goals. First, designers of secure systems need 
effective methodologies to systematically apply standards 
in the context of a particular development project. Security 
standards  such  as  the  ISO  Common  Criteria,  and  risk 
management standards such as the Australian/New Zealand 
Risk  Management  standards,  exist  to  aid  secure systems  
development;  however,  these  standards  generally address  
system  security  in  the  broad  sense,  often  require extensive  
resources  to  use,  and  do  not  provide  specific methods to help 
designers verify that particular resources are protected from 
specific kinds of attacks. They do not take into account project 
goals other than security, such as time-to-market, cost, effort, 
and compliance with governmental laws and regulations.
Second, designers must correctly incorporate security 
mechanisms into a system design, and provide assurance 
that the resulting system design is indeed secure. Often, 
breaches in security-critical systems pose unacceptable risks 
since they can cause irreparable damage to sensitive data 
or to a company’s image. To mitigate such risks, designers 
incorporate security mechanisms into the system. Security 
mechanisms, designed to protect against certain attacks, 

are typically analyzed in isolation. However, the efficacy of 
an approach often lies in the manner in which it has been 
integrated with the application, so designers need to be able to 
analyze security mechanisms in the context of the whole system. 
Third, system designers need techniques that allow them to 
compare alternative security mechanisms and decide which 
best meets the needs of the given application and other project 
development goals and constraints. Multiple mechanisms 
are often effective in protecting against a particular kind of 
attack. For instance, to protect against unauthorized access, a 
system design may incorporate access control lists or capability-
based mechanisms. The optimal mechanism to use for a given 
application depends on how well the mechanism protects the 
given application, and how well it meets other project goals 
such as those mentioned above. Finally, security mechanisms 
incorporated to protect against different attacks may actually 
interfere with each other, reducing their efficacy. For example, 
auditing may detect and deter malicious activities in the system, 
but may cause improper disclosure of sensitive data if the logs 
can be accessed by unauthorized entities. Designers need 
techniques that provide formal evaluation of these interactions, 
prior to system implementation and deployment. We propose 
an Aspect-Oriented Risk-Driven Develop-ment Methodology 
(AORDD) for designing secure applications. AORDD combines 
security develop-ment techniques, aspect-oriented techniques, 
and analysis techniques to address these four issues. 
Our previous papers provide high-level discussions of the 
techniques we use in AORDD, and proof-of-concept examples 
for its security and trade-off analysis elements. By contrast, in 
this paper, we discuss the analysis portion of the methodology 
in detail: systematic formal evaluation and trade-off analysis of 
alternative security solutions in complex systems design. We 
recognize that in industrial systems development, a perfect 
system is almost never achievable in the time frame required 
and within the constraining budget, so we include techniques 
that take into account these and other project constraints. 
We also acknowledge that in an industrial setting, the size 
of a development team (and a system design team) may 
be quite large, and team members are often not experts in 
security issues or in formal mathematical-based evaluation 
techniques. We have, therefore, taken a prag-matic approach 
to secure systems development, utilizing existing techniques 
and developing a methodology that supports a more formal 
approach by non experts while realizing that the result may not 
be as precise and verifiable as an organization might ultimately 
desire. AORDD steps are, by consequence, quite flexible so 
that as new tools and techniques become generally available 
they can be used to add precision and verification to the 
methodology. This paper makes two major contributions. The 
first is to demonstrate how designers can provide assurance, 
at the time of system design, that a security mechanism is 
effective in protecting against a given security breach. The 
second is to provide details of the trade-off analysis designers 
use to compare alternative mechanisms during systems 
design. We additionally discuss current and possible points of 
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automation in the methodology analysis, and provide heuristics 
for activities that require human intervention. The rest of the 
paper is organized as follows: Section II provides an introduction 
to our AORDD methodology and explains the analysis steps that 
are our focus. Additional background information regarding 
techniques we use for analysis is included in this section. 
Section III describes the e-commerce system that we use to 
illustrate our methodology, an attack example on that system, 
and two potential mitigating security mechanisms. Section IV 
discusses formal security analysis using Alloy, a declarative 
first-order logic language with supporting tools designed for 
modeling and analyzing complex systems. We demonstrate an 
Alloy analysis on the example system and discuss its results. 
Below section presents our trade-off analysis that uses Bayesian 
Belief Network (BBN) technology, and the results of applying it 
on our example system. 

II. Related Work 

A. AORDD Methodology  
AORDD Methodology is targeted toward the development of 
complex systems where there are competing project and security 
goals. Under these conditions, it can be difficult for a designer 
to determine how different parts of the system, designed to 
meet different goals, interact with each other. Performing 
security analysis in the context of the whole system can help 
a designer understand these interactions better. Performing 
trade-off analysis can help a designer make informed choices 
when faced with multiple designs that mitigate security threats 
equally well. AORDD trade-off analysis allows designers to 
analyze various security design solutions against properties 
such as required security levels, and project constraints such as 
time-to-market, budget, laws, and regulations at the same time, 
in a single trade-off analysis. We have been able to partially or 
fully automate portions of AORDD, for example, security analysis 
is automated by using the Alloy Analyzer and trade-off analysis 
by using our BBN topology. We have developed the methodology 
with an eye toward automating especially repetitive or tedious 
tasks while recognizing that very complex systems do require 
an investment of human expertise to develop. Our goal is to 
make onerous and error-prone tasks automated leaving time 
for humans to apply their expertise where it is most needed.
The AORDD Methodology has two steps that must occur prior 
to any analysis. First, system architects and designers must 
create system functional models. Since the Unified Modeling 
Language (UML) is the de facto software specification language 
used in the industry, our tool chain requires that these models 
be specified using the UML 2.0. Second, designers must 
perform a risk assessment of the system. Risk assessment 
begins with system stakeholders (e.g., end users, designers, 
developers, and management) identifying sensitive system 
assets such as system information or services. Different 
stakeholders can place different values on an asset, so the 
stakeholder and the value they assign to a particular asset 
are both needed in our methodology. Designers must develop 
security requirements for these assets and identify possible 
threats against them, with the aid of security standards such as 
ISO 14508: Common Criteria and ISO/IEC 13335-5: Guidelines 
for Management of IT Security. Threats are attacks on the 
system with the goal of compromising assets. Designers and 
security experts must also rank the potential threats. Designers 
also identify potential security mechanisms that can mitigate 

specific risks, as part of the assessment process. Designers 
can be aided in a risk assessment by organizational experience 
or security experts. Note that security expertise may be in the 
form of international forum security postings. In general, risk 
assessment is a very human-intensive task; however, some 
techniques such as CORAS, are computer-assisted. Designers 
identify attacks associated with unacceptable risk as targets 
for analysis. The specifications of the attacks are referred to 
as attack models. Designers can model attacks separately or 
as a group, depending on their desired approach. This activity 
should not include every possible attack, but instead, it should 
focus effort on the attacks that designers, system architects, 
and security experts identify as being critical to the system.
AORDD supports an incremental approach to the design of 
secure systems, so many steps are iterative, allowing designers 
to create and analyze a more complete system design each 
time. For example, system designers often add security 
mechanisms into a system to mitigate a particular security 
threat only to discover that the addition has opened the way for 
a different threat, which may have already been considered. By 
incrementally adding security mechanisms as different threats 
are considered, and reanalyzing the design in light of previously 
considered attack models, designers can discover and address 
conflicts between multiple security solutions or between security 
goals and other project goals, prior to system implementation. 
Designers decide the amount of iteration needed based on 
project goals, for example, the desired security level or the 
time constraints of the project, and based on the number of 
risks that are identified. We next present brief introductions 
to the major technologies we use in our analysis. These are 
Aspect-Oriented Modeling (AOM), Alloy, and BBN.

B. Aspects and Aspect Composition

Fig. 1: Examples of portions of (a) primary modal and (b) and (c)
generic MiM attack aspect. Prameterized modal element in 
(b) and (c) have names begning with “I” while modal element 
indicated with “x” will be deleted if they exist in the primary 
modal. 
We compose context-specific aspect models and main 
functionality designs to create models in which the aspect 
has been integrated. In order for composition to produce a 
meaningful model, the models being composed must be 
specified at similar levels of abstraction. However, we do not 
require any particular level of abstraction in our techniques 
and tools. Therefore, designers can compose and analyze 
a set of models at different levels of abstraction to produce 
different kinds of information, depending on the amount of 
detail available at a particular point in the design cycle. Fig. 
1 shows portions of a primary model and a generic aspect 
in the form of sequence diagrams. The portion of a primary 
model in Fig. 1a shows two classes: Active Client and Login 
Manager. A message is sent from Active Client to execute the 
request Login Page method in Login Manager. The result of 
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this operation returns a login Page message to Active Client. 
Active Client then executes an internal method Process Page. 
A portion of a generic man-in-the-middle (MiM) attack aspect 
model is shown in Figs. 1b and 1c. There are three classes: 
|Sender, |Attacker, and |Receiver. The “|” symbol at the 
beginning of any name in the generic aspect model serves as 
an indicator that this element is a parameter that can be bound 
to elements in the primary model that are of the same UML 
type, prior to model composition. The generic aspect Fig. 1b 
shows a message to execute a method called |method Call to 
be sent to |Attacker, and from |Attacker to |Receiver. There is a 
response, |reply, that is sent back. Fig. 1c shows behavior that 
is not allowed (indicated by an X mark), that is, some message 
or reply going directly between |Sender and |Receiver. Our 
composition techniques allow us to specify such elements that 
will be removed prior to composition if they exist.

C. Alloy

Fig. 2: hierarchy and node type in BBN: (a) belief network with 
observable nodes and a target computation node and  (b) 
decision network with a target decision node supported by a 
utility function that holds rules/decision perferences. 

A BBN is a connected and directed acyclic graph that consists 
of a set of nodes (also called variables) and directed arcs (also 
called links). Nodes correspond to events or concepts and are 
structured into either: 1) a belief network (Fig. 2a) a decision 
network (Fig. 2b). A belief network consists of a hierarchy of 
stochastic nodes (shown as ovals in Fig. 2). Stochastic nodes 
can be observable, in which case they model information 
that can be directly observed or obtained. They can also 
be intermediate, in which case they represent information 
connecting observations with a target node. A target node 
holds the result of a BBN computation and represents the 
outcome of the network. Decision networks include at least one 
decision node (shown as a rectangle in Fig. 2b), in addition to 
any number of stochastic nodes. A decision node is supported 
by a utility node/function (represented by a diamond shape in 
Fig. 2b), which holds the rules or decision preferences of the 
decision variable. A decision variable is the target node of a 
decision network.

D. Trade-Off Analysis
Our trade-off analysis BBN topology consists of multiple 
sub networks that relate to a security solution and security 
analysis. This is because a simple security analysis output is 
not sufficient for a designer to determine whether a security 
solution is adequate. Analysis either proves a particular 
successful attack path (misuse) to be executable, or provides 
evidence that it is not executable. However, the existence of an 
attack path does not imply that the attack will actually happen. 
It means that there exists a possibility of an attack. A successful 
attack depends on other factors, such as the likelihood or 
frequency of the attack and the mean time and effort needed 
to launch a successful attack. These latter characteristics in 
turn depend on the skills, motivation, and resources of the 

attacker. Our trade-off analysis takes these characteristics into 
consideration, along with the impact of a successful attack on 
the value of system assets. We also include the project-specific 
consequence of incorporating a security mechanism to prevent 
the attack, in the form of variables related to the development 
effort in terms of cost and time. 

III. Example E-Commerce System
We next present the example we will use to illustrate AORDD 
analysis. This section also presents a possible attack against 
the example system and two potential security solutions to 
prevent a successful attack.
Our example is an e-commerce platform called ACTIVE. ACTIVE 
provides services for electronic purchasing of goods over the 
Internet. The IST EU-project CORAS, performed three risk 
assessments of ACTIVE in the period 2000-2003. The project 
identified several security risks, including attacks against user 
authentication in the login service.
The primary model sequence diagram associated with logging 
into the system. There are four design classes involved, one 
running on a user’s local machine (Active Client) and three 
running on a machine over the Internet. The Active Client on 
the user’s local machine communicates with an ACTIVE system 
login manager (Login Manager), which uses two other classes 
to: 1) authenticate the user (UAcct Manager) and 2) provide 
user-specific information (UProfile Manager). A user runs Active 
Client to request a login page from Login Manager. When the 
loginPage is returned, the user enters a user name (uname) 
and password (pword) that are transmitted to Login Manager. 
UAcct Manager authenticates the user, and Login Manager 
obtains user-specific information, a profile, from UProfile 
Manager. It uses this information to build a home Page that 
is returned to the user. If the profile does not exist or the user 
cannot be authenticated, a visitor Page is returned that does 
not contain any user-specific information. Alternative actions 
are shown in Fig. 6 using an alt box; the dotted line across the 
box separates the actions, and guards such as [acct <> NULL] 
specify the conditions under which each alternative action 
should be taken. 

Fig. 3: Misuse modal of original ACTIVE log in sequence and 
MiM attack, created by composing primary log in seqence 
modal with context-specific MiM passive attack modals.All 
comunication between Active client and loginmanger gose 
through attacker. the atteck successful if attacker obtains, 
homepage or unname and pword
  
The misuse model in fig. 3 differs from the original login service 
sequence diagram of fig. 3 in that all communication between 
Active Client and Login Manager goes through Attacker. In order 
for Attacker to obtain registered user information, it can either 
eavesdrop until this information passes by, in the form of a 
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home Page, or until uname and pword pass by, which will allow 
Attacker to impersonate the registered user at a later time. 
Either of these situations indicates a successful attack.
The misuse model shown in Fig. 3 has been transformed into 
an Alloy model and analyzed using the Alloy Analyzer. The result 
of this analysis is a counterexample, which indicates that the 
attack can succeed. These results are used in the Risk Level 
(RL) subnet of the BBN trade-off analysis. We next discuss two 
security mechanisms that can be used to protect a system 
against an MiM attack.

IV. Conclusions and Future Work
Ad hoc approaches for developing secure systems may result 
in security breaches. We propose an AORDD methodology for 
designing secure systems. Designers perform a risk assessment 
to identify the attacks on the system and evaluate how the 
assets of the system can be compromised. Designers then 
methodically identify and incorporate security mechanisms into 
the design that protect against these attacks. They evaluate 
the resulting system to give assurance that it is indeed secure. 
Multiple security mechanisms are often effective in protecting 
against a given attack, so designers must identify and integrate 
the mechanism most suitable for the application. This paper 
makes two major contributions. First, we show how to formally 
verify that a security mechanism incorporated into a system 
is effective in protecting against a given security breach. 
Toward this end, we show how a system modeled using UML is 
converted to a form that can be automatically verified using the 
Alloy Analyzer. Second, we show how to compare the suitability 
of different security mechanisms for a given application on the 
basis of factors such as the level of protection offered, cost and 
effort involved, and the time to market. We demonstrate how a 
BBN topology can be used to perform such trade-off analysis 
and provide evidence to make a suitable choice between 
competing designs. In this paper, we illustrated the case for a 
single attack. However, in reality, there are multiple attacks and 
multiple security mechanisms must be incorporated. Moreover, 
incorporating a security mechanism should not open up new 
vulnerabilities. The existing approach addresses these issues 
through AOM techniques. Designers can continually augment 
system designs by composing additional security mechanisms 
to mitigate additional attacks. They can then compose multiple 
attack models with these system models, and analyze them with 
the Alloy Analyzer. However, this approach can be cumbersome 
for designers, so we hope to provide an easier approach for 
handling multiple attacks. In this respect, we are currently 
investigating techniques that formalize the dependencies 
between the different types of attacks and security solutions. 
Such formalization will allow us to group attacks and security 
solutions. This, in turn, will facilitate minimizing the time required 
for security analysis. A main focus of our on-going research 
relates to analyzing the model in which a security mechanism 
design has been incorporated. The analysis, shown in this work, 
consists of three parts: 1) converting UML sequence diagrams 
to OCL, 2) using the UML2Alloy automated conversion tool to 
transform OCL specifications into those of Alloy, and 3) verifying 
security properties in the resulting Alloy model using the Alloy 
Analyzer. Parts 2 and 3 are completely automated. To increase 
the automation of part 1, we are working on algorithms that 
will automatically convert UML sequence diagrams into OCL. 
This work must include a method to create abstractions of the 
model that do not alter the security property being verified. This 
work will make the analysis more automated.
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