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Abstract
IP Multimedia Subsystem (IMS) is the buzz word in today’s 
telecom industry and believed to be the standard for the next 
generation all IP networks. Since it converge the traditional 
cellular network and global internet, it is exposed to a verity of 
threats in term of access and traffic security. In this paper we 
will elaborate the IMS inter-domain security architecture and 
will analyze the encryption algorithms implemented on security 
gateways of IMS core networks with the help of comparative 
measurement studies.
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I. Introduction
IMS architecture is designed [1] to be exposed to IP based 
networks which eventually inherits security threats in terms 
of data traffic. Traffic security between two communicating 
security gateways (SEGs) is crucial to be taken care, for the 
sake of data integrity and Quality of Service (QoS) promised 
by IMS. The IMS security architecture is based on security 
protocols, encryption algorithms, authentication algorithms 
and key exchange algorithms. Encryption is the key factor in 
traffic security to ensure secure end to end transmission. In this 
paper we are analyzing and comparing encryption algorithms 
Advanced Encryption Standard Cipher Block Chaining (AES-
CBC) and Triple Data Encryption Standards (3DES). Finally 
we estimate the suitable encryption algorithm that to be 
implemented between the SEGs in IMS network on the basis 
of minimum time delay.

II. Background
The data traffic between IMS networks and non-IMS networks 
and the inter elements of IMS networks is subjected to 
different kinds of security threats. There have been a number 
of security models and techniques proposed to protect the 
data flow between the foresaid networks including different 
network security domain models, data encryption algorithms, 
authentication mechanism and data integrity techniques etc 
[2]. In IMS inter-networked infrastructure the Internet key 
Exchange (IKE) protocol is implemented to enforce the support 
for both 3DES and AES in CBC mode for data confidentiality.

III. Problem Statement and Main Contribution
The IMS security gateways are equipped with IPSec security 
which uses IKE protocol for data integrity, encryption and 
authentication [3]. Data encryption is done with the help of AES 
or 3DES algorithms having different key length and encryption/
decryption mechanism resulting in variable time delay. This end 
to end time delay is a crucial factor to be taken care of especially 
when it is the case of telecom system where end to end delay 
literally decides the assurance of service provider.  The end 
to end delay caused by both the 3DES and AES algorithm is 
calculated by simulating them in OPNET. The average delay is 
calculated for both the algorithms for comparison purpose. 

IV. Problem Solution
IPSec Security is implemented on the Encryption Security 
Payload (ESP) tunneled links which uses two protocols; 
Authentication Header (AH) and ESP to provide data integrity, 
source authentication and data encryption. ESP is supposed 
to create and maintain the security tunnel between SEGs 
[3]. ESP implements encryption algorithms AES and 3DES, 
authentication algorithm HMAC-SHA1. fig. 1 shows the IMS 
network security model.

Fig. 1 : Inter-networked IMS security model

A. Simulation Scenario
OPNET simulator tool is used to evaluate the proposed inter 
domain SEGs of IMS architecture with encryption algorithms. 
The simulation parameters are mentioned in Table 1.

Table 1 : Simulation Parameters

Index Parameter

Duration 20 mins

Session Start Time 2 mins

Session Duration 15 mins

Security Protocol IPSec

The user request for a voice/data call is received by the SEG 
through the Proxy Call Session Control Function (P-CSCF) and 
the SEG make a contact with SEG of the requested user’s 
network through the ESP tunnel.
The network is then simulated with the below mentioned 
encryption algorithms.

Advanced Encryption Standard Cipher Block Chaining1. 
Triple Data Encryption Standards2. 

The minimum, maximum and average time delays between 
two SEGs in IMS network for AES-CBC and 3DES encryption 
algorithm is presented in Table 2.
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Table 2 : End to End Time Delay caused by AES and 3DES 
Algorithm

Encryption 
Algorithm Minimum Maximum Average

AES-CBC 0.28996 0.33280 0.31138
3DES 0.29899 0.34656 0.32277

Fig. 2 shows the End-to-End Delay for the two different 
encryption algorithms. The call duration for between the two 
IMS networks is set to 20min where the voice and data call 
begins at 2 minutes of the entire duration of the network and 
continues until 15 minute. The graph is draw between the call 
duration on x-axis’s and time delay on y-axis.
By the inspection of the results plotted in the fig. 2 shows the 
delay of the end to end is gradually stabilized to an average 
value of 0.31138 to the AES-CBC encryption algorithm. The 
end to end delay for the 3DES algorithm is slightly higher than 
the AES-CBC.

Fig. 2: End to End Delay

V. Conclusion
In this research we proposed an encryption algorithm to achieve 
the end to end security for an IMS with minimum time delay. 
The simulation result shows that AES-CBC encryption algorithm 
provides a more secure session with minimum time delay.
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