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Abstract
Networks become more complex practically in terms of offered 
services such as electronic commerce. As a result, networks 
are more and more subject to various kinds of complex 
security attacks. Existing security system responses have 
reached their limits in detecting and defending against various 
network attacks because current attacks are decentralized, 
automated and intelligent and these systems are passive in 
response to network attack in that they are limited to being 
local; and there is no automated, network wide response 
against detected attacks. Some drawbacks of existing systems 
reveal the necessity of designing a new generation of systems 
adapted to dynamical environment. In order to deal with these 
requirements, active networks approach provides interesting 
characteristics; it is a novel approach that gives networks and 
services flexibility and spontaneity. With an active network in 
place, we can build a more active and dynamic attack response 
by pushing the countermeasures near the source of attack. 
This paper describes this approach.
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I. Introduction
Networks become more complex practically in terms of offered 
services such as electronic commerce. Moreover, the number 
of individual users, government agencies and companies with 
Internet access is expanding rapidly. As a result, networks are 
more and more subject to various kinds of complex security 
attacks; Distributed Denial of Service (DDOS) shows such 
feature clearly [1]. It is known that the only way to secure 
completely a private network is to make it unreachable. 
However, even if this solution was undertaken for many years, 
today it is not possible to close private network especially for 
business purpose. Therefore, security management of these 
new networks requires more intelligence and sophistication. The 
focus of our work concerns one critical security management 
issue that is attack detection and response. Existing security 
management system, such as intrusion detection system [2], 
firewalls [3] and Honeypot [4], have reached their limits in 
detecting and defending against various network attacks [5-6]. 
This is because current attacks are intelligent [7], and these 
systems are passive in response to network attack in that there 
are limited to being local; and there is no automated, network 
wide response against detected attacks. These systems rely on 
manual response techniques involving network administrators. 
These drawbacks of existing systems reveal the necessity of 
designing a new generation of system adapted to dynamical 
environment. In fact, flexibility, adaptability and distribution are 
the main features to be addressed in a suitable architecture 
that fulfils these requirements. In order to deal with these 
requirements, active networks approach provides interesting 
characteristics [8]. It is a novel approach that gives networks 
and services flexibility and spontaneity. It allows intermediate 

node to execute programs that are dynamically deployed on 
the network [9]. 

II. Background
Recent researches have studied security management specially 
defending against the network security attacks. Typical solutions 
to prevent attacks involve the set of the tow actions, detection 
of the attack and an efficient response to it. For detection of 
the attack, an evolution of the packet filters, abnormally based 
scanning and signature based detection would be a good start. 
For response to the attack, traffic blocking is most effective 
when applied near the source of the attack. Active network 
seems to be an efficient approach to improve attack detection 
and response capabilities, but it is not a realistic system and 
require more research, since all the immediate nodes must be 
active. To remedy to this drawback we present an architecture 
that is partially active and compatible with existing networks. 

A. Security Services
In this part, we present a short introduction to some existing 
security services, including their advantages and drawbacks. 
We choose Firewalls and Intrusion Detection Systems (IDS), 
because they have a relationship with our proposition.

1. Firewall
The primary function of the firewall is to control access to 
services and hosts. The firewall is based on security policies and 
is the main line of defense against attack between a protected 
sub network and a less trusted network. Its purpose is to restrict 
traffic entering and leaving at one carefully controlled point, 
and is responsible to apply the security policies defined, by 
controlling and restricting the traffic. The security policies are 
static rules (source address, destination address, protocol, 
port, etc) [3]. Generally, firewall cannot protect against new 
threats, viruses and malicious insiders, and does not provide 
dynamic reconfiguration. 

2. Intrusion Detection System (IDS) 
IDS attempts to detect and response to malicious activity 
targeted at computing and networking resources [2]. In 
general, IDS can be classified as Network Intrusion Detection 
System (NIDS) or Host Intrusion Detection System (HIDS). The 
fundamental difference between them is the source of the 
activity that they monitor and analyze to detect intrusions. 
HIDS monitors activities on a host or end system, while NIDS 
monitors network traffic. HIDSs are used to protect critical 
network servers or other individual systems containing sensitive 
information. NIDSs are used to monitor activities on a specific 
network segment. There are two evaluation methods to detect 
an attack, anomaly and signature detection. The anomaly 
detection observes network traffic for anomalies; it permits 
the detection of unknown attacks, but it generates false alarm 
rate. The signature detection scans network traffic for known 
attack traffic patterns. 
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B. Active Networks

1. Definition
Active Network is a new concept, emerged from the broad DARPA 
Community in 1994-1995. It provides a new way of thinking 
about a network environment. Traditionally, the function of a 
network has been to deliver packets from endpoint to another, 
with only routing and header processing occurring within the 
network. In an active network, program can be injected into 
the devices making them active in sense that their behavior 
can be dynamically defined, and it can perform computations 
on individual packets. There are two approaches to building 
an active network, the discrete (or programmable), and the 
integrated (or encapsulated) approach. The Discrete Approach 
(or programmable) approach: it consists to separate data packet 
processing from the injection of programs into the node.

2. Node Architecture
The architecture of an active network node can be divided into 
three separate components: Node Operating System (Node 
OS), The Execution Environments and Active Applications. The 
Node OS is an operating system for active node. It is responsible 
for the management and allocating of resources like CPU and 
memory in the active node. It also provides a set of interfaces to 
the Execution environment to access and use these resources. 
There are several efforts in the building of a generic Node 
OS – Bowman, Joust and JanOS. The Execution Environments 
are environment for execution of active applications. There 
are one or more Execution Environments per node; each 
Execution Environment accepts valid programs and packets, 
either executing them or modifying their state, and emits one 
or more new packets or programs. 

Fig. 1: Dynamic, Network wide attack response

III. System Architecture
system that will support our approach. This system is an attacks 
detection system and also a response system. Its goal is two 
fold:
1. Detect ingoing attacks by monitoring the traffic.
2. Response to the attacks in two ways:

Response local ly  by taking the init iates • 
countermeasures.
Response in the network by pushing the global • 
countermeasures nearby the attack source 

A. Node Architecture
It is the architecture of the security module installed on the 
host to be protected. It is composed of some components, as 
depicted in Fig 2:

Fig. 2: Node System Architecture.

1. Monitoring Component (MC)
This component consists in providing a report of network traffic, 
and transmits it to the Detection Component, i.e. builds and 
gives a representative view of detailed data that passes through 
the network interface. It operates by filtering and analyzing the 
traffic data stream, based on the filtering rules provided by the 
DC. This report is used to identify the attack and to determine 
appropriate security actions to defend against it.

2. Detection Component (DC)
This component is responsible for detecting and identifying 
attack against the node. It receives the traffic report form 
Monitoring Component (MC); this report provides a global 
picture of the data stream. The decisions process of DC is 
based on security rules and expertise stored in its knowledge 
base. Some attacks are violation of these rules. The role of the 
DC then is to identify these security violations and recognize 
the attacks that can occur by using the signature analysis. In 
addition, DC provides a history traffic patterns and can support 
historical queries.

Fig. 3: Active plans

3. Local Response Component (LRC)
This component is responsible for generating adequate 
responses, it defines the reactions when an attack is detected; 
i.e.: defines the security actions that must be taken locally in 
this attack situation. It is responsible for taking the appropriate 
local security actions (e.g., kill processes and connections 
associated with attacks, install filtering rules, disable the user 
account, modify a host’s policy) based on the attack type and 
local policy constraints (e.g., never disable HTTP between 8 h 
and 18 h).

B. Network Architecture

1. Active Plans
The components of an active node (NodeOS, Active Applications 
and Execution Environments) interact together to ensure the 
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dynamic deployment and the execution of the actions response 
to attacks. To keep a compatibility with the traditional network, 
the active nodes will be deployed only on some specific point of 
the network. Therefore we will have to manage a network that 
formed of two principal plans: active plan and transport plan. 
In order to control and manage the dynamic deployment of the 
active code, we introduce a third plan called control plan, and a 
fourth plan called administrative plan. This architecture in plans, 
shown in the fig. 3, achieves these goals by the introduction of 
two new types of active nodes : the Control Active Node (CAN) 
the and Administrative Active Node (AAN). 

2. Administrative Domains and Control Domains
In order to control and allow easy and dynamic deployment of 
the active actions response, we propose a logical architecture of 
control. This architecture divides the network into administrative 
domains and control domains. A control domain is a trusted 
network area identified by a CAN, whereas an administrative 
domain is a networked area that is controlled and administrated 
by an AAN. The NAC is a programmable node that can manage 
and control security systems, such as detect a breach of security, 
and the system response to the attacks. The CAN makes a 
decision about the security policy and distributes it to the 
security systems within its control domain, and is responsible 
to control the dynamic administrative domain is a network 
area that includes many control domains. It is controlled and 
administered by the AAN. 

Fig. 4: Administrative Domain and Control Domains 3 Attack 
Detection And Response Scenario

In order to illustrate our approach, we present here a scenario 
of attack detection and response. The topology of the network 
consists of two administrative domains (AD), each ones 
contains two control domains (CD), and each CD contains 
several classical nodes as shown in. In normal operation the 
monitoring component filters the traffic and sends the traffic 
report to the detection component. When the attacking host 
initiates an attack from the CD2 in administrative domain A, 
to the server in CD6 in administrative domain C; the system 
reacts as depicted below 

The detection component detects the attack by knowing 1. 
its signature. Then it contacts the response component 
and provides it by the attack description that was 
encountered
On detecting an attack the response component generates 2. 
and executes the attack response locally. e.g. Block the 
malicious traffic from the specific IP address.
The report component generates the report that contains 3. 
the attack description and the response description; then 
sends it to the control active node CAN 1 (step 1). 
The CAN 6 receives the report; analyses it and make global 4. 
response for this situation. Then sends back the rectified 
local response as active security module to attacked host 
(step 2), and pushes the active code corresponding to the 

network response nearby the attacking host, (step 3, 4, 
and 5). 

Fig. 6:  Actions response structure

IV. Conclusion
The active network approach has initiated an intense effort 
of investigation in a number of networking areas. This paper 
presents our ideas and thoughts on future network security 
by using advantage and properties of active networks. We 
have presented our approach architecture which introduces 
the notions of control domain, administrative domain, control 
active node and administrative active node.. This architecture 
provides automatic, dynamic and network wide responses 
against network attack. The principal idea is to dynamically 
deploy the attack responses on the network which must support 
active nodes. The active responses are free to move in the 
network where they can produce better results. To illustrate our 
architecture, we have presented a scenario of attack detection 
and response. As a perspective we will continue to deepen the 
concepts and the notions of this architecture and to proceed 
after to its implementation it in order to validate it. 
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