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Abstract
The least-significant-bit(LSB)-based approach is a popular 
type of steganographic algorithms in the spatial domain. 
However, we find that in most existing approaches, the choice 
of embedding positions within a cover image mainly depends 
on a pseudorandom number generator without considering 
the relationship between the image content itself and the 
size of the secret message. Thus the smooth/flat regions in 
the cover images will inevitably be contaminated after data 
hiding even at a low embedding rate, and this will lead to 
poor visual quality and low security based on our analysis and 
extensive experiments, especially for those images with many 
smooth regions. In this paper, we expand the LSB matching 
revisited image steganography and propose an edge adaptive 
scheme which can select the embedding regions according to 
the size of secret message and the difference between two 
consecutive pixels in the cover image. For lower embedding 
rates, only sharper edge regions are used while keeping the 
other smoother regions as they are. When the embedding rate 
increases, more edge regions can be released adaptively for 
data hiding by adjusting just a few parameters.The experimental  
results evaluated on 6000 natural images with three specific 
and four universal steganalytic algorithms show that the new 
scheme can enhance the security significantly compared with 
typical LSB-based approaches as well as their edge adaptive 
ones, such as pixel-value-differencing-based approaches, while 
preserving higher visual quality of stego images at the same 
time. For special security feature we added the feature called 
globalization mechanism which will reduces the size of secret 
code  to low bit rate.

Keywords
Content-based steganography, least-significant-bit (LSB)-
based steganography, pixel-value differencing (PVD), security, 
steganalysis.

I. Introduction
STEGANOGRAPHY is a technique for information hiding. It aims 
to embed secret data into a digital cover media, such as digital 
audio, image, video, etc., without being suspicious. On the other 
side, steganalysis aims to expose the presence of hidden secret 
messages in those stego media. If there exists a steganalytic 
algorithm which can guess whether a given media is a cover 
or not with a higher probability than random guessing, the 
steganographic system is considered broken. undetectability 
and embedding capacity, should be carefully considered when 
designing a steganographic algorithm. Usually, the larger payload 
embedded in a cover, the more detectable artifacts would be 
introduced into the stego. In many applications, the most 
important requirement for steganography is undetectability, 
which means that the stegos should be visually and statistically 
similar to the covers while keeping the embedding rate as high 

as possible. In this paper, we consider digital images as covers 
and investigate an adaptive and secure data hiding scheme 
in the spatial least-significant-bit (LSB) domain As a result, 
some structural asymmetry (never decreasing even pixels and 
increasing odd pixels when hiding the data) is introduced, and 
thus it is very easy to detect the existence of hidden message 
even at a low embedding rate using some reported steganalytic 
algorithms, such as the Chi-squared attack, regular/singular 
groups (RS) analysis, sample pair analysis , and the general 
framework for structural steganalysis. LSB matching (LSBM) 
employs a minor modification to LSB replacement. If the 
secret bit does not match the LSB of the cover image, then 
+1 or -1 is add randomly added to the corresponding pixel 
value. Statistically, the probability of increasing or decreasing 
for each modified pixel value is the same and so the obvious 
asymmetry artifacts introduced by LSB replacement can be 
easily avoided. Therefore, the common approaches used to 
detect LSB replacement are totally ineffective at detecting the 
LSBM. Up to now, several steganalytic algorithms have been 
proposed to analyze the LSBM scheme. In LSBM works as a 
low-pass filter on the histogram of the image, which means 
that the histogram of the stego image contains fewer high-
frequency components compared with the histogram of its 
cover. Based on this property, the authors introduced a detector 
using the center of mass (COM) of the histogram characteristic 
function (HCF)  namely utilizing the down-sampled image and 
the adjacency histogram instead of the traditional histogram, 
which are effective for grayscale images that have been JPEG 
compressed with a low quality factor. The experimental results 
showed that the new detector outperforms Ker’s approaches 
and achieved acceptable accuracy at an embedding rate of 
50%.  The statistical features of those small overlap- ping blocks 
in the sub image which consists of the first two bit planes of 
the image and proposed another kind of steganalytic feature 
based on the alteration rate of the number of neighborhood 
pixel values. The experimental results demonstrated that 
the method was more effective on uncompressed gray scale 
images. Besides those specific detectors, some universal 
steganalytic algorithms can also be used for exposing the stego 
images using LSBM and/or other steganographic methods with 
a relatively high detection accuracy. Unlike LSB replacement 
and LSBM, which deal with the pixel values independently, 
LSB matching revisited (LSBMR) uses a pair of pixels as an 
embedding unit, in which the LSB of the first pixel carries 
one bit of secret message, and the relationship (odd–even 
combination) of the two pixel values carries another bit of secret 
message. In such a way, the modification rate of pixels can 
decrease from 0.5 to 0.375 bits/pixel (bpp) in the case of a 
maximum embedding rate, meaning fewer changes to the cover 
image at the same payload compared to LSB replacement and 
LSBM. It is also shown that such a new scheme can avoid the 
LSB replacement style asymmetry, and thus it should make 
the detection slightly more difficult than the LSBM approach 
based on our experiments. The typical LSB-based approaches, 
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including LSB replacement, LSBM, and LSBMR, deal with 
each given pixel/pixel pair without considering the difference 
between the pixel and its neighbors. Until now, several edge 
adaptive schemes. A hiding scheme by replacing the LSB of a 
cover according to the difference values between a pixel and its 
four touching neighbors. Although this method can embed most 
secret data along sharper edges and can achieve more visually 
imperceptible stegos . proposed an embedding method which 
first employs a Laplacian detector on every 3×3 nonoverlapping 
block within the cover to detect edges, and then performs data 
hiding on center pixels whose blocks are located at the sharper 
edges according to a threshold. Furthermore, thea method is 
relatively low threshold is predetermined and thus it cannot 
change adaptively according to the image contents and the 
message to be embedded. The pixel-value differencing (PVD)-
based scheme  is another kind of edge adaptive scheme, in 
which the number of embedded bits is determined by the 
difference between a pixel and its neighbor. Assuming that 
a cover image is made up of many nonoverlapping small 
subimages (regions) based on a predetermined rule, then 
different regions usually have different capacities for hiding 
the message. Similar to the problem of cover image selection, 
we should preferentially use those subimages with good 
hiding characteristics while leaving the others unchanged. 
Therefore, deciding how to select the regions is the key issue 
of our proposed scheme. Generally, the regions located at the 
sharper edges present more complicated statistical features 
and are highly dependent on the image contents. Moreover, it 
is more difficult to observe changes at the sharper edges than 
those in smooth regions. In this paper, we propose an edge 
adaptive scheme and apply it to the LSBMR-based method. 
The experimental results evaluated on thousands of natural 
images using different kinds of steganalytic algorithms show 
the superiority of the new method
                                                                                                                               

II. Analysis Of Limitations Of Relevant Approaches  And 
Strategies
In this section, we first give a brief overview of the typical LSB-
based approaches including LSB replacement, LSBM, and 
LSBMR, and some adaptive schemes including the original 
PVD scheme , the improved version of PVD (IPVD) , adaptive 
edges with LSB (AE-LSB), and hiding behind corners (HBC) , 
and then show some image examples to expose the limitations 
of these existing schemes. Finally we propose some strategies 
to overcome these limitations. In the LSB replacement and 
LSBM approaches, the embedding process is very similar. 
Given a secret bit stream to be embedded, a traveling order 
in the cover image is first generated by a PRNG, and then each 
pixel along the traveling order is dealt with separately. For LSB 
replacement, the secret bit simply overwrites the LSB of the 
pixel, i.e., the first bit plane, are preserved. For the LSBM while 
the higher bit planes scheme, if the secret bit is not equal to 
the LSB of the given pixel, then 1 is added randomly to the 
pixel while keeping the altered pixel in the range of. In such a 
way, the LSB of pixels along the traveling order will match the 
secret bit stream after data hiding both for LSB replacement 
and LSBM. Therefore, the extracting process is exactly the same 
for the two approaches. It first generates the same traveling 
order according to a shared key, and then the hidden message 
can be extracted correctly by checking the parity bit of pixel 
values

                  
   (a)

                         
                        (b)                                         (c)
Fig: 1 (a) Cover image. (b) LSBM. (c)HBC.

Table 1 :Average PSNR,wPSNR,and the modification rate over 
600 stego images with different steganographic algorithms 
and embedding rates. The numbers in brackets denote the 
best values in the corresponding cases

By using the relationship (odd–even combination) of adjacent 
pixels, the modification rate of pixels in LSBMR would decrease 
compared with LSB replacement and LSBM at the same 
embedding rate. What is more, it does not introduce the LSB 
replacement style asymmetry. Similarly, in data extraction, it 
first generates a traveling order by a PRNG with a shared key. 
And then for each embedding unit along the order, two bits 
can be extracted. The first secret bit is the LSB of the first 
pixel value, and the second bit can be obtained by calculating 
the relationship between the two pixels as shown above. Our 
human vision is sensitive to slight changes in the smooth 
regions, while it can tolerate more severe changes in the edge 
regions. Several PVD-based methods  have been proposed to 
enhance the embedding capacity without introducing obvious 
visual artifacts into the stego images. The basic idea of PVD-
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based approaches is to first divide the cover image into many 
nonoverlapping units with two consecutive pixels and then  deal 
with the embedding unit along a pseudorandom order which is 
also determined by a PRNG. However, similar to the LSBM and 
LSBMR approaches, pixel pair selection is mainly dependent on 
a PRNG, which means that the modified pixels will still be spread 
around the whole stego image as illustrated . It is observed 
that many smooth regions will be altered inevitably after data 
hiding even when the difference between two consecutive 
pixels is zero (meaning the subimages are located over flat 
regions), while many available sharp edge regions have not 
been fully exploited. Most existing steganographic approaches 
usually assume that the LSB of natural covers is insignificant 
and random enough, and thus those pixels/pixel pairs for 
data hiding can be selected freely using a PRNG. However, 
such an assumption is not always true, especially for images 
with many smooth regions. The LSB planes of some image 
examples. It can be clearly observed that the LSB can reflect 
the texture information of the cover image to some extent. 
Based on extensive experiments, we find that uncompressed 
natural images usually contain some flat regions (it may be 
as small as 5 5 and it is hard to notice), and the LSB in those 
regions have the same values (1 or 0). Therefore, if we embed 
the secret message into these regions, the LSB of stego images 
would become more and more random, which may lead to 
visual and statistical differences between cover (contains flat 
regions/texture information) and stego images (appearing 
as a noise-like distribution) in the LSB plane. Compared with 
smooth regions, the LSB of pixels located in edge regions 
usually present more random characteristics, and they are 
statistically similar to the distribution of the secret message 
bits (assuming a 1/0 uniform distribution). Therefore, it is 
expected that fewer detectable artifacts and visual artifacts. 
would be left in the edge regions after data hiding. Furthermore, 
the edge information (such as the location and the statistical 
moments) is highly dependent on image content, which may 
make detection even more difficult. This is why our proposed 
scheme will first embed the secret bits into edge regions as 
far as possible while keeping other smooth regions as they 
are., we found that the HBC method has this property. Please 
note that we do not evaluate the security of JPEG images in 
this paper.
 
III. Proposed Scheme
The flow diagram of our proposed scheme is illustrated,  In 
the data embedding stage, the scheme first initializes some 
parameters, which are used for subsequent data preprocessing 
and region selection, and then estimates the capacity of those 
selected regions. If the regions are large enough for hiding the 
given secret message , then data hiding is performed on the 
selected regions. Finally, it does some post processing to obtain 
the stego image. Otherwise the scheme needs to revise the

   (a)

   (b)
Fig. 2: LSB before and after random contamination by LSBM 
(a) Randomization in the small flat region (b) Randomization 
in the large texture region.

parameters, and then repeats region selection and capacity 
estimation untilcan be embedded completely.    Please note that 
the parameters may be different for different image content 
and secret message . We need them as side information to 
guarantee the validity of data extraction. In practice, such 
side information (7 bits in our work) can be embedded into a 
predetermined region of the image.
   In data extraction, the scheme first extracts the side information 
from the stego image. Based on the side information, it then 
does some preprocessing and identifies the regions that have 
been used for data hiding. Finally, it obtains the secret message     
according to the corresponding extraction algorithm.    In this 
paper, we apply such a region adaptive scheme to the spatial 
LSB domain. We use the absolute difference between two 
adjacent pixels as the criterion for region selection, and use 
LSBMR as the data hiding algorithm. The details of the data 
embedding and data extraction algorithms are as follows.

Fig. 3:  Proposed scheme. (a) Data embedding. (b) Data 
extraction.

A. Data Embedding
Step 1: The cover image of size M×N is given as input and • 
by the threshold value we are going to identify the edges 
Step 2: According to the scheme of LSBMR, secret bits can • 
be embedded into each embedding in to the edges. 
Step 3: For security regions we are going to convert the • 
secret image into the godalized number and then it is 
embedded into the edge pixel values
Step 4: And finely it generates  two files  output image • 
which contains secret 

B. Data Extraction
To extract data, we first extract the side information, i.e., the 
and the threshold from the stego image. Weblock size then 
do exactly the same things as Step 1 in data embedding. 
blocks and the blocksThe stego image is divided into are 
then rotated by random degrees based on the secret key. The 
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resulting image is rearranged as a row vector. Finally, into 
nonoverlappingwe get the embedding units by dividing blocks 
with two consecutive pixels. We travel the embedding units 
whose absolute differences according to aare greater than or 
equal to the threshold, until allpseudorandom order based on 
the secret key the hidden bits are extracted completely. For each 
qualified , where, weembedding unit, say,as follows:extract the 
two secret bits.

IV. Overview of Gödel number sequence
The first step is to encode sequences of numbers as a 
single number. This scheme depends on a theorem called 
prime factorization theorem which states that every positive 
integer greater than one can be factored into primes, and this 
factorization is unique except for difference in the order of 
the factors. For any finite sequence  xo, x1, x2,….xn of natural 
numbers, the Gödel number of the sequence is the number 
generated as:
GN(x0,x1, x2,….xn ) = 2x03x15x2 ……(PrNo(n))xn  where 
PrNo(n)  is the nth prime1

A. Information hiding using Gödel numbering 
Steganography (GNS)
 In this project, gray scale images are considered as watermarks 
and RGB images as cover media. Using Gödel numbering 
technique, the watermark is encoded. A Grey scale is a sequence 
of grey shades ranging from black to white with intermediate 
shades of grey. It ranges from  [0,2n - 1] where n is the number 
of bits. Here we consider grey level values of 8 bit grey scale 
image range from 0 to 255. Gonzalez Rafael, Woods Richard 
(2005) state that a grey scale image is an m×n matrix which 
is represented as:

where  I(m, n)  denotes  the  intensity(ι) of  the  pixel (m, n).  Here 
0 ≤ ι ≤ 255 for a 8 bit grey scale image. Correspondingly, a color 
image is represented as  a three dimensional array of matrix, 
each for red, green and blue intensity values. In GNS method 
the intensity values at a point I(x,y) are transformed   into   its 
primes. Consider a pixel value 198 which can be factorized 
as 2 1×32×111. The  Gödel  number  sequence  of  198 is 
GN(1,2,0,0,1). The sequence 1,2,0,0,1 can be encoded as 2 
1×32×111 as  GN(0) =2 ,GN(1)=3,GN(2)=5 and so on (Martin 
2002). Now here the maximum gray level we can have is 255 
which can be factorized as 51×31 ×171 and the sequence is 
GN (0, 0,1,0,0,0,1). The length of the sequence is fixed to 10 
numbers as the maximum prime number will be 23 (for the 
number 253 it is 11*23) and the Gödel sequence for 23 is 
(0,0,0,0,0,0,0,0,1,0). The Gödel number sequence for 1 will be  
(0,0,0,0,0,0,0,0,0,0). These sequences are stored in an array 
and each sequence is separated by an special character apart 
from these numbers where the special character acts as the 
delimiter. This will help us at the decoding end. For example, 

an array of 0110001000$1200100000$0000100010$   can 
be decoded as:

i.e., the special characters in the sequence and decode the 
remaining string. The Gödel string which is obtained from the 
above said procedure is compressed using Alphabetic coding 
(AC) technique. According to this technique, all 0’s are replaced 
with ‘A’ , 1’s with ‘B’ , 2’s with ‘C’ and so on. If more than 3 same 
characters encounter, then compression is done  by giving  the 
number of occurrences  first and  then  the  character. So the 
string 0110001000$1200100000$0000100010$ is encoded 
as ABB3AB3A$BC2AB5A$4AB3ABA$. The length is reduced to 
25 from 33. With AC technique the length is reduced as well 
as second level of security is also provided. After this the string 
obtained from AC technique is embedded into the host image 
under spatial domain. 

V. Process Algorithm

A. Encoding Process
Read the data (the intensity values of the pixels of the 1. 
secret image) which is to be hidden.
Convert each intensity value into Gödel number                                                                         2. 
sequencing.
The Gödel number sequencing is again encoded with AC 3. 
technique.
Embed the string of characters into the cover image. 4. 
The output of step 4 is a binary string in encoded form.This 5. 
can be transmitted securely using any public key encryption 
techniques.

B. Decoding Process
The receiver at the decoding end, receives the key and the 
watermarked image. decoding is done by applying inverse 
process to steps Encoding process.

Read the hidden data on watermarked image by using 1. 
key.
Convert the binary string(step 1 output) into alphabets.2. 
Decode the alphabets into the sequence of Gödel 3. 
numbers.
Convert the Gödel number sequence into the intensity 4. 
values of the pixels
Build the image by intensity values of the pixels generated 5. 
in step 4.

VI. Evaluation and Benchmarking of Systems
Besides designing digital steganography methods, an important 
issue addresses proper evaluation and benchmarking. This not 
only requires evaluation of the robustness, but also includes 
subjective or quantitative evaluation of the distortion introduced 
through the water marking process. In general, there is a trade–
off between watermark robustness and watermark perceptibility. 
Hence for fair benchmarking and performance evaluation, one 
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has to ensure that the methods under investigation are tested 
under comparable conditions. [Reference: nformation Hiding 
Techniques Steganography and Digital Watermarking by Martin 
Kutter and Frank Hurtung]

VII. Experimental Results and Analysis
Three image datasets have been used for algorithm evaluation, 
UCID ncluding 1338 uncompressed color images with a

A. Embedding Capacity and Image Quality Analysis
One of the important properties of our steganographic
method is that it can first choose the sharper edge regions 
for data hiding according to the size of the secret message 
by adjusting a threshold . As illustrated in Fig. 5, the larger 
the number of secret bits to be embedded, the smaller the 
threshold    becomes, which means that more embedding units 
with lower gradients in the cover image can be released (please    
in Step 3 in data embedding).refer to the definition ofWhen is 0, 
all the embedding units  within the cover become available. In 
such a case, our method can achieve the maximum embedding 
capacity of 100% (100% means 1 bpp on average for all the 
methods in this paper), and therefore, the embedding capacity 
of our proposed method is almost the same as the LSBM and 
LSBMR methods except for 7 additional bits.    From Fig. 5, it 
can also be observed that most secret bits are hidden within 
the edge regions when the embedding rate is low, e.g., less 
than 30% in the example, while keeping those smooth regions 
such as the sky in the top left corner as they are. Therefore, 
the subjective quality of our stegos would be improved based 
on the human visual system (HVS) characteristics.

B. Visual Attack
Although our method embeds the secret message bits by 
changing those pixels along the edge regions, it would not 
leave any obvious visual artifacts in the LSB planes of the stegos 
based on our extensive experiments. Fig. 6 shows the LSB of 
the cover and its stegos using our proposed method with an 
embedding rate of 30% and 50%, respectively. It is observed 
that there is no visual trace like those shown in Fig. 5(d) and 
(f); also, most smooth regions such as the sky in the upper-
left corner are well preserved. While for the LSBM, LSBMR, 
and some PVD-based methods with the random embedding 
scheme, the smooth regions would be inevitably disturbed 
and thus become more random. Fig. 7 shows the LSB planes 
of the cover and its stegos using the seven steganographic 
methods with the same embedding rate of 50%, respectively. 
It is observed that the LSB planes of stegos using the LSBM, 
LSBMR, PVD, and IPVD methods (especially for the LSBM due 
to its higher modification rate) look more random compared 
with others. On zooming in, these artifacts are more clearly 
observed, as illustrated in Fig. 3. Please note that the smooth 
regions can also be preserved for HBC, and less smooth regions 
will be contaminated for AE-LSB due to its lower modification 
rate.

VIII. Test Cases

For Embedding

Testcase1
Here the size of the original image is 1024 x 1024, the size of 
secret image is 150 x 150 and the size of the watermark image 

is 1024 x 1024. On the original image the proposed algorithm 
is implemented and the results are as shown below:                              
cover.jpg

secret.jpg

Watermark.jpg

IX. Conclusion
In this paper, an edge adaptive image steganographic scheme 
in the spatial LSB domain is studied. As pointed out in Section 
II, there usually exists some smooth regions in natural images, 
which would cause the LSB of cover images not to be completely 
random or even to contain some texture information
just like those in higher bit planes. If embedding a message in 
these regions, the LSB of stego images becomes more random, 
and according to our analysis and extensive experiments, it is 
easier to detect. In most previous steganographic schemes, 
however, the pixel/pixel-pair selection is mainly determined 
by a PRNG without considering the relationship between the 
characteristics of content regions and the size of the secret 
message to be embedded, which means that those smooth/flat 
regions will be also contaminated by such a random selection 
scheme even if there are many available edge regions with good 
hiding characteristics. To preserve the statistical and visual 
features in cover images, we have proposed a novel scheme 
which can  first embed the secret message into the sharper 
edge regions adaptively according to a threshold determined by 
the size of the secret message and the gradients of the content 
edges. The experimental results evaluated on thousands of 
natural images using different kinds of steganalytic algorithms 
show that both visual quality and security of our stego images 
are improved significantly compared to typical LSB-based 
approaches and their edge adaptive versions.    Furthermore, 
it is expected that our adaptive idea can be extended to other 
steganographic methods such as audio/video steganography 
in the spatial or frequency domains when the embedding rate 
is less than the maximal amount.
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