
Abstract :  Intrusion detection is an alternative to the situation of 
the security violation. This paper concerns with, the shortcomings 
of some of the more conventional approaches used in intrusion 
detection. Soft computing provides tolerance to vagueness. 
Security mechanism of the networks is necessary against the 
threats to the system. The soft computing approach is useful in 
intrusion detection. There are two types of intruders: external 
intruders, who are unauthorized users of the machines they 
attack, and internal intruders, who have permission to access 
the system with some restrictions.  Empirical results clearly 
show that soft computing approach could play a major role for 
intrusion detection. The guiding principle of soft computing 
is: Exploit the tolerance for imprecision, uncertainty, partial 
truth, and approximation to achieve tractability, robustness 
and low solution cost. Soft computing techniques are a natural 
way of handling the inherent flexibility with which humans 
communicate, request information, describe events or perform 
actions. In this paper different soft computing techniques for 
intrusion detection are discussed. 
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I. Introduction
Intrusion detection is a problem of great gist to important 
infrastructure security. As good the detection technique 
means greater the security to the networks with high 
performance, soft computing techniques are helpful in the 
intrusion detection. Intrusion-Detection Systems aim at 
detecting attacks against computer systems and networks, 
or, in general, against information systems [4]. Indeed, it 
is difficult to provide probably secure information systems 
and to maintain them, in a secure state during their lifetime 
and utilization.  Intrusion Detection Systems (IDS) have the 
task of monitoring the usage of such systems to detect any 
apparition of insecure states [3].  Soft Computing refers to 
a collection of new computational techniques in computer 
science, artificial intelligence, machine learning, and many 
applied and engineering areas where one tries to study, model, 
and analyze very complex phenomena [2].  It should be pointed 
out that simplicity and complexity of systems are relative, and 
certainly, most successful mathematical modeling of the past 
has also been challenging and very significant. Soft computing 
is not a concoction. Rather, it is a partnership in which each of 
the partners contributes a distinct methodology for addressing 
problems in its domain. Soft computing may be viewed as a 
foundation component for the emerging field of conceptual 
intelligence [1]. The principle constituents of Soft Computing 
are Fuzzy Logic, Neural Computing, Evolutionary Computation 
and Machine Learning.

II. Classification Of Attacks
The attacks are classified in the following categories:

A. Denial of Service (DOS) Attacks: A denial of service attack 
is a class of attack in which an attacker makes some computing 
or memory resource too busy or too full to handle valid requests, 
or denies valid users access to a machine [3].

B. Root Attacks : User to root exploits are a class of attacks 
in which an attacker starts out with access to a normal user 
account on the system and is able to exploit weakness to gain 
root access to the system [3] . 

C. Remote to User Attacks: A remote to user attack is a class 
of attacks in which an attacker sends packets to a machine 
over a network−but who does not have an account on that 
machine; exploits some vulnerability to gain local access as a 
user of that machine [3].

D. Probing (Probe) : Probing is a class of attacks in which an 
attacker scans a network of computers to gather information or 
find known vulnerabilities. An attacker with a map of machines 
and services that are available on a network can use this 
information to look for exploits [3]. 

III. Fuzzy Logic
Fuzzy logic and probabilistic logic are mathematically similar 
as both have truth values ranging between 0 and 1, but 
conceptually distinct, due to different interpretation. Fuzzy 
logic corresponds to “degrees of truth”, while probabilistic 
logic corresponds to “probability, likelihood”; as these differ, 
fuzzy logic and probabilistic logic yield different models of the 
same real-world situations. Fuzzy logic is appropriate for the 
intrusion detection problem for two major reasons. First, many 
quantitative features are involved in intrusion detection.  The 
second motivation for using fuzzy logic to address the intrusion 
detection problem is that security itself includes fuzziness [4]. 
Given a quantitative measurement, an interval can be used 
to denote a normal value. Then, any values falling outside the 
interval will be considered anomalous to the same degree 
regardless of their distance to the interval. The same applies 
to values inside the interval, i.e., all will be viewed as normal 
to the same degree.
The use of fuzziness in representing these quantitative 
features helps to smooth the abrupt separation of normality 
and abnormality and provides a measure of the degree of 
normality or abnormality of a particular measure. Fuzzy logic 
has proved to be a powerful tool for decision making to handle 
and manipulate Imprecise and noisy data. Two different types 
of fuzzy classifiers have been used. The first classifier (FR1) 
uses a histogram to generate an antecedent membership 
function and each attribute is partitioned into several fuzzy 
sets. Second method uses a rule generation based on partition 
of overlapping areas (FR2) [4]. The third method uses a neuron-
fuzzy computing framework in which a fuzzy inference system 
is learned using neural network learning
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IV. Neural Computing
A neural network (NN) in the case of artificial neurons called 
artificial neural network (ANN) or simulated neural network 
(SNN), is an interconnected group of natural or artificial neurons 
that uses a mathematical or computational model for information 
processing based on a connectionist approach to computation. 
In most cases an ANN is an adaptive system that changes its 
structure based on external or internal information that flows 
through the network. In more practical terms neural networks 
are non-linear statistical data modeling or decision making 
tools [3]. They can be used to model complex relationships 
between inputs and outputs or to find patterns in data The 
neural network gains knowledge about the transformation to be 
performed by iteratively learning from a sufficient training set of 
samples or input-output training pairs. A well-trained network 
can perform the transformation correctly and also possess 
some generalization capability [5]. This section summarizes 
the use of different neural network training functions for the 
problem of intrusion detection. Since multi-layer feed forward 
ANNs are capable of making multi-class classifications, an ANN 
is employed to perform the intrusion detection, using the same 
training and testing sets.

V. Evolutionary Computation
Evolutionary computation is a subfield of artificial intelligence 
that involves combinatorial optimization problems .Evolutionary 
computation uses iterative progress, such as growth or 
development in a population [6]. This population is then selected 
in a guided random search using parallel processing to achieve 
the desired end. Such processes are often inspired by biological 
mechanisms of evolution. Several variants of evolutionary 
algorithms have been used for designing intrusion detection 
systems. Linear Genetic Programming (LGP) is a variant of the 
conventional Genetic Programming (GP) technique that acts 
on linear genomes [6]. Its main characteristics in comparison 
to tree-based GP lies in that the evolvable units are not the 
expressions of a functional programming language (like LISP), 
but the programs of an imperative language(like c/c++).Multi 
Expression Programming (MEP) a chromosome encodes more 
than one problem solution [8]. The chromosome fitness is 
usually defined as the fitness of the best expression encoded 
by that chromosome.

VI. Machine Learning
Machine learning refers to a system capable of the autonomous 
acquisition and integration of knowledge [2]. This capacity to 
learn from experience, analytical observation, and other means, 
results in a system that can improve its speed and performance. 
The benefits of applying machine learning techniques to 
this domain are that they eliminate the manual knowledge 
acquisition phase required by rule-based approaches and 
provide a generalization of the models for the attack types 
[7].

VII. Conclusions
Intrusion detection is the act of detecting actions that attempt 
to compromise the confidentiality, integrity or availability of 
a resource [1]. When Intrusion detection takes a preventive 
measure without direct human intervention, then it becomes 
an Intrusion-prevention system. Soft computing is used in 
intrusion detection. Soft computing consists of Fuzzy logic, 
neural networks, machine learning and other Evolutionary 
computation. Soft computing is very useful in Intrusion detection 
because the techniques used in soft computing give accurate 

results with high speed which increases the efficiency and 
performance of the system.
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