
Abstract
In this paper, an efficient key management scheme based on 
public key elliptic curves signcryption scheme for Heterogeneous 
sensor networks has been proposed. The proposed protocol is 
optimized for cluster sensor networks and is efficient in terms 
of complexity, number of message exchange, computation, 
and storage requirements with optimized security benefits 
for clustered environment. The proposed key management 
possesses not only confidentiality but also characteristics like 
unforgeability and non repudiation.
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I. Introduction
In the past several years, sensor networks have been a 
very active research area. Most previous research efforts 
consider homogeneous sensor networks, where all sensor 
nodes have the same capabilities. However, a homogeneous 
ad hoc network suffers from poor fundamental limits and 
performance. Several recent works studied Heterogeneous 
Sensor Networks (HSNs) where sensor nodes have different 
capabilities in terms of communication, computation, energy 
supply, storage space, reliability, and other aspects [1]. Sensor 
networks must arrange several types of data packets, including 
packets of routing protocols and packets of key management 
protocols. The key establishment technique employed in a 
given sensor network should meet several requirements to 
be efficient. These requirements may include supporting in-
network processing and facilitating self-organization of data, 
among others. However, the key establishment technique for 
a secure application must minimally incorporate authenticity, 
confidentiality, integrity, scalability, and flexibility.
An MICA2 mote developed by the University of California at 
Berkeley has an 8-bit 7.3 MHz processor with 4 KB RAM and 128 
KB of programmable ROM [2]. WSNs have mostly been using 
symmetric key and other non public-key encryption schemes 
[3-4]. A drawback to these schemes is that they are not as 
flexible as public-key schemes, but they are computationally 
faster. With limited memory, computing and communication 
capacity, and power supply, sensor nodes cannot employ 
sophisticated cryptographic technologies such as typical public 
key cryptographs. The use of public key cryptography on WSNs 
has not been tested enough to rule it out completely. Through 
the use of the MICA2 mote and TinyOS [5], public key schemes 
are tested to determine their performance [6].
With Elliptic Curve Cryptography (ECC) [7], key management 
becomes easy. ECC was implemented on two 8-bit platforms 
[8]. Performance optimizations were applied due to limited 
resources. RSA-1024 and RSA-2048 was also implemented for 
comparison. ECC-160 resulted with a private-key faster than 
RSA-1024. The performance was even more favorable when 

comparing ECC-224 to RSA-2048. ECC, on both platforms, 
outperforms RSA-1024 private-key operation. ECC also 
improves its performance over RSA as the word size of the 
processor decreases. A MICA2 mote using ECC can effectively 
and securely distribute the 80-bit TinySec keys. ECC-163 is 
all that is needed. ECC is as secure as Diffie–Hellman while 
using vastly smaller key sizes. ECC also offers perfect forward 
security.
ECC key management schemes include three well-known 
ECC schemes: (1) the Elliptic Curve Diffie-Hellman (ECDH) key 
agreement scheme, (2) the Elliptic Curve Digital Signature 
Algorithm (ECDSA), and (3) the Elliptic Curve Integrated 
Encryption Scheme (ECIES). ECDH is a variant of the Diffie- 
Hellman key agreement protocol [9] on elliptic curve groups. 
ECDSA is a variant of the Digital Signature Algorithm (DSA) [10] 
that operates on elliptic curve groups. ECIES is a public-key 
encryption scheme which provides semantic security against an 
adversary who is allowed to use chosen-plaintext and chosen-
ciphertext attacks. ECIES is also known as the Elliptic Curve 
Augmented Encryption Scheme (ECAES) or simply the Elliptic 
Curve Encryption Scheme. These ECC schemes allow smaller 
key sizes for similar security level to the alternatives such as 
the original DH and DSA schemes. For each of the schemes, 
a party that would like to use the scheme needs to agree on 
some domain parameters such as the elliptic curve and a point 
G on the curve, and must have a key pair consisting of a private 
key d and a public key Q = dG.
Recently, EC signcryption scheme is a new public key 
cryptographic method that fulfils both the functions of secure 
encryption and digital signature, but with a cost smaller than 
that required by signature- then-encryption as in ECDSA 
has been proposed by Zheng [11]. Public key signcryption 
possesses not only confidentiality but also characteristics like 
unforgeability and non repudiation. In this paper, an efficient 
key management scheme based on public key elliptic curves 
signcryption scheme for Heterogeneous Sensor Networks 
has been proposed. The proposed protocol is optimized for 
cluster sensor networks and is efficient in terms of complexity, 
number of message exchange, computation, and storage 
requirements with optimized security benefits for clustered 
environment. The proposed key management possesses not 
only confidentiality but also characteristics like unforgeability 
and non repudiation.

II. HSN Routing Structure Background
The HSN consisting of two types of sensors [1]: a small number 
of high-end sensors (H-sensors) and a large number of low-end 
sensors (L-sensors). Both H-sensors and L-sensors are powered 
by batteries and have limited energy supply. Clusters are formed 
in an HSN. For an HSN, it is natural to let powerful H-sensors 
serve as cluster heads and form clusters around them. First 
we list the assumptions of HSNs below :
• Due to cost constraints, L-sensors are not equipped with 
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tamper-resistant hardware. Assume that if an adversary 
compromises an L-sensor, she can extract all key material, 
data, and code stored on that node.

•  H-sensors are equipped with tamper-resistant hardware. 
It is reasonable to assume that powerful H-sensors are 
equipped with the technology. In addition, the number of 
H-sensors in an HSN is small (e.g., 20 H-sensors and 1,000 
L-sensors in an HSN). Hence, the total cost of tamper-
resistant hardware in an HSN is low.

• Each L-sensor (and H-sensors) is static and aware of its 
own location. Sensor nodes can use a secure location 
service to estimate their locations, and no GPS receiver 
is required at each node.

• Each L-sensor (and H-sensor) has a unique node ID.
• The sink is trusted
The notations used in the rest of the paper are listed below.
• u and v are L-sensors and H is an H-sensor.

A. Clusters Formation in HSN 
During the initialization phase, all H-sensors broadcast Hello 
messages to nearby L-sensors with a random delay. The random 
delay is to avoid the collision of Hello messages from two 
neighbour H-sensors. The Hello message includes the ID of 
the H-sensor and its location. Since the locations of H-sensors 
are random, H-sensors use the maximum transmission power 
to broadcast the Hello messages. With enough number of 
H-sensors uniformly and randomly distributed in the network, 
most L-sensors can receive Hello messages from multiple 
H-sensors, and most H-sensors can hear Hello messages from 
neighbour H-sensors. Then each L sensor chooses the H-sensor 
whose Hello message has the best signal strength as the cluster 
head. Each L-sensor also records other H-sensors from which it 
receives the Hello messages, and these H-sensors are listed as 
backup cluster heads in case the primary cluster head fails.
f an L-sensor does not have any Hello message during the 
initialization phase (e.g., T seconds after deployment), the 
node will broadcast an Explore message. When the neighbour 
L-sensors receives the Explore message, they will response 
with an Ask message after a random delay. The Ask message 
includes the location and ID of the sender’s cluster head. An 
L-sensor will not send Ask message again if it overhears an Ask 
response from another neighbour. This mechanism reduces 
the number of response messages and thus the consumed 
energy. Then the L-sensor can select a cluster head based 
on the Ask message. This ensures that each L-sensor finds a 
cluster head.
The sensor network is divided into multiple clusters, where 
H-sensors serve as the cluster heads. An example of the cluster 
formation is shown in Fig. 1. The large rectangle nodes in Fig. 
1, where the small squares are L-sensors, large rectangular 
nodes are H-sensors, and the large square at the bottom left 
corner is the sink.

Fig. 1: Cluster formation in an HSN

B. Routing in HSNs
In an HSN, the sink, H-sensors and L-sensors form hierarchical 
network architecture. Clusters are formed in the network 
and H-sensors serve as cluster heads. All H-sensors form a 
communication backbone in the network. Powerful H-sensors 
have sufficient energy supply, long transmission range, and 
high data rate. And thus provide many advantages for designing 
more efficient routing protocols. Routing in an HSN consists 
of two phases: 
•  Intra-cluster routing- each L-sensor sends data to its 

cluster head via multi-hops of other L-sensors;
•  Inter-cluster routing- a cluster head (an H-sensor) 

aggregates data from multiple L-sensors and then sends 
the data to the sink via the H-sensor backbone. 

The routing structure in an HSN is illustrated in fig. 1. We are 
interested in key establishment for L-sensors, so we briefly 
describe the intra-cluster routing scheme below. An intra-
cluster routing scheme determines how to route packets 
from an L-sensors to its cluster head. The basic idea is 
to let all L-sensors (in a cluster) form a tree rooted at the 
cluster head H. It has been shown in [12] that:

• If complete data fusion is conducted at intermediate nodes 
(i. e., two k-bit packets come in, and one k-bit packet goes 
out after data fusion) then a minimum spanning tree (MST) 
consumes the least total energy in the cluster 

•  If there is no data fusion within the cluster, then a shortest-
path tree (SPT) consumes the least total energy.

•  For partial fusion, it is a NP-complete problem of finding 
the tree that consumes the least total energy.

For sensor networks where data information generated by 
neighbour sensors are highly correlated (e.g., two k-bit packets 
are aggregated to one m-bit packet, where m is close to k),an 
MST can be used to approximate the least energy consumption 
case. To construct a MST, each L-sensor sends its location to 
the cluster head H (during cluster formation phase), and then 
H can run a centralized MST algorithm to construct the tree. 
After constructing the MST, H disseminates the tree structure 
(parent-child relationships) to all L-sensors using one or more 
broadcasts. For example, a pair (u, v) may be used to denote 
that L-sensor u is v’s parent node. If the cluster is small, one 
broadcast message can include all the pairs. If the cluster 
is large, then it can broadcast. Note that the broadcast from 
a cluster head needs to be authenticated. Otherwise an 
adversary may broadcast malicious messages and disrupt 
the dissemination of routing information. For sensor networks 
where the data from neighbor's sensors have little correlation, 
an SPT can be constructed, using either a centralized or 
distributed algorithm.
Since L-sensors are small, unreliable devices and may fail 
overtime, robust and self-healing routing protocols are critical 
to ensure reliable communications among L-sensors. During 
the tree setup, two or more parent nodes are determined for 
each L-sensor. One parent node serves as the primary parent, 
and other nodes serve as backup parents.
Given the tree-based routing structure within a cluster, each 
L-sensor only needs shared keys with its c-neighbour, i.e., its 
parent-nodes and child-nodes.

III. Proposed Routing Driven EC Signcryption Key 
Management 
Key setup for L-sensors can be achieved in either centralized 
or distributed way. First we present the centralized scheme.

A. Centralized Key Establishment
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We propose the following centralized EC Signcryption key 
management scheme. A server is used to generate pairs of 
ECC public and private keys, one pair for each L-sensor (and 
H-sensor).  The server selects an elliptic curve C over a large 
finite field GF and a point G on that curve. Each L-sensor 
(denoted as u) is pre-loaded with its private key (denoted as 

LV from [1,…,q-1] ). An H-sensor has large storage space and is 
pre-loaded with public keys of all L-sensors (such as GVP LL = ). Each 
H-sensor (denoted as H) also stores the association between 
L-sensor and its private key.
The pre-loaded keys in H-sensors are protected by tamper-
resistant hardware. Even if an adversary captures H-sensors, 
she could not obtain the key materials. Given the protection 
from tamper-resistant hardware, the same ECC public/private 
key pair can be used by all H-sensors, which reduces the storage 
overhead of the key management scheme. Each H-sensor is 
pre-loaded with a pair of common ECC public key (denoted as

GVP HH = ) and private key (denoted as HV from [1,..,q-1]. the 
public key of H-sensor is also loaded in each L-sensor and the 
key is used to authenticate broadcasts from H-sensors. The 
signcryption algorithm is used for authenticating broadcasts 
from H-sensors using H’s private key, when H broadcasts the 
routing structure information (e.g., the MST) to L-sensors. Each 
L-sensor can unsigncrypt the broadcasting messages by using 
the H’s public key, and thus authenticate the broadcast. In 
addition, H-sensors can signcrypts the messages between 
them for making secure communications and verifying newly 
deployed sensors. 
After selecting a cluster head H, each L-sensor u sends to H 
a clear (un-encrypted) key- request message, which includes 
the L-sensor ID-u, and u’s location. A greedy geographic routing 
protocol (e.g., [12]) may be used to forward the key-request 
message to H. note that the location of the cluster head is known 
to all L-sensors during cluster formation. An L-sensor sends 
the message to the neighbor L-sensor that has the shortest 
distance to the cluster head, and the next node performs similar 
operation, until the packet arrives at the cluster head. After 
a certain time, the cluster head H should receive key-request 
messages from all (or most) L-sensors in its cluster, and then 
H uses a centralized MST (or SPT) algorithm to determine the 
tree structure in the cluster. Next, H generates shared-keys 
for each L-sensor and its c-neighbour and signcrypts it with 
the broadcasting message using the H’s private key then 
unicasts the message to L-sensor. This L-sensor Unsigncrypt 
the message and obtain the shared key between itself and its 
neighbor. After all L-sensors obtain the shared keys, they can 
communicate securely with their c-neighbour.

B. Distributed Key Establishment
The key setup can also be done in a distributed way. In the 
distributed key establishment, each L-sensor is pre-loaded with 
a pair of ECC keys- a private key and a public key. When an 
L-sensor (denoted as u) sends its location to its cluster head 
H. u signcrypts a message using its private key, and when 
H receives the message , it can unsigncrypt the message 
and then  authenticate u’s identify by using u’s public key. 
After determining the routing tree structure in a cluster, the 
cluster head H signcrypts the tree structure (i.e., parent-child 
relationship) using its private key and disseminates it to each 
L-sensor. When each L-sensor receive the message containing 
the tree structure, it can unsigncrypt the message by using 
H’s public key and get the tree structure. If two L-sensors are 
parent and child in the routing tree, then they are c-neighbour 

of each other, and they will setup a shared key by themselves 
to start secure communication between them.

IV. Algorithm Description & Process Flow
The features of the proposed algorithm are, secure key 
exchange, standard implementation, low complexity, small 
storage requirement, no time synchronization required, and 
scalability.

A. Elliptic Curve Signcryption Parameters
       C: an elliptic curve over GF (pm), either with p ≥2150 and 
m = 1, or p = 2 and m≥150 (public to all).
       q: a large prime whose size is approximately of |pm| 
(public to all).
       G: a point with order q, chosen randomly from the points 
on C (public to all).
       Hash: a one-way hash function (128 bits output).
       KH: a keyed one-way hash function.
      (E; D): the Encryption and Decryption algorithms of a private 
key cipher.

1. Centralized Key Establishment
1) Generate the shared key (Kshi)
This step is responsible for generating shared key between each 
L-sensor and its neighbour. H sensor: Generate shared key Kshi 
between each L sensor and its c-neighbour where ],,1[ ni =
, n: is the number of L sensors.
2) Shared Key (Kshi) Signcryption
The H-sensor signcrypts the shared key (Kshi) using its private 
key and sends the ciphertext ),,( iii SRC to the L-sensor as 
follows:

The H-sensor sends the cipher text ( iii SRC ,, ) to L-sensor; 

each L-sensor unsigncrypts the shared key (
ishK ) as follows:

3)  The message between H-sensors Signcryption
The H-sensor signcrypts the message m with its private key and 
send the signcrypted message to another H-sensor to make 
secure communication between them.

The H-sensor 1 sends the cipher text ( SRC ,, ) to H-sensor 
2; the H-sensor 2 Unsigncrypt the message m as follows:
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2. Distributed Key Establishment
1)  Location message signcryption  
This step is responsible for signcrypting the location messages 
sending by each L-sensor to H-sensor. Then H unsigncrypt 
this messages and determines the tree structure. Each 

L-sensor signcrypts location message with its private key LV  
as follows:

1. Each L-sensor chose a random ]1,,1[ −∈ qvi  , where

],,1[ ni = , n: sensor numbers. 

Each L-sensor sends the cipher text ( iii SRC ,, ) to H-sensor; 
H-sensor unsigncrypts the message as follows:

2) Broadcasting message Signcryption
This step is responsible for signcrypting the broadcasting 
message from H-sensor to L-sensors to authenticate the 
routing structure information. H sensor signcrypts the tree 
structure and disseminates it to each L-sensor

1. H-sensor (CH) chose a random ]1,,1[ −∈ qvi  :

               Where, ],,1[ ni = , n: number of L sensors 

H-sensor sends the cipher text ( iii SRC ,, ) to each L-sensor; 
L-sensor unsigncrypts the message as follows:

3) The message between L-sensors Signcryption
This step is responsible for signcrypting the messages between 
each L-sensor and its c-neighbour to start secure communication 
between them.

L-sensor u: send its public key LuP  to its c-neighbor. 

C –neighbor v: send its public key LvP to L-sensor u. 
L-sensor u: Signcrypt the message m with its private key LV .
 1. The L-sensor u chose a random ]1,,1[ −∈ qv  .

The L-sensor u sends the cipher text ( SRC ,, ) to 
C-neighbour v; the c –neighbour v unsigncrypt the message 
m as follows:

V. Performance Evaluation
In this section, the performance results for the EC signcryption 
key management scheme has been discussed and compared 
with the ECC-based key management scheme [1]. We compare 
the storage requirement and energy consumption.

A. Significant Storage Saving
Assume that the number of H-sensors and L-sensors in an 
HSN is M and N, respectively. Typically we have M<< N. In the 
Centralized EC signcryption key management scheme, each 
L-sensor is pre-loaded with its private key and the public key 
of H-sensors. Each H-sensor is pre-loaded with public keys of 
all L-sensors, plus a pair of private/public key for itself. Thus 
an H-sensor is pre-loaded with N+2 keys. By using EC point 
compression (each H-sensor save only x-coordinate of the key 
and compute the corresponding y from the properties of Elliptic 
Curve EC) to reduce the storage space. Hence, the total number 
of pre-loaded keys is: 

MNMNNM
++=×++× )2

2
(2)2(

2            (40)
In the distributed EC signcryption key management scheme, 
each L-sensor is pre-loaded with its public/private key pair 
and the public key of H-sensors. Each H-sensor is pre-
loaded with public/private key pair and the public key of all 
L-sensors; also we use EC point compression. Thus the total 
number of pre-loaded keys is:

MNMNNM
++=×++× )3

2
(3)2(

2     (41)
In the ECC-based key management scheme [1], the total 
number of pre-loaded keys in the Centralized ECC-based key 
management scheme is:

MNMNNM 3)2(2)3( ++=×++×              (42)
And the total number of pre-loaded keys in the Distributed 
ECC-based key management scheme is:

MNMNNM 3)3(3)3( ++=×++×                 (43)
In Fig. 2 (a) and (b), the total number of pre-loaded keys for 
different sizes of sensor networks has been plotted for both 
centralized and distributed key establishment schemes. We can 
observe from Fig. 2 that the proposed scheme requires much 
less storage space for pre-loaded keys than that introduced 
in [1].
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B. Total Energy Consumption
Since the energy required transmitting 1 byte is 1.56µ Joule, 
so we can calculate the energy consumption for H-sensors as 
follows: From the description of our protocol in the centralized 
scheme, we find that each H-sensor needs 52 bytes to send the 
routing structure information to each L-sensor, so the energy 
consumed can be computed as follows:
Energy consumed per H-sensor = 52 * 1.56 = 81.12 µ Joule
By comparing these results with that introduced in [1], we 
can see that the energy consumed per H-sensor = 56 * 1.56 
= 87.36 µ Joule i.e. The saving in energy for each H-sensor is 
87.36-81.12 =6.24 µ Joule, and this value increases as the 
network size (number of L-sensors) increase In Fig. 3, the total 
energy consumption for different sizes of sensor networks has 
been plotted. 

Fig. 2-a : Centralized scheme

Fig. 2-b: Distributed scheme

Fig. 3: Total energy consumption comparisons 

VI. Conclusions 
In this paper, an efficient key management scheme based on 
public key elliptic curves signcryption scheme for Heterogeneous 
Sensor Networks has been proposed. The proposed protocol is 

optimized for cluster sensor networks and is efficient in terms 
of complexity, number of message exchange, computation, 
and storage requirements with optimized security benefits 
for clustered environment. The proposed key management 
possesses not only confidentiality but also characteristics like 
unforgeability and non repudiation.
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