
Abstract
Cryptography - a word with Greek origin mean “secret writing”. It 
refers to the science and art of transforming messages to make 
them secure and immune to attacks. Research on cryptography 
is still in its developing stages and considerable research 
effort is required. This paper is devoted to the security and 
attack aspects of cryptographic techniques. I have discussed 
the dominant issues of security and various attacks. Finally, 
I have benchmarked some well-known modern cryptographic 
algorithms in search for the best compromise in security.
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I. Introduction
Within the context of any application-to-application 
communication, there are some specific security requirements, 
including:
• Authentication: The process of proving one's identity. 

(The primary forms of host-to-host authentication on the 
Internet today are name-based or address-based, both of 
which are notoriously weak.) 

• Privacy/confidentiality: Ensuring that no one can read the 
message except the intended receiver. 

• Integrity: Assuring the receiver that the received message 
has not been altered in any way from the original. 

• Non-repudiation: A mechanism to prove that the sender 
really sent this message. 

II. TYPES OF CRYPTOGRAPHY

A. Symmetric key Cryptography
Symmetric-key cryptography can be used to provide data 
confidentiality [1] on public communication networks such as 
the Internet. This involves encrypting a plaintext message P 
using a symmetric-key algorithm cipher) and a secret key K. 
The encrypted message (ciphertext) is then sent to the receiver, 
where it is decrypted using the same cipher and secret key. 
[2]

1. Strengths 
• Very fast which allows for large amounts of data to be 

encrypted in very little time.
• Availability - Algorithms and tools used for symmetric 

encryption are freely available
• Very difficult to break data encrypted with large keys. 

[3]

2. Weakness
• Key management and implementation
• Distribution
• Scalable
• Limited security

B. Asymmetric key Cryptography

Asymmetric cryptography uses a Key pair instead of a single 
key. The two keys are related to each other mathematically. It 
uses trap-door one-way function, which is a one-way function 
for which the inverse direction is easy given a certain piece of 
information (the trap door), but difficult otherwise. The public 
key gives information about the particular instance of the 
function; the private key gives information about the trap door. 
Whoever knows the trap door can compute the function easily 
in both directions, but anyone lacking the trap door can only 
perform the function easily in the forward direction[6].

1. Strengths
• Provides efficient encryption and digital signature
2. Services
• Efficient symmetric key distribution
• Scalability
3. Weaknesses
• Computationally intensive
• Slow (1000 or more times slower than symmetric)

III. Symmetric Cryptographic (Modern) Algorithms 
Symmetric-key block ciphers are the most prominent and 
important elements in many cryptographic systems. Individually, 
they provide confidentiality. As a fundamental building block, 
their versatility allows construction of pseudorandom number 
generators, stream ciphers, MACs, and hash functions. They 
may furthermore serve as a central component in message 
authentication techniques, data integrity mechanisms, entity 
authentication protocols, and (symmetric-key) digital signature 
schemes. [7]

A.IDEA (International Data Encryption Algorithm)
The cipher named IDEA (International Data Encryption Algorithm) 
encrypts 64-bit plaintext to 64-bit ciphertext blocks, using a 
128-bit input key K. Based in part on a novel generalization of 
the Feistel structure, it consists of 8 computationally identical 
rounds followed by an output transformation. Round r uses six 
16-bit subkeys Ki(r) i ,1 ≤ i ≤ 6, to transform a 64-bit input X 
into an output of four 16-bit blocks, which are input to the next 
round. The round 8 output enters the output transformation, 
employing four additional subkeys Ki(9) i ,1 ≤ i ≤ 4 to produce 
the final ciphertext Y = (Y1, Y2, Y3, Y4).

1. Advantages
The designers analyzed IDEA to measure its strength against 
differential cryptanalysis and concluded that it is unsusceptible 
only under certain assumptions. No successful linear or 
differential attacks have been reported. [16]

2. Disadvantages
Weak Keys for IDEA - Large classes of weak keys have been 
found for the block cipher algorithm IDEA, previously known as 
IPES. IDEA has a 128-bit key and encrypts blocks of 64 bits. For 
a class of 223 keys IDEA exhibits a linear factor. For a certain 
class of 235 keys the cipher has a global characteristic with 
probability 1. For another class of 251 keys only two encryptions 
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and solving a set of 16 nonlinear boolean equations with 12 
variables is sufficient to test if the used key belongs to this class. 
If it does, its particular value can be calculated efficiently                                       

3. Practical Use 
IDEA is best known as the block cipher algorithm used within 
the popular encryption program PGP [6]

B. DES Algorithm
DES encrypts and decrypts data in 64-bit blocks, using a 64-
bit key (although the effective key strength is only 56 bits, as 
explained below). It takes a 64-bit block of plaintext as input and 
outputs a 64-bit block of cipher text. Since it always operates 
on blocks of equal size and it uses both permutations and 
substitutions in the algorithm, DES is both a block cipher and 
a product cipher. 

1. DES weakness:
• Weakness in cipher design
• Weakness in the cipher key

2. Attacks on DES:
• Brute force Attack – In brute force attack, the attacker 
tries to use all the possible keys since DES uses a 56 bit Cipher 
key, it needs 256 tests to find the key.[6]
• Differential Cryptanalysis Attack – It is a chosen 
plain text attack and is based on a non uniform differential 
distribution table of the S boxes in a block cipher. It is shown 
that DES can be broken using Differential Cryptanalysis if we 
have 247chosen plain text or 255 known plain text.[7]
• Linear Cryptanalysis Attack – It uses known plain text 
attack. DES is more vulnerable to linear cryptanalysis than to 
Differential Cryptanalysis. It has been shown that DES can be 
broken using 243 pairs of known plain text.[6]

C. AES Algorithm
AES is a non feistel cipher that encrypts and decrypts a data 
block of 128 bits. It uses 10,12 or 14 rounds. The key size 
that can be 128, 192 or 256 bits depends on the number of 
rounds, but the round keys are always 128 bits. AES is based 
on rijndael algorithm.AES uses several rounds in which each 
round is made of several stages. At the beginning and end of 
cipher, AES uses term data block; before and after each stage, 
the data block is referred as state. States, like blocks, are made 
of 16 bytes but normally are treated as matrices of 4X4 bytes.
[15].To provide security AES uses 4 types of transformation : 
substitution, permutation, mixing and key adding. Each round 
of AES except the last uses the four transformation. [6]

1. AES weakness:
The limitations of the cipher have to do with its inverse:

• The inverse cipher is less suited to be implemented 
on a smart card than the chipper itself: it takes more code and 
cycles. (Still compared with other cipher, even the inverse is 
very fast).
• In software, the cipher and its inverse make use of 
different code and/or tables.
• In hardware, the inverse cipher can only partially re-
use the circuitry that implements the cipher.[4]

2. Attacks on AES Algorithm
XSL Attack - the XSL attack relies on first analyzing the internals 
of a cipher and deriving a system of quadratic simultaneous 

equations. These systems of equations are typically very large, 
for example 8000 equations with 1600 variables for the 128-bit 
AES. Several methods for solving such systems are known. In 
the XSL attack, a specialized algorithm, termed XSL (eXtended 
Sparse Linearization), is then applied to solve these equations 
and recover the key.

The attack is notable for requiring only a handful of known 
plaintexts to perform; previous methods of cryptanalysis, 
such as linear and differential cryptanalysis, often require 
unrealistically large numbers of known or chosen plaintexts.
[14]

D. Asymmetric Algorithm 
The most commonly used Asymmetric algorithm (RSA) is 
described in detail as below - RSA Algorithm

RSA Algorithm is a Public key algorithm invented in 1977 by 
Ron Rivest, Adi Shamir and Leonard Adleman (RSA). It supports 
Encryption and Digital Signatures. It is the most widely used 
public key algorithm which gets its security from integer 
factorization Problem. It is relatively easy to understand and 
implement.[8]

1. Strengths
• RSA can be used both for encryption as well as for 
digital signatures.
• Trapdoor in RSA is in knowing value of n but not 
knowing the primes that are factors of n.[8]

2. Weakness
• If any one of p, q, m, d is known, then the other values 
can be calculated. So secrecy is important. 
• To protect the encryption, the minimum number of 
bits in n should be 2048.[8]

3. Practical Use 
RSA is used in security protocols such as; IPSEC/IKE - IP 
data security, TLS/SSL - transport data security (web), PGP 
- email security, SSH - terminal connection security and SILC - 
conferencing service security[8]

4. Attacks on RSA Algorithm

(i) Factorization Attack

The procedure for splitting up natural numbers into their prime 
factors is referred to as prime factorization. Every natural 
number (which is bigger than 1) can be broken down uniquely 
into its prime factors (apart from the sequence of prime number 
factors). Various factorization algorithms exists to break down 
the input. To be secure, RSA require that n should be more 
than 300 decimal digits which mean modulus must be atleast 
1024 bits. Even the largest and the fastest computer available 
today will take infeasible long time to factor an integer of this 
size.[6]

(ii) Lattice based attacks on RSA

Lattice Based Attacks on RSA is categorized in the following:

• Factoring with a Hint

Attacks RSA with lattice reduction algorithms, if a part of one 
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of the primes of N is known.
• Attack on Stereotyped Messages
Attacks RSA with lattice reduction algorithms, if a part of the 
original cleartext of an intercepted ciphertext is known and if 
e is small.

• Attack on Small Secret Keys
Attacks RSA with lattice reduction algorithms, if d is too small 
compared to N.

III. Simulation
The simulator CrypTool is used to analyze the attacks. This tool 
contains some inbuilt mechanisms for attack and analysis. 
In this paper CrypTool is used as a simulator to conduct the 
experiments and to get the result. Only alphanumeric and 
special characters are used for analysis of cryptographic 
techniques. These specifications are selected in option menu 
of the CrypTool and visual results are set in window option of 
the CrypTool. For the input plaintext, around 25-sample text 
are taken and encrypted with various algorithms. The output 
of above plaintext is cipher text, analyzed with analysis option 
in CrypTool.
Some of the cryptographic algorithms are implemented in C, 
and their output is taken as cipher text, which is then copied 
in some text file and that text file is used for theanalysis with 
CrypTool.

Based on the above parameters for a single attack on one 
cryptographic technique the major observations are made 
as:

For the Asymmetric RSA algorithm (with p and q be it prime 
numbers and P as plain text ) :

1. Factorization attack: p and q were obtained.
2. Lattice based attacks on RSA

Lattice Based Attacks on RSA is categorized in the following:

• Factoring with a Hint
Attacks RSA with lattice reduction algorithms, if a part of one of 
the primes of N is known.It was seen that p nad q were obtained 
based on a  condition that the known part P of p is big enough. 
If N is a number with a length of n bit, at least (n/4)+1 bit of p 
are needed to mount the attack successfully. 

• Attack on Stereotyped Messages
Attacks RSA with lattice reduction algorithms, if a part of the 
original cleartext of an intercepted ciphertext is known and if e 
is small.The condition for obtaining p and q is is that the public 
key used for the encryption of this message is small .

• Attack on Small Secret Keys
Attacks RSA with lattice reduction algorithms, if d is too small 
compared to N.
It allows to factor a RSA-Modulus N efficiently, if the public key 
e is known and the secret key d is selected too small.

For the Symmetric algorithms such as IDEA, RC2 ,RC4 ,DES 
(ECB),DES (CBC),TRIPLE DES (ECB) ,TRIPLE DES (CBC) , 
RIJNDAEL(AES) the Brute force attack analysis was done and 
it was observed that every possible key is tried in turn in an 
attempt to discover the key with which the document has been 
encrypted. The CPU time required increases very drastically as 

the key length is increased. Also the key was recovered with 
the condition that the key range, which has 2^128 and more 
possibilities with modern symmetric algorithms, can be cut 
down. So we make the assumption: Parts of the key are known, 
e.g. because the user did not choose the key by random, or 
because the attacker somehow got the knowledge, or because 
the random number generator does (by will) not use the full 
key range.
Following is the comparison table of all the algorithms
Table 1 : Comparison Table for various algorithms.

Following is the table and corresponding graph for the throughput 
of each encryption algorithm and average time :

Table 2: Comparative execution times (in milliseconds) of 
encryption algorithms with different packet size.
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Throughput is in Megabytes/sec.
Fig. 1 : - Throughput

Average Time is in Milliseconds.
Fig. 2 – Average Time
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