
Abstract
Wireless Sensor Networks (WSNs) use tiny, inexpensive sensor 
nodes with several distinguishing characteristics: they have very 
low processing power and radio ranges, permit very low energy 
consumption and perform limited and specific monitoring and 
sensing functions. Several such wireless sensors in a region 
self-organize and form a WSN. Information based on sensed 
data can be used in agriculture and livestock, assisted driving 
or even in providing security at home or in public places. A 
key requirement from both the technological and commercial 
point of view is to provide adequate security capabilities. 
Fulfilling privacy and security requirements in an appropriate 
architecture for WSNs offering pervasive services is essential 
for user acceptance. Five key features need to be considered 
when developing WSN solutions: scalability, security, reliability, 
self-healing and robustness. 
In this system, we have used a technique called Linear Feedback 
Shift Register (LFSR) to increase the security and to detect 
and correct the errors in received signal. It also includes the 
comparison of AES, a cryptogarhiy technique used for security 
and LSFR for error detection and correction and at the next 
level, experiment has been done by using LSFR  for both, for 
security measure as well for error correction. 

Keywords
Security , WSN , LSFR , Coding theory ,encryption 

I. Introduction
Wireless Sensor Networks  (WSN) are emerging as a new tier  in 
the IT ecosystem and a rich domain of active research involving  
hardware  and  system  design,  networking, distributed  
algorithms,  programming  models,  data management,  security  
and  social  factors  .WSNs    are  being employed  in  various  
real  time  fields  like  Military,  Disaster detection and  relief,  
industry, Environmental Monitoring and Agriculture farming 
etc. Due to diversity of so many real time scenarios,  security  
for  WSNs  becomes  a  complex issue. 
Because  for  each  implementation,  there are  different  
type  of attacks possible and demands a different security 
level. Major challenge  for  employing  an  efficient  security  
scheme  comes from  the  resource  constrained  nature  of  
WSNs  like  size  of  sensors, Memory,  Processing  Power, 
Battery  Power  etc.  and  also  wireless  channels  is  easily  
accessible  by  good  citizens and attackers. Here in this paper 
we develop robust protocol for the data transmission for specific 
Military Application where wireless network nodes are often 
displaced, and in non-line-of-sight conditions occur, even at 
short distances. Moreover, the presence of general obstacles 
(humans, animals, objects, ground slopes, trees, etc) as well as 
special obstacles by intruders those who tries to disturb your 
signal anyway makes the prediction of signal strength even 
impossible that may be only possible in a statistical sense.
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II. Wireless Sensor  Networks
Here in this paper we develop robust protocol for the data 
transmission for specific Military Application where wireless 
network nodes are often displaced, and in non-line-of-sight 
conditions occur, even at short distances. Moreover, the 
presence of general obstacles (humans, animals, objects, 
ground slopes, trees, etc) as well as special obstacles by 
intruders those who tries to disturb your signal anyway makes 
the prediction of signal strength even impossible that may be 
only possible in a statistical senseess sensor network.
(WSN) is a wireless network consisting of spatially dstributed 
autonomous devices using sensors to cooperatively monitor 
physical or environmental conditions, such as temperature, 
sound, vibration, pressure, motion or pollutants, at different 
locations. Each node in a sensor network is typically equipped 
with a radio transceiver or other wireless communications 
device, a small microcontroller, and an energy source, usually 
a battery

A.  Unique Characteristics of WSNs 
•  Limited power they can harvest or store  
•  Ability to withstand harsh environmental conditions  
•  Ability to cope with node failures  
•  Mobility of nodes  
•  Dynamic network topology  
•  Communication failures  
•  Heterogeneity of nodes  
•  Large scale of deployment  
   •  Unattended operation  

III. Coding Theory: LSFR

A. Creating block codes
The coder utilizes a Linear Feedback Shift Register circuit 
(LSFR). Using the LSFR, The Fig. below shows how the H matrix 
is produced using only shifts and XOR. We can produce the H 
matrix containing all seven rows. First five of these are shown 
in the Fig.

The following encoder architecture, proposed by Benjamin 
Arazi, and based on the above LSFR produces the codeword 
with ingenuity and little fuss. Taking the LSFR in the Fig.which 
produces the rows of H matrix, we feed it an information vector, 
a b c d. Sequential shift of these bits through this LSFR give us 
the following contents in the three shift registers.

The last row gives the three parity bits that are then attached 
as tail bits to the last Last row gives the three parity bits that 
are then attached as tail bits to the information sequence to 
create the valid codeword.
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We can also then say that the equation for the parity bits is
P1 = a + d + c
P2 = a + d + c + b + d
P3 = b + d + c
For sequence of 0 1 1 0, we get
P1 = 0 + 0 + 1 = 1
P2 = 0 + 0 + 1 + 1 + 0 = 0
P3 = 1 + 0 + 1 = 0
The codeword is 1 0 0 0 1 1. This codeword is different from 
the one calculated above because here the starting point of 
the registers was different.

B. Decoding
The following circuit automatically corrects one bit errors. It 
utilizes the LSFR circuits of Fig.2 and 3 with addition of an AND 
gate. As the message is shifted in, the rows of H matrix are 
produced by R2 register. After n shifts, the register again goes 
back to 000. As long as the AND gate does not produce a 1, the 
incoming message is shifted out as is, with no correction. 

IV. Proposed Work 
Here our proposed work is : when a node needs authentication 
from a central node 
Two cases are Possible
(i) Interfering source may Capture the authentic information 
and will pretend a authentic node
(ii) Secondly, for very particular case like military the node may 
noisily disturbed the authentic data and will Resist it to connect 
to its central node for further information

V. System Architecture
Here I have done my project in two ways.
1) Using the public encryption system (i.e. AES) for security 
and then FEC for Data Correction.
2) Using the varying Generator matrix in FEC for security 
and then concatenated codes for Data Correction.(original 
protocol) 
The block diagrams of the system is shown in Fig.re

Case I : Here Data Encrypted using AES
Case II : Here Data Varying through three different Generator 
matrices

CONCLUSION AND RESULTS 

Results Case I :
SNR (dB) Without Error-

Detection 
Correction Code 
Recovered Data (%)

With AES + Inter 
Leaving code+ Error-
Detection Correction 
Code Recovered 
Data (%)

12 5 100

11 3 88

10 2 70

9 0 46

8 0 36

7 0 20

6 0 8

Results Case II
SNR (dB) Without Error-

Detection 
Correction Code 
Recovered Data 
(%)

With Varying generator 
matrices + Inter Leaving 
code+ Error-Detection 
Correction Code 
Recovered Data (%)

15 10 100

13 9 96

12 5 80

10 3 71

9 2 65

8 0 42

7 0 18

VII. Conclusion
The main purpose of our proposed scheme is to make a full-
proof method. So that it should work in the noisy environment 
for the wireless sensors networks. For the security of the system 
we are using variable generator matrices and permutation 
function and for error correction we are using the Trellis and 
the interleaved code. Through a casual looking at above two 
results one can say that the case I with AES are providing the 
better results for the same noise density in the case II. But if 
one thoroughly understands the concepts of WSNs, he/she 
would definitely look for the protocol that provides security 
almost equivalent to AES, in a much less amount of time taken 
by the system as well as in the fewer memory requirements. 
That’s where my protocol is stand forth.
Even if the attackers know everything about the proposed 
schemes. The attackers cannot able obtain the varying 
generator matrices without this knowledge of this function he 
cannot able to obtain the original data. Thus this way we can 
say our system is secure
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