
Abstract
The vast development of World Wide Web traffic has produced 
great interest in distributed web server systems. While 
considering architecture of distributed web servers, the DNS-
based distributed system is an optimistic solution in context of 
scalability, performance, and availability. DNS(Domain Name 
Server) name caching, Random Early Detection Method and 
Load Buffer Range Method have considerable effects on the 
load balance of distributed web server systems. In this paper, 
we examine the various load balancing techniques for web 
servers and evaluate the performance of the distributed Web-
server system.
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I. Introduction
Various web sites replicate information across independent or 
coordinated servers due to the rapid increase in Internet web 
traffic. Amongst various solutions, the distributed web server 
system is the one of most significant solution[8]. Because of 
augmented capability, distributed processing & information 
replication, the bunch of web servers could significantly 
increase the processing throughput of the system and reduce 
the response delay.
There are basically two types of architectures for distributed 
web server systems – dispatcher based systems [7,3] and DNS-
based systems. In the case of dispatcher-based system, http 
requests from clients that must reach a hardware point known 
as dispatcher, that may be a special switch (IP-dispatcher) or 
a front-end at the distributed web server. Then the dispatcher 
redirects each request to one of the web servers either by 
changing the destination IP address contained in the packet 
header or by establishing an additional connection between 
the dispatcher and the web server. Selected web server sends 
response to the http request to the client. The request may 
be directly or indirectly. In the case of DNS-based web server 
systems, the DNS translates the logical site name into the IP 
address of one of the web servers, also the clients communicate 
with web servers directly. This structural design can improve 
the system scalability, and is appropriate for geographically 
distributed web server systems. Although, the DNS-based 
system has a problem with load balancing.

II. Distributed Web-server System
The Web server system architecture consists of three entities: 
the client, the domain name server (DNS) and the Web-server. 
The distributed Web-server system can be organized into 
several Web-servers and a cluster DNS that resolves all initial 
address resolution requests from local gateways. Each client 
session can be characterized by one address resolution and 
several Web page requests. At first, the client receives the 
address of one Web-server of the cluster through the DNS 
address resolution. Subsequently, the client submits several 
HTTP requests to the Web-server. In addition to resolving the 

URL-name to the IP address of a Web-server, the DNS of a 
distributed Web-server system can collect information from 
Web-servers for various statistics[22]. The DNS can select the 
address of a Web-server based on the collected information. In 
order to select the address of the suitable Web-server, the DNS 
could use some scheduling policy to balance the load among 
several Web-servers to avoid becoming overloaded.

Fig. 1: Structure of distributed Web-server system
Many existing distributed Web-server systems assign the client 
requests arriving at the DNS in a round-robin manner among 
the Web-servers. The Round-Robin DNS policy is efficient in 
the system where the client requests from local gateways are 
uniformly distributed due to IP address caching mechanism 
at the client. Another approach to the DNS scheduling policy 
is to allow the DNS to select a Web-server from the cluster 
based on some load information from the Web-servers. The 
DNS can collect various kinds of data from the Web-servers 
such as history of server state, the number of active server 
connections or detailed processor loads. Most conventional 
load balancing schemes have used this kind of approach using 
the load information from servers[6]. 

Some simple strategies are discussed here in order to improve 
the performance of the distributed Web-server cluster system. 
In this paper, we focus on a simple scheme for collecting the 
load information from the Web-servers that are arranged in the 
multiple logical ring connections. The server load information 
is the CPU utilization over a short interval.

III. DNS-based Load Balancing
Load balancing is a term that describes a method to 
distribute incoming socket connections to different servers. 
Load balancing algorithms can be classified into three main 
classes: static algorithms, dynamic algorithms and adaptive 
algorithms[4]. Static algorithms decide how to distribute the 
workload according a prior knowledge of the problem and 
the system characteristics. Dynamic algorithms use state 
information to make decisions during program execution. 
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Adaptive algorithms are a special case of dynamic algorithms. 
They dynamically change its parameters in order to adapt its 
behavior to the load balancing requirements [10]. 

A. Logical Ring Redirection 
For collecting the server load information, we arrange the 
Web-servers in the multiple logical rings as shown in Fig.. In 
this system, a new Web-server can be easily included in the 
logical ring by changing the IP address of the neighbor server. 
The Web-servers can cooperate to track and collect the server 
load in the distributed Web-server cluster system through the 
log-file about the average CPU load. The main concern is to 
identify the server with maximum CPU load and the server with 
minimum CPU load[20].

Fig. 2 shows the main software components needed to 
implement the distributed Web-server cluster system, that 
include the server load monitor, the load collector and the 
redirection module. The server load monitor tracks the CPU load 
of the server and sends this information to the neighbor server. 
The server load collector located on the local name server 
initiates the load collection process and determines the most 
heavily loaded server and the server with the least load and 
periodically provides the load information to the Web-servers. 
The redirection module determines if a client request has to be 
redirected and the destination Web-server based on the load 
information received from the load collector[21].

Fig. 2: Assortment of Load Information from Web-Servers.

The main objective of this load collection process is to 
determine the most heavily loaded server and the server with 
the least load. The server load collector begins load collection 
process by placing initial load values and IP-addresses in a 
load collecting message and sending it to its neighbors in the 
logical rings. When a Web-server receives a load collecting 
message from its neighbor, it compares the values of the 
current maximum load and the minimum load with its own 
load value. If the arrived current maximum value is less than 
its own, then it replaces the current maximum load with its 
own. If the arrived current minimum value is greater than its 
own, then it replaces the current minimum with its own and 
sets the corresponding IP-address in the message. If the load 
collector receives the message from the neighbor server, then 
it broadcasts this message to all the Web-servers to announce 
the most heavily loaded server and the server with the least 

load. The load collector sends a load collecting message to 
its neighbors periodically. By arranging the Web-servers and 
the local name server in the multiple rings, the load collection 
process can be continued in case of failure in a single Web-
server. There is a technique to redirect a client request such 
as HTTP redirection that allows a Web-server to respond to a 
client request with a 301 or 302 status code in the response 
message. We use HTTP redirection for reassigning the client 
request on the Web-server with the least CUP load. This server 
load collecting technique will alleviate the number of messages 
between the load collector and the Web-servers.

B. Load Buffer Range Method
In the use of DNS-based load balancing method, the DNS server 
divides the load among servers in a round-robin manner, and 
the service server periodically sends its load status to the DNS 
server. Based on the load data collected from the web servers, 
the DNS server can skip the overloaded ones when dispatching 
requests[1]. 

There is basically no direct geographical relationship between 
the DNS server and web servers, the web server should not send 
its state information to the DNS server too often so as to avoid 
congesting in the network or wasting network bandwidth[5]. For 
this reason, a conventional method defines a load buffer range 
(LBR) with low and high thresholds for each web server. 

Fig. 3 shows the state transition diagram of the LBR example. 
In Fig. 4 before the load of a web server exceeds 90% (high 
threshold), the server is not overloaded. That is, the DNS server 
can assign new client requests to that web server. Once the 
load of that web server is greater than 90%, it enters into the 
overloaded state. A web server in overloaded state notifies the 
DNS server not to assign new client requests to that web server 
until its utilization return under 70% (low threshold).

Fig. 3: State transition diagram of Conventional LBR Method.

Fig. 4 : State change of Conventional LBR Method
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The probability of the overloaded state against to the server 
load is shown in Fig.. In this method, when there are not many 
service servers and the amount of requests is high, once one of 
the service servers is overloaded, it must keep its overloaded 
state until its load is under 70% and then notify DNS server 
to assign new client requests to that web server. During this 
period, the other web servers may need to share the additional 
20% (90%-70%) load from that overloaded server. This may in 
turn cause other web servers to become overloaded, and so 
on, resulting in unstable service quality.

C. Random Early Detection Method 
For solving the load oscillation phenomenon of web servers 
mentioned previously, we consider that the state of overload or 
under-load of a web server in the load buffer range should be 
a probability rather than definite, in order to avoid burdening 
the other web servers with too much load. Hence, we use the 
concept of random early detection (RED) method to determine 
the overload status of web servers probabilistically. The RED 
idea is first presented in [11] for congestion avoidance in 
packet-switched networks. When the average queue size 
exceeds a preset threshold, the gateway drops or marks each 
arriving packet with a certain probability, where the probability 
is a function of the average queue length. It puts emphasis 
on avoiding the TCP global synchronization that results from 
each connection reduces the window to one and goes through 
Slow-Start in response to a dropped packet at the same time. 
In [11], the RED gateway calculates the average queue size, 
which is compared to a minimum and a maximum threshold. 
When the average queue size is less than the minimum 
threshold, no packets are dropped. When the average queue 
size is greater than the maximum threshold, every arriving 
packet is dropped. When the average queue size is between 
the minimum and maximum thresholds, each arriving packet 
is dropped with probability pa, where pa is a function of the 
average queue length. Applying the RED idea here in the context 
of DNS-based load balancing, the probability of a web server 
becoming overloaded is directly proportional to its current load. 
A line chart example of the probability of a web server becoming 
overloaded is shown in Fig. 

Fig. 5: Change of State of RED method

In the above example, the minimum threshold is 70% and the 
maximum threshold is 90%. When the load of a service server 
is less than 70%, its state should be under-load. When the 
load of a service server is greater than 90%, its state would 

be overloaded. Finally, when the load of a service server is 
between 70% and 90%, the probability of its state becoming 
overloaded is proportional to its current load.

D. Page Caching
M. Colajanni et al. in his work, considered DNS name caching, 
and compared a number of load balancing algorithms for DNS 
based distributed web server systems [12]. They concluded 
that taking advantage of both domain information and web 
server load information would lead to best performance among 
various strategies. However, they did not consider the effects 
of page caching on the performance of web server systems. 
Besides name caching, there is also page caching in the 
Internet. Page caching takes advantage of reference locality, 
and could reduce network traffic and possibly reduce latency[2]. 
Moreover, it is possible to further improve the performance of 
load balancing in a DNS-based distributed web server system 
by utilizing suitable page caching schemes. In this paper, we 
investigate the effects of some page caching strategies on the 
load balancing of DNS-based systems. Although page caching 
could reduce the traffic load of web server systems, but it is 
unlikely that simple page caching could greatly improve the 
load balance, since statistically hit ratios for requests from 
different clients should be roughly equal[11].

There are two ways to further improve the page cache 
performance. One is to find a better caching policy, and the 
other is to use prefetching. Prefetching is a technique that 
browsers/proxies/caches/servers predict user preference and 
request pages before the user actually requests those pages. 
However, straightforward prefetching approaches may have 
serious negative performance effects on networks, such as 
severe traffic bursties and queueing effects [13]. Moreover, 
there are several negative factors that may affect log-based 
prefetching and could cause wrong prediction [14,15]. Due to 
these difficulties in prefetching, there is an interest in taking 
advantage of page access statistical information instead of 
page access patterns [16]. Studies [17,18] show that page 
accesses are non-uniformly distributed. It is obvious that 
caching frequently accessed pages is more efficient than 
caching seldom accessed pages. 

IV. Conclusion
Web-server can be placed in geographically de-centralized 
area in DNS-based load balancing architecture. In this paper 
we examined various techniques for a DNS-based distributed 
Web-server system and summarized their load balancing 
performance. This paper concludes that various load balancing 
techniques in distributed web-server systems like name 
caching, Random Early Detection Method and Load Buffer 
Range Method have significant effects on the performance 
optimization of distributed web server systems.
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