
Abstract
In this paper we will introduce what steganography is and what 
kind of applications can be expected. Steganography is an art 
and science of hidding information within other information. 
The word itself comes from Greek and means ‘hidden writing’. 
First complex book covering steganography was written by 
Johannes Trithemius in 1499. The book Steganographia itself 
was published later in 1606 and immediately placed on the 
Index Librorum Prohibitorum. In recent years cryptography 
become very popular science. As steganography has very close 
to cryptography and its applications, we can with advantage 
highlight the main differences. Cryptography is about concealing 
the content of the message. At the same time encrypted 
data package is itself evidence of the existence of valuable 
information. Steganography goes a step further and makes 
the Ciphertext invisible to unauthorized users. 

Keywords
Hide and Seek, StegoDos , White Noise Storm, lossy 
encoding

I. Introduction
The advantage of steganography, over cryptography alone, is that 
messages do not attract attention to themselves. Plainly visible 
encrypted messages—no matter how unbreakable—will arouse 
suspicion, and may in themselves be incriminating in countries 
where encryption is illegal. Therefore, whereas cryptography 
protects the contents of a message, steganography can be said 
to protect both messages and communicating parties.
Steganography [1] includes the concealment of information 
within computer files. In digital steganography, electronic

Fig. 1: shows a common taxonomy of steganographic techniques 
(Arnold et al. 2003; Bauer 2002).

Communications may include steganographic coding inside of a 
transport layer, such as a document file, image file, program or 
protocol. Media files are ideal for steganographic transmission 

because of their large size. As a simple example, a sender 
might start with an innocuous image file and adjust the color 
of every 100th pixel to correspond to a letter in the alphabet, a 
change so subtle that someone not specifically looking for it is 
unlikely to notice it. Steganography hides the covert message 
but not the fact that two parties are communicating with each 
other. The steganography process generally involves placing a 
hidden message in some transport medium, called the carrier. 
The secret message is embedded in the carrier to form the 
steganography medium. The use of a steganography key may 
be employed for encryption of the hidden message and/or for 
randomization in the steganography scheme. In summary:
steganography_medium = hidden_message + carrier + 
steganography_key
Fig. shows a common taxonomy of steganographic techniques 
(Arnold et al. 2003; Bauer 2002).
• Technical steganography uses scientific methods to hide 

a message, such as the use of invisible ink or microdots 
and other size-reduction methods.

• Linguistic steganography hides the message in the carrier 
in some nonobvious ways and is further categorized as 
semagrams or open codes.

• Semagrams hide information by the use of symbols or 
signs. A visual semagram uses innocent-looking or everyday 
physical objects to convey a message, such as doodles 
or the positioning of items on a desk or Website. A text 
semagram hides a message by modifying the appearance 
of the carrier text, such as subtle changes in font size or 
type, adding extra spaces, or different flourishes in letters 
or handwritten text.

• Open codes hide a message in a legitimate carrier 
message in ways that are not obvious to an unsuspecting 
observer. The carrier message is sometimes called the 
overt communication whereas the hidden message is the 
covert communication. This category is subdivided into 
jargon codes and covered ciphers.

• Jargon code, as the name suggests, uses language that 
is understood by a group of people but is meaningless to 
others. Jargon codes include warchalking (symbols used 
to indicate the presence and type of wireless network 
signal [Warchalking 2003]), underground terminology, or 
an innocent conversation that conveys special meaning 
because of facts known only to the speakers. A subset 
of jargon codes is cue codes, where certain prearranged 
phrases convey meaning.

• Covered or concealment ciphers hide a message openly in 
the carrier medium so that it can be recovered by anyone 
who knows the secret for how it was concealed. A grille 
cipher employs a template that is used to cover the carrier 
message. The words that appear in the openings of the 
template are the hidden message. A null cipher hides the 
message according to some prearranged set of rules, such 
as "read every fifth word" or "look at the third character in 
every word."

As an increasing amount of data is stored on computers and 
transmitted over networks, it is not surprising that steganography 
has entered the digital age. On computers and networks, 
steganography applications allow for someone to hide any type 
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of binary file in any other binary file, although image and audio 
files are today's most common carriers.
Steganography [2,3] provides some very useful and 
commercially important functions in the digital world, most 
notably digital watermarking. In this application, an author 
can embed a hidden message in a file so that ownership of 
intellectual property can later be asserted and/or to ensure 
the integrity of the content. An artist, for example, could post 
original artwork on a Website. If someone else steals the file 
and claims the work as his or her own, the artist can later prove 
ownership because only he/she can recover the watermark 
(Arnold et al. 2003; Barni et al. 2001; Kwok 2003). Although 
conceptually similar to steganography, digital watermarking 
usually has different technical goals. Generally only a small 
amount of repetitive information is inserted into the carrier, 
it is not necessary to hide the watermarking information, and 
it is useful for the watermark to be able to be removed while 
maintaining the integrity of the carrier.
Steganography has a number of nefarious applications; most 
notably hiding records of illegal activity, financial fraud, industrial 
espionage, and communication among members of criminal or 
terrorist organizations (Hosmer and Hyde 2003).

II. Steganography Examples
There [4] are more than 100 steganography programs currently 
available, ranging from free downloads to commercial products. 
This section will show some simple steganography examples 
by hiding an 11,067-byte GIF map of the Burlington, Vermont, 
airport (Fig. 2) in GIF, JPEG, and WAV files.

Fig. 2: This map is hidden in the various carriers in this 
article.

Fig. 3: A GIF carrier file containing the airport map.

The first example employs Gif-It-Up, a Nelsonsoft program 
that hides information in GIF files using least significant bit 
substitution (and includes an encryption option). Fig. shows 
a GIF image of the Washington, DC, mall at night where Gif-
It-Up has been used to insert the airport map shown in Fig.3. 
The original carrier is 632,778 bytes in length and uses 249 
unique colors, whereas the steganography file is 677,733 bytes 
in length and uses 256 unique colors. The file size is larger 
in the steganography file because of a color extension option 
used to minimize distortion in the steganography image. If 
color extension is not employed, the file size differences are 
slightly less noticeable.

Fig. 4: The palette from the Washington mall carrier file before 
(left) and after (right) the map file was hidden
Fig. shows the carrier file's palettes before and after message 
insertion. Like all least significant bit insertion programs that 
act on eight-bit color images, Gif-It-Up modifies the color palette 
and generally ends up with many duplicate color pairs.
JP Hide-&-Seek (JPHS) [5,6] by Allan Latham is designed to 
be used with JPEG files and lossy compression. JPHS uses 
least significant bit overwriting of the discrete cosine transform 
coefficients used by the JPEG algorithm. The Blowfish crypto 
algorithm is used for least significant bit randomization and 
encryption (Johnson and Jajodia 1998B). Fig. shows an example 
JPEG file with the airport map embedded in it.
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 Fig. 5: A JPEG carrier file containing the airport map

The original carrier file is 207,244 bytes in size and contains 
224,274 unique colors. The steganography file is 207,275 bytes 
in size and contains 227,870 unique colors. There is no color 
palette to look at because JPEG uses 24-bit color coding and 
discrete cosine transforms. 

III. Evaluation Method
Various steganographic [7] software packages were explored. 
The evaluation process was to determine limitations and 
flexibility of the software readily available to the public. Message 
and container files were selected before testing. This [8] proved 
to be a problem with some packages due to limitations of the 
software. The images selected had to be altered to fit into the 
constraints of the software and other containers were used. In 
all, a total of 25 files were used as containers (much more than I 
have room to discuss). The files used for evaluation included two 
"message" files and two "container" files. The "message" files 
are those to be hidden in the innocent looking "container" files. 
The following software packages were reviewed with respect 
to steganographic manipulation of images: Hide and Seek 
v4.1, StegoDos v0.90a, White Noise Storm, and S-Tools for 
Windows v3.00. Nearly all the authors encourage encrypting 
messages before embedding them in images as an added 
layer of protection and reviewing the images after embedding 
data. Even with the most reliable software tested, there may 
be some unexpected results Hide and Seek v 4.1

A. Hide and Seek v 4.1
Hide and Seek versions 4.1[9] and 5.0 by Colin Maroney have 
similar limitations with minimum image sizes (320 x 480). In 
version 4.1 if the image is smaller than the minimum, then the 
stego-image is padded with black space. If the cover image is 
larger, the stego-image is cropped to fit. In version 5.0 the same 
is true with minimum image sizes. If any image exceeds 1024 x 
768, an error message is returned. The Hide and Seek 1.0 for 
Windows 95 version seems to have these issues resolved and is 
a much improved steganography tool. Version 4.1 is evaluated 
here to illustrate limitations of some steganography tools.
Hide and Seek 4.1 is free software which contains a series of 
DOS programs that embed data in GIF files and comes with 
the source code. 
Hide and Seek uses the Least Significant Bit of each pixel to 
encode characters, 8 pixels per character and spreads the 
data throughout the GIF in a somewhat random fashion. The 
larger the message the more likely the resulting image will 
be degraded. Since the data is dispersed "randomly" and the 
message file header is encrypted, there is no telling what is 
in an embedded file. Unfortunately the hidden file can be no 
longer than 19,000 bytes because the maximum display used 

is 320 x 480 pixels. Each character takes 8 pixels two hide ( 
(320x480)/8 = 19200). C2 (Shakespeare) was used to embed 
M1. The original image of Shakespeare is 222 x 282 pixels 
and 256 shades of gray. The resulting image was forced to 
320 x 480 pixels. Instead of "stretching" the image to fit, large 
black areas were added to the image making it 320 x 480. 
The image on the left is the original C2 and the image on the 
right is embedded with M1. 

Fig. 6 : Result of using Hide and Seek

B. StegoDos 
StegoDos is also known as Black Wolf's Picture Encoder version 
0.90a. This is Public Domain software written by Black Wolf 
(anonymous). This is a series of DOS programs that require far 
too much effort for the results. It will only work with 320x200 
images with 256 colors. To encode a message, one must: 
1. Run GETSCR. This starts a TSR which will perform a screen 

capture when PRINTSCREEN is pressed. 
2. View the image with a third-party image viewing software 

(not included with StegoDos) and press PRINTSCREEN to 
save the image in MESSAGE.SCR. 

3. Save your message to be embedded in the image as 
MESSAGE.DAT. 

4. Run ENCODE. This will merge MESSAGE.DAT with 
MESSAGE.SCR. 

5. Use a third party screen capturing program (not included 
with StegoDos) to capture the new image from the 
screen. 

6. Run PUTSCR and capture the image displayed on the 
screen. 

Decoding the message is not as involved but still requires a 
third party program to view the image. To decode a message, 
one must: 
1. Run GETSCR. This starts a TSR which will perform a screen 

capture when PRINTSCREEN is pressed. 
2. View the image containing a message with a third-party 

image viewing software (not included with StegoDos) 
and press PRINTSCREEN to save the image in MESSAGE.
SCR. 

3. Run DECODE. This will extract the stored message from 
MESSAGE.SCR. 

Due to the size restrictions, M2 and C1 could not be used. C2 
(Shakespeare) and a number of other containers were tested 
(both color and gray-scale) with M1. Every one of them were 
obviously distorted. There was little distortion within the C2 
image, but it was cropped and fitted into a 320 x 200 pixel 
image. The image on the left is the original C2 file. The image 
on the right contains the M1 message: 
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Fig. 7: Result of embedding M1 in C2 with StegoDos

C. White Noise Storm
White Noise Storm by Ray (Arsen) Arachelian is a very versatile 
steganography application for DOS. Embedding M1 in the 
containers C1 and C2 was rather trivial and no degradation 
could be detected. White Noise Storm was the first software 
tested that could embed M2 into C1 - notice the "noise" 
interfering with the image integrity. The image on the left is 
the original C2. The image on the right contains message M1 

Fig. 8: Result of embedding M1 into C2 using White Noise 
Storm

Arachelian encourages encrypting the message before 
embedding it into an image. White Noise Storm (WNS) also 
includes an encryption routine to "randomize" the bits with 
in an image.WNS was designed based on the idea of spread 
spectrum technology and frequency hopping. "Instead of 
having X channels of communication which are changed 
with a fixed formula and passkey. Eight channels are spread 
within a number of 8-bits*W byte channels. W represents a 
random sized window of W bytes. Each of these eight channels 
represents one single bit, so each window holds one byte of 
information and a lot of unused bits. These channels rotate 
among themselves, for instance bit 1 might be swapped with 
bit 7, or all the bits may rotate positions at once. These bits 
change location within the window on the byte level. The rules 
for this swapping are dictated not only by the passphrase by 
also by the previous window's random data (similar to DES block 
encryption)" [Arachelian, RE: Steganography]. WNS also used 
the Least Significant Bit (LSB) application of steganography 
and applies this method to PCX8 files. The software extracts 
the LSBs from the container image and stores them in a 
file. The message is encrypted and applied to these bits to 
create a "new" set of LSBs. These are then "injected" into the 
container image to create a new image. The documentation that 
accompanies White Noise Storm is well organized and explains 
some of the theory behind the implementation of encryption 
and steganography. The main disadvantage of applying the 
WNS encryption method to steganography is the loss of many 
bits that can be used to hold information. Relatively large files 
must be used to hold the same amount of information other 
methods provide. 

IV. Software not tested but worth noting
Cryptography and steganography rely on retrieving a message 
in its original form without losing any information. Such is the 
idea behind lossless compression. Since JPG images use 
lossy encoding to compress its data, it is generally thought 
that steganography would be infeasible with such images. 
"This version of the Independent JPEG Group's JPEG Software 
has been modified for 1-bit steganography in JFIF output files" 
[Independent JPEG Group]. The Jpeg-Jsteg software comes with 
source code and instructions for compiling the code on various 
platforms. According to the Independent JPEG Group (IJPG), 
the JFIF format is composed of lossy and non-lossy stages. 
Information can be inserted between these stages without 
corrupting the image. As discussed earlier with Renoir's Le 
Moulin de la Galette compression is a great advantage JPG 
images have over other formats. JPEG images are becoming 
more abundant on the Internet because large images with 
unlimited colors can be stored in relatively small files (a 1073 
x 790 pixel image with 16 million colors can be stored in a 170 
Kilobyte file. The same image is over 2 Megabytes if converted 
to a BMP). 

V. Conclusion 
There are an infinite number of steganography applications. 
This paper explores a tiny fraction of the art of steganography. 
It goes well beyond simply embedding text in an image. 
Steganography does not only pertain to digital images but also 
to other media (files such as voice, other text and binaries; 
other media such as communication channels, the list can 
go on and on). Consider the following example: A person 
has a cassette tape of Pink Floyd's "The Wall." The plans of 
a Top Secret project (e.g., device, aircraft, covert operation) 
are embedded, using some steganographic method, on that 
tape. Since the alterations of the "expected contents" cannot 
be detected, (especially by human ears and probably not easily 
so by digital means) these plans can cross borders and trade 
hands undetected. How do you detect which recording has 
the message?This is a trivial (and incomplete) example, but 
it goes far beyond simple image encoding in an image with 
homogeneous regions. Part of secrecy is selecting the proper 
mechanisms. Consider encoding using an Mandelbrot image 
[Hastur]. In and of itself, steganography is not a good solution 
to secrecy, but neither is simple substitution and short block 
permutation for encryption. But if these methods are combined, 
you have much stronger encryption routines (methods). For 
example (again over simplified): If a message is encrypted 
using substitution (substituting one alphabet with another), 
permute the message (shuffle the text) and apply a substitution 
again, then the encrypted ciphertext is more secure than using 
only substitution or only permutation. NOW, if the ciphertext is 
embedded in an [image, video, voice, etc.] it is even more secure. 
If an encrypted message is intercepted, the interceptor knows 
the text is an encrypted message. With steganography, the 
interceptor may not know the object contains a message. 
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