
Abstract 
Cloud computing is a general term for anything that involves 
delivering hosted services over the Internet. These services 
are broadly divided into three categories: Infrastructure-as-a-
Service (IaaS), Platform-as-a-Service (PaaS) and Software-as-
a-Service (SaaS). The name cloud computing was inspired by 
the cloud symbol that's often used to represent the Internet in 
flowcharts and diagrams. It is the 5th generation of computing 
after mainframe, personal  computer, client server computing 
and the web. In this certain application, limitation and future 
scope of this technology was discussed.
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I. Introduction
A cloud service has three distinct characteristics that 
differentiate it from traditional hosting. It is sold on demand, 
typically by the minute or the hour; it is elastic -- a user can 
have as much or as little of a service as they want at any 
given time; and the service is fully managed by the provider 
(the consumer needs nothing but a personal computer and 
Internet access). Significant innovations in virtualization and 
distributed computing, as well as improved access to high-
speed Internet and a weak economy, have accelerated interest 
in cloud computing. 
A cloud can be private or public. A public cloud sells services to 
anyone on the Internet. (Currently, Amazon Web Services is the 
largest public cloud provider.) A private cloud is a proprietary 
network or a data center that supplies hosted services to a 
limited number of people. When a service provider uses public 
cloud resources to create their private cloud, the result is called 
a virtual private cloud. Private or public, the goal of cloud 
computing is to provide easy, scalable access to computing 
resources and IT services [1].
Infrastructure-as-a-Service like Amazon Web Services provides 
virtual server instances with unique IP addresses and blocks of 
storage on demand. Customers use the provider's application 
program interface (API) to start, stop, access and conFig.
heir virtual servers and storage. In the enterprise, cloud 
computing allows a company to pay for only as much capacity 
as is needed, and bring more online as soon as required. 
Platform-as-a-service in the cloud is defined as a set of software 
and product development tools hosted on the provider's 
infrastructure. Developers create applications on the provider's 
platform over the Internet. PaaS providers may use APIs, 
website portals or gateway software installed on the customer's 
computer. Force.com, (an outgrowth of Salesforce.com) and 
GoogleApps are examples of PaaS. Developers need to know 
that currently, there are not standards for interoperability or 
data portability in the cloud. Some providers will not allow 
software created by their customers to be moved off the 
provider's platform.
In the software-as-a-service cloud model, the vendor supplies 
the hardware infrastructure, the software product and interacts 
with the user through a front-end portal. SaaS is a very broad 
market. Services can be anything from Web-based email 
to inventory control and database processing. Because the 

service provider hosts both the application and the data, the 
end user is free to use the service from anywhere.

II. Benefits of Cloud Computing 
• Minimized Capital expenditure
• Location and Device independence
• Utilization and efficiency improvement
• Very high Scalability
• High Computing power

A. Vendor Perspective
Easier for application vendors to reach new customers
• Lowest cost way of delivering and supporting applications
• Ability to use commodity server and storage hardware
• Ability to drive down data center operational cots
• In one word: economics

III. Barriers to Cloud Computing

A. Customer Perspective
• Data Security
• Many customers don’t wish to trust their data to “the cloud”
• Data must be locally retained for regulatory reasons
• Latency
• The cloud can be many milliseconds away
• Not suitable for real-time applications
• Application Availability
• Cannot switch from existing legacy applications
• Equivalent cloud applications do not exist
Not all applications work on public clouds

IV. Architecture of cloud computing
Cloud computing architecture and its implementation is 
strongly defined by the Unix Philosophy. It’s basically a set of 
rules and principles that developers would have to follow to 
ensure that cloud computing would be easily implemented 
and the application would be for the advantage of the user. 
Although there are many definitions, rules and principles for Unix 
Philosophy, they all point out to one belief: build one thing and 
make sure it works consistently. Through the Unix Philosophy, 
developers who design the architecture for cloud computing 
have to remember that they there only to support only one 
application or at least an output. Cloud computing could be 
composed of different stages but these stages are geared 
towards the consistent computing of the online application.
Keeping up with the demands of the application is the data 
centers and server farms. It could be said that too much 
hardware could be used to support a single process but 
these are implemented to ensure that the application would 
have as many back-up plans as it could have.Applications 
from cloud computing is also implemented with the thought 
of consistent security and performance monitoring.  Through 
proper implementation of cloud computing architecture, the 
application will be accessible 24/7 with a new 100% uptime 
for their users. 

V. Security on cloud computing
Security is one of the biggest concerns of businesses in any 
form. Whether a business is a small brick-and-mortar or a 
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multi-million online ventures, security should be implemented. 
Exposing the company to different security flaws is always 
inviting to different elements with malicious intent. A single 
security strike could mean millions of dollars for businesses 
and might single handedly close the business down.
Proper implementation of security measures is highly 
recommended for cloud computing[3]. The mere fact that the 
application is launched through internet makes it vulnerable 
to any time of attack[3]. An application available in LAN 
(Local Area Network) only could even be infiltrated from the 
outside so placing an application over the internet is always a 
security risk. This is the unique situation of cloud computing. 
Implementation of cloud computing could require millions of 
dollars in infrastructure and applications development but it 
still places itself at risk for different types of attacks. 

A. Protecting the Users 
Above everything else, cloud computing or any type of online 
application format should consider protecting its users. 
Developers should make sure that data related to the user 
should not be mishandled and could be extracted just by 
one.
There are two ways to ensure cloud computing security: 
restrictive user access and certifications.
(i) Restrictive access could come from simple username/
password challenge to complicated CAPTCHA log in forms. But 
applications in cloud computing should not only base itself 
on these challenges. IP specific applications and user time-
outs are only some of the security measures that should be 
implemented.
The challenge in restrictive user access is to limit the access 
privilege of the user. Each user will have to be assigned 
manually with security clearance to ensure limitation of access 
to different files.
(ii) Certifications are also important for user certification. 
Developers have to open their application to security specialists 
or companies that provide certifications for security. This is one 
way of assuring users that the application has been fully tested 
against different types of attacks. This is often the dilemma 
for cloud computing as external security checks might open 
the company secrets on cloud computing. But this has to be 
sacrificed to ensure the security of their users.

B. Data Security 
Aside from user protection against different types of attacks, 
the data itself should be protected. In this aspect, the hardware 
and software linked to cloud computing should be scrutinized. 
Again, a certification is highly desired in this part of cloud 
computing.
The hardware component for cloud computing on the other 
hand requires a different type of security consideration. The 
location of data center should not only be selected because of 
its proximity to controllers and intended users but also on its 
security (and even secrecy) from external problems. The data 
center should be protected against different types of weather 
conditions, fire and even physical attacks that might destroy 
the center physically.
With regards to the hardware component in relation to the 
application, certain manual components have to be available 
for increased security. Among them is manual shutdown to 
prevent further access of the information. Although data could 
be controlled with another application that data could be 
infiltrated unless the application is shutdown immediately. 

C. Recovery and Investigation 
Cloud computing security should not only focus itself on 
prevention. Ample resources should also be focused on 
recovery if the unfortunate event really strikes. Even before 
disaster happens, certain plans have to be in place to ensure 
that everyone will be working in unison towards recovery. The 
plans do not have to be focused on software attacks alone – 
certain external disasters such as weather conditions should 
have separate recovery plans.
When everything has been recovered, developers and the 
company handling the application should have the means to 
investigate the cause of the problem. Through investigation, 
certain conditions that lead to the event could be realized and 
insecurities could be discovered. Even legal actions could be 
done if security has been breached on purpose.
Security is one of the most difficult task to implement in cloud 
computing. It requires constant vigilance against different 
forms of attacks not only in theapplication side but also in the 
hardware components. Attacks with catastrophic effects only 
needs one security flaw so it’s always a challenge for everyone 
involved to make things secured

VI. Challenges in cloud computing
The challenge for applications in cloud computing is largely 
based on the number of requests the application could 
handle[2]. Although this factor could be highly suggested by 
the data center, the application will usually have a threshold 
if they are not properly written.
To deal with this concern, developers use metadata to enable 
personalized services to their users as well as data processing. 
Through metadata, individualized requests will be entertained 
and will be properly implemented. Metadata also ensures 
uptime of transaction as data requests will be slowed down if 
the developer chooses to do so.

VII. Future of cloud computing
Cloud computing may be a relatively new concept for some 
businesses and consumers. But even though some businesses 
are only starting to adopt and realizing the advantages of cloud 
computing,   industry giants are already looking forward to the 
next big step of cloud computing. 
The future of cloud computing should be highly considered by 
businesses in any industry. The possibility of full adaptation 
of cloud computing by almost any industry is slowly starting 
to happen. If a business will not consider their future in cloud 
computing, the challenges as well as the advantages of cloud 
computing may not be addressed and fully harnessed.
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