
Abstract
Cloud computing emerges as a potential technology for the 
future and expanding on one of the principles of utility computing 
is often claimed to represent a completely new paradigm for 
viewing and accessing computational resources. In essence, 
cloud computing is a way of abstracting and outsourcing 
hardware or software resources over the Internet, often to a 
third party on a pay-as-you-go basis. As the technology grows, so 
as the threats and recent Distributed Denial of Service (DDoS) 
attacks on clouds has become one of the serious threats to 
this buzzing technology.
In this paper We are going to present a novel algorithm , which 
is based on an analytical approach to mitigate DDoS attacks on 
Cloud, the simulation results based on cloudsim (an extensible 
simulation toolkit that enables modeling and simulation of 
cloud computing systems) proves it to be  an effective measure 
to counterpart the DDoS attacks.
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I. Introduction
Computing is being transformed to a model consisting of 
services that are commoditized and delivered in a manner 
similar to traditional utilities such as water, electricity, gas, and 
telephony. In such a model, users access services based on 
their requirements without regard to where the services are 
hosted or how they are delivered. Cloud computing denotes 
the infrastructure as a “Cloud” from which businesses and 
users are able to access applications from anywhere in the 
world on demand. 
Depending on the type of resources provided by the Cloud, 
distinct layers can be defined as Infrastructure as a Service 
(IaaS), Platform as service (PaaS) and Software as a Service 
(SaaS) [1]. All of these layers come with the promise to reduce 
first of all capital expenditures (CapEx) as well as operational 
expenditures (OpEx) in terms of reduced hardware, license 
and patch management. on the other hand, along with these 
benefits, Cloud Computing also raises severe concerns 
especially regarding the security of the cloud.

II. Security of the Cloud
Although there is a clear demand for in-depth discussion of 
security issues in Cloud Computing, the current surveys on 
Cloud security issues focus primarily on data confidentiality, 
data safety and data privacy and discuss mostly organizational 
means to overcome these issues.  
In this paper we are going to impart some light on one of the 
crucial attack on the cloud, Distributed Denial of Service (DDoS)
[2] attacks and are going to present an Analytical approach to 
mitigate these attacks. Before going to discuss the approach 
we first look on to the DDoS attack’s overview and its origin.

A. Flooding Attacks
Flooding attacks[2], basically consist of an attacker sending a 

huge amount of nonsense requests to a certain service, which 
is providing various services under cloud. As each of these 
requests has to be processed by the service implementation in 
order to determine its invalidity, this causes a certain amount 
of workload per attack request, which in the case of a flood of 
requests usually would cause a Denial of Service to the server 
hardware. In the specific case of Cloud Computing systems, the 
impact of such a flooding attack is expected to be amplified 
drastically. This is due to the different kinds of impact, which 
are discussed next. 

B. Denial of Service (DoS) Attack 
A Denial of Service (DoS)[9] attack can be characterized as 
an attack with the purpose of preventing legitimate users 
from using a victim computing system or network resource. 
When the Cloud Computing operating system notices the high 
workload on the flooded service, it will start to provide more 
computational power to cope with the additional workload. The 
attacker can flood a single, Cloud-based address in order to 
perform a full loss of availability on the intended service. 

C. Distributed Denial of Service (DDoS) Attack  
A Distributed Denial of Service (DDoS) attack is a large-scale, 
coordinated attack on the availability of services of a victim 
system or network resource, launched indirectly through many 
compromised computers on the Internet. The services under 
attack are those of the "primary victim", while the compromised 
systems used to launch the attack are often called the 
"secondary victims”. The use of secondary victims in performing 
a DDoS attack provides the attacker with the ability to wage a 
much larger and more disruptive attack, while making it more 
difficult to track down the original attacker. 
A Distributed Denial of Service (DDoS) attack uses many 
computers to launch a coordinated DoS attack against one or 
more targets. Using client/server technology, the perpetrator 
is able to multiply the effectiveness of the Denial of Service 
attack. To keep in view the gravity of DDoS attack’s we focus 
our research to provide a mechanism to mitigate these attacks 
by using an Analytical approach.

III. DDoS Mitigation - An Analytical Approach
As in the case of DDoS attacks the attacker sends large volume 
of malicious packets which later prevent the legitimate user to 
access the services, therefore our prime concern is to find out 
the no of packets being malicious in the legitimate requests 
and then mitigates them by an appropriate mechanism. 
In this paper we are presenting a Analytical approach based on 
mathematical equation which will be used to find out the no of 
packets being malicious under legitimate data packets and an 
algorithm which is a refined method of traditional hoop count 
inspection mechanism to mitigate the malicious packets which 
are coming along with the legitimate data from the attacker 
side and can pause a threat to the network performance.

A. Proposed Analytical Approach for Malicious 
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packets
Let us suppose 
p              = probability of a packet being                        
                    malicious 
q or 1-p   = probability of a packet being  
                     non-malicious or legitimate
Suppose the packets are being arriving at server end with a 
Poisson’s distribution ‘λ’.
m             = no of malicious packets
l               = no of non-malicious or 
                    legitimate packets.
M             = total no of packets arrived with 
                    Poisson’s distribution   ‘λ’.
Now Conditional Probability of each packet being malicious  
under legitimate packets is
   P (m, l) = P ( m+l , m) . P ( m+l)               (1)
Where P (m+l , m) is the Probability of exactly occurrence of 
‘m’ success and is given by Binomial Experiment as 
   P (m+l , m)    =  m+lCm  pm ql
  P ( m+l , m)   = m+l ! / m ! l !  pm ql                           (2)
Further form Poisson’s Distribution 
  P (m+l) = е- λ λ m+l / m +l !                              (3)                  
From equation (2) and (3), we can rewrite equation (1) as:
  P ( m, l) = P ( m+l , m) . P ( m+l ) 
        = m+l ! m ! l ! pm ql  . е- λ λ m+l / m +l ! 
    =  pm (1-p) l  .е- λ λ m+l /  m ! l !                                                                       
                (replacing q = 1-p)         
   =  pm (1-p)l ( e –λp e –λ(1-p)  λm λ l   /  m ! l !
   = e-λp (pm λm ) / m ! . e –λ(1-p)  (1-p)l λ l   / l !     
                                                                            (4)
Now from equation (4) , the Joint probability of malicious 
packets in total traffic is given by
                     (5)
From the above equation (5), by putting the value of Joint 
Probability to 1 ( As the aim of the attacker is to exceed the total 
channel bandwidth capacity by sending as much as malicious 
packets as possible) , the value of  Poisson’s distribution  ‘λ (rate 
of arrival of packets) and approximate probability of malicious 
packet ‘p’,  we can find the value of  ‘m’ , the number of packets 
that are being malicious in the traffic .So now by the help of 
this analytical approach based on mathematical equations we 
can get the no. of packets that are malicious in legitimate data 
and then these packets can be mitigated on the basis of hoop 
count value stored in their TTL (Time to Live ) filed.

B. Proposed Mitigation Algorithm
We now propose a algorithm named Hoop Count Inspection with 
Malicious Probability Rate   (HCI-MPR) based on Hoop count 
Inspection to mitigate these malicious packets.  
Step 1: For given value of ‘λ’ and ‘p’ calculate ‘m’ (no of 
malicious packets) such that    P(M = m) = 1( From equation 
(5) joint probability of malicious packets )
Step 2: Initialize count = 1
Step 3: For each value of count =1 to m
Extract final value of TTL (Time to Live) as Tf
Investigate the initial value of TTL as Ti
Compute Hoop count  Hc = Tf   - Ti
Retrieve the stored Hoop count index as Hs
            For each packet  
       if ( Hc != Hs )   
 then  
‘discard the packet’  // Packet is malicious 
 else 
‘allow the packet’  // Packet is legitimate

Step 4: Increment count   as count ++
Step 5: Repeat step 3 until count < = m.
Step 6: if count > m   exit.

IV. Simulation Results
We have simulated our Proposed Algorithm Hoop Count 
Inspection with Malicious Probability Rate   (HCI-MPR) against 
Traditional Hoop count inspection Method (HCIM) under 
Glomosim using CloudSim toolkit and analyzed the results 
based on computational time and detection rate. The various 
findings of the simulation are discussed as 

A. Computation Time 
The network computation time is a potential measure for 
the determination of the performance of the network under 
Software as a service (SaaS) cloud computing Environment. The 
sample input can be analyzed with variety of parameters taken 
at the time of simulation. The results which are taken during the 
simulation can be further analyzed with HCIM, the traditional 
algorithm and plotted against the proposed algorithm HCI-MPR 
. The performance of both the algorithms can be studied under 
same sample data inputs. The various observations under 
the various data samples of HCIM and HCI-MPR algorithm are 
taken and analyzed under various parameters of simulation 
with cloudsim toolkit are as below:
For Computation Time simulation the sample inputs are taken 
(Table 1) and the results has been analyzed. 

Table 1 : Sample Inputs
Sample Sample Inputs
1 λ = 1000 (packets/sec) ,    p = 0.4 
2 λ = 2000 (packets/sec) ,    p = 0.5
3 λ = 4000 (packets/sec) ,    p = 0.3
4 λ = 6000 (packets/sec) ,    p = 0.2
5 λ = 8000 (packets/sec) ,    p = 0.1
6 λ = 9000 (packets/sec) ,    p = 0.4
7 λ = 10000 (packets/sec) ,  p = 0.5

Table 2: Simulation Results for   Computation Time 
Sample HCI-MPR HCIM
1 25.03 29.91
2 27.81 32.76
3 33.64 40.28
4 32.14 46.57
5 43.34 49.61
6 47.52 55.34
7 50.86 59.89

Fig. 1: Graphs showing computational time
The graph (Fig. 1) shows that our proposed  approach saves on 
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potential computation time as compared to the HCIM over a 
much better rate and hence improves network performance. The 
Computation time is a much relevant factor for the performance 
measurement of the network as it improves the processing 
power of the Server and there is minimum loss of the available 
resources which support the network. The various recourses 
can be available to the clients if the computational speed will 
improve.

B. Detection Rate 
The detection rate is the no of packets discarded as malicious 
over legitimate ones. The sample input for detection rate is 
taken (Table 3 & 4) and analyzed.

Table 3: Sample Inputs
Sample Sample Inputs
1 λ = 1000 (packets/sec) ,    p = 0.4 
2 λ = 2000 (packets/sec) ,    p = 0.5
3 λ = 4000 (packets/sec) ,    p = 0.3
4 λ = 6000 (packets/sec) ,    p = 0.2
5 λ = 8000 (packets/sec) ,    p = 0.1
6 λ = 9000 (packets/sec) ,    p = 0.4
7 λ = 10000 (packets/sec) ,  p = 0.5

Table 4 : Simulation Results for Detection Rate
Sample HCI-MPR HCIM
1 100 98.2
2 100 98.3
3 99.6 97.0
4 99.4 97.2
5 99.3 96.1
6 99.2 95.2
7 99.1 94.3

As seen in the graph (Fig. 2) the detection rate of the proposed    
algorithm is 100% for sample inputs 1 and 2 and much 
better then HCIM for further corresponding sample inputs. 
The algorithm performance is very much impressive over a 
large data flow of packets which is a general trend in DDoS 
attacks. 

Fig.2. Graphs showing detection rate

V. Conclusion
As it is obvious fact that DDoS attacks are posing a vital 
threat to the emerging Cloud Computing environment, it now 
become very essential to provide a effective mechanisms that 
Mitigate these attacks. In this paper we proposed an analytical 
approach to address the DDoS attacks problem and simulation 
results shows that our proposed Algorithm saves on potential 
computation time while provide a impressive detection rate too. 
Further we add that the mechanism can work out well at large 
data rates by providing some potential inputs in the future.
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