
Abstract
In recent years, it is seen that chaos system plays significant role 
in image cryptography for secure transmission. In this paper 
an algorithm for encryption & decryption of digital image using 
chaotic map lattice (CML) and Arnold cat map is discussed. The 
basic idea behind this is to convert the image, pixel by pixel, 
to chaotic map variables by iterating chaotic map using initial 
conditions. After a small number of iterations, a certain number 
of cycles and changing pixel positions using Arnold cat map, 
image becomes unpredictable. Image size, initial conditions, 
number of iterations, number of cycles and Arnold cat map 
parameters are to be considered as secret keys for securing an 
image. Due to change of any secret keys the system produces 
undesired results at the receiver side. Finally experimental 
results along with statistical analysis including histogram 
analysis and correlation property show that presented algorithm 
has good desirable cryptography properties and is more secure 
technique against the unauthorized person.
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I. Introduction
In last few years, basic ideas and theories behind chaos system 
have diverted the researcher`s mind towards the direction 
of cryptography. Cryptography is the study of mathematical 
techniques related to the aspects of the confidential information. 
The main purpose of cryptography is conversion of an original 
message into a cipher message and then recovers the message 
back in its original form. This process involves transformation 
of the original message into garbage message, so that 
unauthorized people cannot have access of secret message. 
A number of different encryption techniques have been 
proposed by many researchers to provide the confidentiality 
of the message may be text, data, picture, video etc [1-8]. 
Image is one of the most important styles for representation 
of information and more than 80% information we obtained is 
from vision. Due to high sensitivity of chaos systems to initial 
conditions and system parameters, it can be used for strong 
chaotic cryptosystems that makes them robust against any 
statistical attacks. Therefore, chaos system plays a great and 
significant role in cryptography system in many areas, including 
a database, Internet transaction, banking, software, online 
business and protection of communication channels.
During image encryption, chaotic map followed by Arnold 
cat map has also been introduced for secure strong image 
cryptography. Unlike chaotic map, Arnold cat map has different 
significance towards image pixels positions.  As a result of the 
initial sensitivity and the unpredictability of outcome of the 
chaotic map, it is very difficult to attack the secure system 
effectively.
In this paper a new algorithm for image encryption based 
on chaotic map lattice and Arnold cat map is discussed. In 
section I, introduction of cryptography and their applications 
in the field of secure communication are discussed, in section 

II preliminaries of logistic map, chaotic map and their behavior 
with varying system parameters and introduction of Arnold cat 
map, its properties are discussed. In section III and IV procedure 
for the formation of encryption of image through presented 
algorithm is covered, section V describes the performance 
analysis and section VI concludes the paper.

II. Preliminaries

A. Logistic Map
Logistic map is general form of the chaotic map. It is a non-
linear polynomial of second degrees and can be expressed by 
using the following equation:

where λ is a system parameter lies between 0 to 4,  is map 

variable lies between 0 to 1,  is the initial condition of the 
logistic map and n is number of iteration used for generating the 
iterative values. By varying the system parameter λ, following 
behaviors are observed:
a. When the value of  lies between 0 to 1, the iterative values 

ultimately die, which are sovereign of initial condition.
b. When the value of  lies between 2 to 3, the iterative 

values first oscillate around some value and then finally 
stabilize on the same value.

c. When the value of  lies between 3 and 3.45 (approximately), 
the iterative values oscillate between two values forever, 
which are dependent on λ.

d. When the value of  lies between 3.45 and 3.56 
(approximately), the iterative values oscillate between 
four values.

e. As the value of  becomes greater than or equal to 3.57, 
this logistic map is converted into chaotic map, because 
a slight variations in the initial condition produces 
dramatically different iterative values over time, exhibit 
chaotic behavior and trajectory of these iterative values 
is called chaotic attractor,  which is a suitable condition 
for image encryption.

B. Arnold Cat Map
Arnold cat map is a special type of chaotic map and it can be 
represented in matrix form as follow [9]:

(2)

where ,  are th pixel position of N x N image, Є, η are 
the constant parameters which are positive integers. The most 
important property of Arnold cat map is that it rearranges the 
position of image pixel, but after iterating a certain numbers 
it returns the same pixels position as before and thereby 
produces the original image. Let us consider, for   
image, when parameters Є =10, η =8 are given then it recovers 
the original pixels positions after being iterated 128 times, as 
shown in Fig. 1, [9]. These 6 pictures are the original image 
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and the images which are iterated after 30, 60, 90, 120, 128 
times. By varying the size of image and parameters η, ε, image 
can be recovered after different number of iterations. So size 
of the image and parameters of Arnold cat map may be treated 
as secret keys for image encryption. 
Due to a less number of secret keys and repeatability of 
original image Arnold cat map cannot be used for security 
system alone. So, for enhancing the security system it requires 
further processing.

III. Chaos based chipper
This section describes the fundamental steps for generation of 
cipher image based on chaos theory for cryptography system. 
An image can be represented as a lattice of pixels, each pixel 
having some gray intensity value ranging from 0 to 255. For 
bringing compatibility with chaotic map each pixel value is 
converted to the value which is within range between 0 to 
1.   Now, Chaotic map lattices is created  by converting each 

pixel value to corresponding map variable  and this value is 

used as a initial condition for the chaotic map, . Each 
chaotic map in CML is iterated with a small number of iterations 
and different initial conditions, produces a value which is 
completely different from the initial value of corresponding 
chaotic map, thereby producing indistinguishable image, 
because of divergence property of chaotic trajectories. Here for 
chaotic map, system parameter is considered as λ=3.9 and for 
this parameter chaotic attractor performs good characteristic 

between  and . To convert 
each pixel value into the corresponding chaotic map variable

, following conversion formula is used:

where  and  is the pixel gray value, to 
calculate the back pixel value from the chaotic map variable 
following inverse conversion formula is used:

where round [] rounds the element of [] to the nearest integer 

value. Equation (4) transforms any state  of the map variable 
into corresponding pixel gray value in between 0 and 255 so that 
image could be visualized. Now we ready for image encryption 
algorithm, which is described in the next session.

Fig. 1 : images obtain after iteration 30, 60, 90,120 and 128 
times

IV. Encryption Algorithm
Image encryption algorithm process can be started with these 

following given steps.
Step-1 Consider an image as shown in Fig. 2 (a) of size N x 
M containing m pixels (where m=N x M and i=1, 2, 3……., m) 
where the gray values of each pixel are converted into the 
corresponding map variable according to the Equation (3). 
For example, if the gray values of the pixel i is  then we 

obtain the map variable =0.52640415686.

Step-2 The gray value of the last map m is used as the initial 
condition to iterate the first map (i=1), i.e., 
Step-3 The first map is iterated n times using initial condition, 

map variable  is obtained and this value is added to the 

map value corresponding to the first pixel . The obtained 
sum value is used as the initial condition for the successive 

map, i.e., .
Step-4 To obtain the CML we iterate from the first map to 
last map passing through all pixels according to the Fig.hown 
in Fig. 2(a). For obtaining stable and significant solution, all 
map value should be lying in the phase space of chaotic 
attractor. So during map iteration if any map variable comes 
outside the range of chaotic attractor phase space then it 
must be taken within the phase space and resulting map 
variable value is used as initial condition for the next map. 

Therefore, if the sum , ∆x is subtracted, 

i.e.,  . After completing one cycle, 
scanning from the first map to the last map, the chaotic map 
lattice (CML) is obtained as shown in Fig. 2(b).
Step-5 We repeat steps (3) and (4) and make several cycles. 
For the next cycle, the new map variable of the last map of 

previous cycle,  (j being the 
number of the cycle), is considered as the initial condition for 

the first map, i.e., . 
Step-6 After finishing all steps mentioned above, now pixels 
positions are changed according to Arnold cat map manner 
called encoded pixels for strong secure transmission, so 
that un-correlation between adjacent pixels would become 
increased.
Step-7 Finally to obtain the encrypted image, each encoded 
pixels values are converted back into value between 0 and 255 
to visualize the pixels gray values according to the Equation 
(4).
During decryption we follow reverse process of which we have 
been done during encryption algorithm. Thus, our cryptographic 
algorithm has four secret keys: system parameters for logistic 
map i.e. chaotic map and Arnold cat map, number of iterations, 
number of cycles, and the image size. For improving the security 
system, each chaotic map in CML may have iterated with the 
different system parameter and number of iterations.

V. Performance Analysis

A. Experimental Analysis
Here we encrypted ‘cameraman.tif’ image of size 256x256, 
No of cycles is 2 and No of iteration 30 for chaotic map using 
MATLAB® Platform. The size of image, number of cycles and 
number of iterations are considered to as secret keys for the 
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encryption of an image. Results are presented as shown in 
the Fig. 3.

Fig. 2 (a) Indices for pixels of an image

Fig. 2 (b) : Indices of encoded map variables

B.  Statistical Analysis:

1. Gray Scale Histogram: The gray scale histogram of original 
image, cipher image and original image at receiver are 
presented in the Fig..3. In which, gray scale of cipher image is 
approximate uniformly distribute. This indicates that the gray 
value of each pixel of original image, thus guarantees the strong 
security performance.

2. Gray Scale Correlation Property Test: To examine the 
correlation property between adjacent pixels pairs following 
method are used. First, randomly select 1000 pairs of adjacent 
pixels form the cipher image. Second, calculate the correlation 
coefficient value of each adjacent pixels pair by using the 
following two formulas:

             (5)

         (6)
where x, y are gray value of two adjacent pixels in the image,   
is the correlation coefficient. For calculation of correlation 
coefficient between adjacent pixels of image and convolution 
following fundamental formulas are used:

             (7)

            (8)

It is known that the adjacent pixels of original image are 
highly correlated and having coefficient close to 1. Moreover, 
the adjacent pixels of encrypted image must have very low 
correlation coefficient close to 0, that is, all pixels value of 
encrypted image have  approximate the same values.  Fig. 4 
shows the results of correlation property analysis.

Fig. 3 (a) Original cameraman image to be encrypted, (b) 
Encrypted image with image size 266x256, No of cycle 2, 
chaotic iteration 30 and parameters for chaotic map Є=10, 
η=7 as a secret keys, (c) Received image (d) Histogram of 
Original image, (e) Histogram of encrypted image, (f) Histogram 
at receiver respectively.
Here we calculate the correlation coefficients of the original 
image and encrypted image. In my experiment the value of 
correlation coefficient between adjacent pixels pairs of original 
image is 0.9560 and corresponding to encrypted image is 
0.03240, which implies the correlation coefficient of the 
adjacent pixels in original cameraman image is very high, and 
the correlation coefficient in the encrypted image processed 
is very low, which is close to 0. From the above experiment, it 
can be seen that the presented image encryption algorithm 
have a good performance.
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Fig. 4 (a), (b) : Correlation test of Original and Encrypted Image 
respectively

VI. Conclusion
In this paper, an image encryption algorithm based on chaotic 
map and Arnold map has been discussed. Through the above 
theoretical analysis and experimental results demonstrate that 
the presented algorithm has high efficiency and strong satisfied 
security, which can be used for practical applications.
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