
Abstract
Intrusion Detection Systems (IDS) is defined as a component that 
analyses system and user operations in computer and network 
systems in search of activities considered undesirable from security 
perspectives. Applying mobile agent (MA) to intrusion detection 
design is a recent development and it is aimed at effective intrusion 
detection in network. This research, presents that MA-based IDS 
provide the computational security by constantly moving around 
within the internal ways of an organization is presented as a natural 
solution to prevent both external and the internal sources of 
intrusion and evaluation of the use of mobile agent’s mechanisms 
to add mobility features to the process of monitoring intrusion 
in computational systems .This research also depicts significant 
advantages in terms of minimizing overhead, increasing scalability 
and flexibility and providing fault tolerance.
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I. Introduction
The acquisition, maintenance and dissemination of information 
have become major concerns of society and have led to the 
increasing expansion of forms of storage and distribution through 
computer networks. Security has become a key word for most 
companies worldwide. Every day brings new, stronger solutions 
for data protection. Firewalls, cryptography of a variety of bits, 
digital certificates, VPNs (Virtual Private Networks), smart cards, 
biometry and IDSs (Intrusion Detection Systems) are already 
all part of the arsenal used to combat systems violations and the 
credibility of on-line transactions. Certain factors make it extremely 
difficult to prevent attackers from possibly accessing a system. 
Most computers have some kind of “security loophole” that enables 
outside attackers from accessing confidential information. Even a 
supposedly secure system can be vulnerable to internal users who 
abuse their privileges from improper practices. Since attacks are 
apparently inevitable, there is an obvious need for mechanisms to 
detect attackers attempting to penetrate the system or legitimate 
users abusing their privileges, preferably at the moment such 
attacks occur. Among many technologies, it is desirable to have 
mechanisms that add mobility to the system monitoring process. 
Thus, the introduction of mobile agents to support computational 
security appear as a natural solution, allowing monitoring system’s 
tasks and speeding up the decision making process in the absence 
of a human system’s manager.

 Fig. 1: Attack space

 Intrusion Detection systems can be classified into three categories 
based on types of data they examine. These are 

A. Host Based IDS
B. Application Based IDS
C. Network Based IDS

This classification depends on their Data Gathering Components, 
which they use to collect data to detect possible attacks against 
system. In the host based approach every host has its own IDS and 
it collects data in the low level operations like network system calls 
(monitoring connection attempts to a port, etc.). A network based 
IDS collects data in the network level, transparently to the other 
hosts. Their sensors are located somewhere in the network and 
monitor network traffic. And the third type of IDS, the application 
based approach uses data sources from running applications as its 
input. There are following characteristics of these IDS:

A. Host-based IDS characteristics
• Pros: Host-based IDS can analyze activities on the host it 

monitors at a high level of detail; it can often determine 
which processes and/or users are involved in malicious 
activities. Host-based IDSs can detect attacks undetectable 
to the network-based IDS and can gauge attack effects quite 
accurately. Host-based IDSs can use host-based encryption 
services to examine encrypted traffic, data, storage, and 
activity. Host-based IDSs have no difficulties operating on 
switch-based networks.

• Cons: Data collection occurs on a per-host basis; writing to 
logs or reporting activity requires network traffic and can 
decrease network performance. 

B. Application-based IDS characteristics 
• Pros: An application-based ID concentrates on events 

occurring within some specific application. They often 
detect attacks through analysis of application log files and 
can usually identify many types of attack or suspicious 
activity. Sometimes application-based IDS can even track 
unauthorized activity from individual users. They can also 
work with encrypted data, using application-based encryption/
decryption services. 

• Cons: Application-based IDSs are sometimes more vulnerable 
to attack than the host-based IDS. They can also consume 
significant application (and host) resources.

C. Network-based IDS characteristics
• Pros: Network-based IDSs can monitor an entire, network and 

impose little overhead on a network. Network-based IDSs 
are mostly passive devices that monitor ongoing network 
activity without adding significant overhead or interfering 
with network operation. They are easy to secure against attack 
and may even be undetectable to attackers.

• Cons: Network-based IDSs may not be able to monitor and 
analyze all traffic on large, busy networks. Network-based 
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IDSs may not be able to monitor switch-based (high-speed) 
networks effectively, typically, network-based IDSs cannot 
analyze encrypted data, nor do they report whether or not 
attempted attacks succeed or fail. Thus, network-based IDSs 
require a certain amount of active, manual involvement from 
network administrators to gauge the effects of reported 
attacks.

II. Network Based IDS
Network based ID systems can be thought as intelligent network 
hardware, they monitor the network traffic and analyze it 
according to some signatures. To do this a network interface is 
set in promiscuous mode and collects all packets through the 
network. Collected data are considered to be interest of 3 major 
types of signatures. These are String signatures, Port signatures 
and Header signatures. 

A. String signatures
String signatures look into packet data to find a possible text 
related with an incident. An example for an UNIX system can be 
“cat “+ +” > /.rhosts”, which defines an attempt to execute “cat” 
command to append a new entry to “.rhosts” file which includes 
list of remote hosts. This might be a severe security leak for a 
UNIX system.

B. Port Signature 
Port signatures simply monitor traffic to specified ports. They are 
looking for well-known attack ports like FTP (TCP 21), telnet 
(TCP 23) and IMAP (TCP 143). If any of these ports are not used 
by any service in the system, the packets coming to this port might 
have been suspicious.

C. Header Signatures 
Header signatures are concerned with the illogical and possibly 
dangerous combinations with packet headers.The advantage of the 
network based IDS is that they are generally OS independent and 
as they work in the network level and not located on every host, 
they do not have any effect to the existing system. In addition they 
are very flexible and portable. But they have also disadvantages 
especially under heavy network loading. In general they are weak 
in dropping packets in heavy load and fast speeds.   

Short comings of currently deployed IDS
• No generic building methodology,
• Lack of efficiency,
• Lack of portability among monitored environments,
• Limited flexibility (includes tailor ability, scalability, and 

dynamic reconfigurablity)
• Limited upgradability of detection techniques,
• Difficult maintenance of rule sets,
• No performance and coverage benchmarks, and
• No good way to test effectiveness

III. Intrusion Detection System Based on Mobile 
Agents
The degree of protection against every malicious action is directly 
related to the time and effort spent in constructing and managing 
security systems. These actions can be identified at the moment 
they occur using complex tools to continuously monitor and warn 
of suspect activities. They provide an attractive and radically 
different approach to the applications design process. These 
elements have characteristics that are inherent to the concept 
of multi agents, providing good performance. Mobile agents, 

therefore, constitute an interesting mechanism for the development 
of IDS. The following items describe some of the advantages of 
applying mobile agents to responding to an intrusion:
• Tracing an Attacker
• Responding at the Target
• Responding at the Source
• Evidence Gathering
• Isolating the Source and Target

A. Mobile agent and its usefulness
“An agent can be defined as a software program capable of 
executing a complex task on behalf of a user. Mobile agents 
are a special type of agents defined as “processes capable of 
“roaming” through large networks such as the World Wide Web, 
interacting with machines, collecting information and returning 
after executing the tasks adjusted by the user””
There is followings advantage of mobile agent or properties of 
mobile agent. An agent is a physical or logical entity characterized 
by the following attributes:
• Autonomy: agents are independently-running entities, 

they operate without the direct intervention of humans or 
others,

• Mobility
• Rationality
• Reactivity
• Inferential capability
• Pro-activeness
• Social ability

              
Fig. 2: Mobile agent

Accordingly to the above attributes, we will argue, in this section, 
the use of mobile agent to improve the characteristics of the IDS, 
overcome the limitations described previously and to evaluate their 
applicability to design automated intrusion detection
• Robust behavior
• Scalability: Mobile agents reduce the computational load on 

the system by dividing it different hosts.
• Static Adaption: When a new attack signature has to be added 

to the IDS, the algorithm of the agents can be updated without 
restarting the whole system.

• Overcoming Network Latency: Since agents operate directly 
on the host, where an action has to be taken, and their response 
is faster than hierarchical systems, where the actions are taken 
by central coordinator.

• Reducing Network Load: Instead of sending audit data from 
sensors to central stations, sending the code of the agent may 
cause little network load, because audit data may become 
huge amounts.

• Autonomous Execution: In order to prevent letting the whole 
network undefended, when a part of the IDS fails, agents 
can work autonomously even if their creators don’t operate 
anymore.
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• Platform Independence: Where the agents run on the agent 
platform, they are independent from the platform of the 
host.

• Dynamic Adaption: The system can be reconFig.d at run-time 
because of the agents’ dynamic behavior.

B. Limitation of mobile agent based IDS: MA- IDSs are 
also faced with some shortcomings such as
• High time to detection: MA solutions may not be fast enough 

to meet the needs of IDS. One of the major challenging 
problems facing MA-IDS is improving the speed with which 
they can identify malicious activities.

• Performance: though MA technology has improved greatly 
in detection performance, effective detection of autonomous 
attacks is still very low. Also, agents are often written in 
scripting or interpreted languages which are easily ported 
between different platforms. Their modes of execution are 
still very low compared to native codes.

• Security: Another major problem is protecting the protector 
(MA-IDS) from attacks.

C. Hierarchical IDS architecture:
In a hierarchical architecture, the leaf nodes represent network-
based or host-based collection points at which information is 
gathered. The information is passed to internal nodes, which 
aggregate information from multiple leaf nodes. Further 
aggregation, abstraction and data reduction occur at higher 
internal nodes until the root node is reached. The root node is 
a command and control system that is responsible for detecting 
intrusions and for issuing responses. Network IDS architecture 
allows information to flow from any node to any other node. 
Hybrid IDS architecture is a combination of both hierarchical 
and network IDS architectures.

Fig. 3: Classification of IDS

IV. General Architecture of the System 
The main concept of the mobile agent based IDS is simplicity. 
Each agent is a simple entity that carries out a specific activity and 
cooperates with other agents as efficiently as possible. When an 
agent considers an activity suspect, it immediately advises other 
agents of the system of the suspected intrusion. At that moment, 
an agent (or a group of agents) with a higher level of specialization 
for that type of suspected intrusion is activated. The significant 
interests of this design are:
• Improving IDS performance: IDS that is functionally correct, 

but detects attacks too slowly, is of little use, it is necessary 
to improve time-to-detection of MA-IDS.

• Detection of autonomous attacks: The aim of MSAIDS is 
to provide an architecture where autonomous attacks are 
efficiently detected.

• Reduction in false alarm: The work also aims at reducing 
false alarm rates effectively.

• IDS agents’ security: Since the role of IDS is to monitor and 
ensure security of the network, the IDS itself is a primary 
target of the attacks. It is important for IDS agents to operate 
in hostile environment and still exhibit a high degree of 
fault-tolerance and performance. A major consideration of 
this work is to present an architecture that provides agents 
protection.

It comprises of the following components: 

A. Main Intrusion detection Processor 

• Responsible for monitoring network segments & acts as 
central intrusion detection and processing units 

• Responsible for collection and correlation of IDS data from 
distributed IDS mobile agents. 

• Acts as a secure, trusted repository for the mobile agents to 
obtain latest information about attacks 

• Monitor incoming network traffic 
• Integrate correlating data sent by individual mobile agents 

to implement a multi-point detection, especially to deal with 
distributed attacks coming from within the network. 

• Monitor established connections within the network at low 
level by scanning packets. 

• Gather evidence of the attacker’s behavior during the time 
window between the attack detection and the response. 

• Look for the exploitation of known vulnerabilities in the 
network by checking on local intrusion signatures such as 
files integrity and user behavior profiles 

B. Mobile Agent Platform (MAP) 
The MAP can create, interpreted, execute, transfer and terminate/
kill agents. The platform which is a small server program that 
resides on each host is responsible for accepting requests made by 
network users and generating IDS mobile agents plus dispatching 
them into the network to do intrusion detection functions. 

C. Mobile IDS agent 
Each host has a mobile IDs agent roaming all its hosts at all times. 
This agent is responsible for detecting intrusion based on data 
gathered by sniffing on the network traffic.

D. Sniffer
A sniffer is a device, computer software or hardware that can 
intercept and log traffic passing over a digital network

 Fig. 4: General Architecture of the System
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V. Conclusion
In this paper, we proposed a novel classification of a typical 
intrusion detection system. This paper present an architecture 
and model of a scenario of an intrusion detection system based 
on mobile agents. This architecture aims to minimize the costs of 
IDS. It consists of the use of a large number of small mobile agents 
to perform different attempted intrusions. Each agent operates 
independently from the others; however, they all cooperate in 
monitoring the system, forming suitable IDS. It is shown that this 
approach presents significant advantages in terms of overhead, 
scalability and flexibility.
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