
Abstract
Domain Name Systems (DNS) servers provide a critical service to 
users and application on the internet. It translates human friendly 
names into IP addresses and vice versa. DNS has two kinds of 
service types, one is the authoritative DNS which provides 
complete information about some part of domain name space, 
which they load from a file or from another name server, and the 
other is the recursive DNS which queries the information into 
the authoritative DNS and delivers the replied information into 
the client. This paper focuses on the Non-authoritative naming 
resolution of DNS.
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I. Introduction
The Domain Name System (DNS) is one of the most critical and 
fundamental building blocks of today's Internet infrastructure. It is 
a hierarchically distributed database which provides the essential 
service of translating between domain names and IP addresses. 
DNS [1, 2] is also used to route email, store additional mapping 
information [13, 16], or provide other services [13, 14]. Berkeley 
Internet Name Domain package (BIND) [3] is the most widely 
deployed DNS implementation, which is openly redistributable 
[15].

DNS has two kinds of service types, one is the authoritative DNS 
which provides complete information about some part of domain 
name space, which they load from a file or from another name 
server, and the other is the recursive DNS which queries the 
information into the authoritative DNS and delivers the replied 
information into the client [8,9]. The recursive DNS keeps the 
Cache DB about once-replied information to do DNS-service on 
the same queries efficiently.

In the software-wise working of DNS, many things play the main 
role - Zone, a collection of hostnames/IP pairs all managed together 
[5]. Eg. the DNS records - sales.microsoft.com, marketing.
microsoft.com, support.microsoft.com are the part of Microsoft.
com zone. Nameserver, a software server that answers DNS 
questions. If a nameserver is authoritative, then it knows the answer 
directly and in either case, if its recursive nameserver, then it has to 
go out to the internet and ask aroung to find the answer. Eg. What 
is the IP address for www.punjabiuniversity.ac.in? Authoritative 
Nameserver, are the ultimate authority for a domain.  All other 
DNS servers on the Internet goes to it for information about the 
domain. Eg. punjabiuniversity.ac.in is 208.43.209.220. Resolver, 
the client part of the DNS client/server system [10-12]. it asks 
the questions about hostnames. It is a small library compiled 
into each program that requires DNS services, and it knows just 
enough to send questions to a nearby nameserver. On Linux/
UNIX systems, the location of the servers-to-ask is found in the 
file /etc/resolv.conf, and on Windows it's part of the Network 
Connections setup in the control panel [7]. This consists of a list 
of IP addresses, each of which expects to find a nameserver on 
the other end. Delegation, When a nameserver doesn't have the 
contents of a zone, but knows how to find the owner, it's said to 

delegate service of that zone to another nameserver. It's a pass-
the-buck mechanism eg. "I know the zone you're asking about, 
go ask (hostname) for the details" [18].

II. DNS Packet
All DNS packets have a structure that is shown in Fig. 1.
The header describes the type of packet and which fields are 
contained in the packet.

A. Source / Destination IP address
These reflect the IP addresses of the machines that sent and should 
receive the packet [4,6]. It's possible to forge the source address, 
but pointless to forge the destination.

Fig. 1: DNS Packet

B. Source / Destination port numbers
DNS servers listen on port 53/udp for queries from the outside 
world, so the first packet of any exchange always includes 53 as 
the UDP destination port. The source port varies not enough, as 
we'll find shortly. Sometimes it's also port 53/udp, sometimes 
it's a fixed port chosen at random by the operating system, and 
sometimes it's just a random port that changes every time. But in 
case of DNS functionality, the source port doesn't matter as long 
as the replies get routed to it properly. But this turns out to be the 
crux of the problem at hand. 

C. Query ID
This is a unique identifier created in the query packet that's 
left intact by the server sending the reply. It allows the server 
making the request to associate the answer with the question. A 
nameserver might have many queries outstanding at one time, 
even multiple queries to the same server, so this Query ID helps 
match the answers with the awaiting questions. This is also called 
the Transaction ID (TXID). 

D. QR (Query / Response)
Set to 0 for a query by a client, 1 for a response from a server. 
Opcode - Set by client to 0 for a standard query. 
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E. AA (Authoritative Answer)
Set to 1 in a server response if this answer is Authoritative, 0 if 
not. 

F. TC (Truncated)
Set to 1 in a server response if the answer can't fit in the 512-byte 
limit of a UDP packet response. This means the client will need to 
try again with a TCP query, which doesn't have the same limits. 

G. RD (Recursion Desired)
The client sets this to 1 if it wishes that the server will perform 
the entire lookup of the name recursively, or 0 if it just wants the 
best information the server has and the client will continue with 
the iterative query on its own.

H. RA (Recursion Available)
The server sets this to indicate that it will (1) or won't (0) support 
recursion. 

I. Z - This is reserved and must be zero 

J. Rcode
This is the response code from the server, which indicates success 
or failure. 

K. Question record count
The client fills in the next section with a single question record 
that specifies what it's looking for. It includes the name (www.
punjabiuniversity.ac.in), the type (A, NS, MX, etc.), and the class 
(virtually always IN=Internet). The server repeats the question in 
the response packet, so the question count is almost always 1. 

L. Answer/authority/additional record count
Set by the server, these provide various kinds of answers to the 
query from the client: we'll dig into these answers shortly. 

M. DNS Question/Answer data
This is the area that holds the question/answer data referenced by 
the count fields above.

III. DNS Query
A DNS query is the process of a computer or networking device 
making an inquiry to get an IP address for a DNS name like 
websites.net. The client computer will send a DNS query to one 
of their internet service provider's DNS servers. The DNS server 
looks in it's DNS database to tell whether it can answer the query 
authoritatively. If the DNS server can answer authoritatively, the 
DNS server answers the query and the DNS query process is 
complete. If the server cannot answer the query authoritatively it 
will look in its DNS cache of previous queries. If the DNS server 
finds a matching entry in its cache, it will answer the query with 
a non-authoritative answer based on the information in its cache 
and the DNS query process is complete. 
We will now look how a simple recursive query works in the 
absence of any bugs. The DNS packet itself has many important 
fields, and that help us in understanding the high level flow of a 
full query, from top to bottom. In the simple DNS query, we see 
that the user attempted to ping the web-server websites.net, and 
the ping program asked the name-server to perform this name-to-
IP lookup. Thus, our query is:  ping www.websites.net. A simple 
DNS Query looks like:

Fig. 2: Simple DNS Query

IV. DNS Query Processing
But it could have just as easily been a user entering http://www.
websites.net in a browser address bar and pressing enter key. The 
processing of this DNS Query will be as follows:

Step 1: The client (User's PC) makes a request for www.websites.
net, and it's routed to the name-server provided by the user's ISP. 
It requests the A record, which represents an IP address. 

Fig. 3: Step 1 of DNS query resolution

The ISP's name-server knows that it's not authoritative for websites.
net, so it can't look it up in its local zone database. It also doesn't 
find the name it its cache of recently-seen data, so it knows it has 
to go out to the internet to find this address.
Step 2: All recursive name-servers are preconFig.d with a list of 
13 root servers, a selection of which looks like: 
Root hints

A.ROOT-SERVERS.NET.  IN  A  198.41.0.4
B.ROOT-SERVERS.NET. IN A 192.228.79.201
C.ROOT-SERVERS.NET.  IN  A  192.33.4.12
...
M.ROOT-SERVERS.NET.  IN  A  202.12.27.33

The name-server picks one at random and sends off the query 
for the A record of www.websites.net, here it's going to b.root-
servers.net

Step 3: The root server doesn't know anything about websites.
net, but it will send me the way of the Global Top Level Domain 
(GTLD) servers responsible for the .net domain. This is in the form 
of NS records of servers more qualified to answer the query. 

.NET referrals
/* Authority section */
NET.             
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    IN  NS A.GTLD-SERVERS.NET.
                     IN  NS B.GTLD-SERVERS.NET.
                     IN  NS C.GTLD-SERVERS.NET.
                     ...
                     IN  NS M.GTLD-SERVERS.NET.

/* Additional section - "glue" records */
A.GTLD-SERVERS.net.  IN  A  192.5.6.30
B.GTLD-SERVERS.net.  IN  A  192.33.14.30
C.GTLD-SERVERS.net.  IN  A  192.26.92.30
...
M.GTLD-SERVERS.net.  IN  A  192.55.83.30

Fig. 4: Step 2 and Step 3 of DNS query resolution

Though technically we asked only for the NS records, the root 
servers also give us the IP address of each. This is known as "glue" 
and is provided to save us from having to look it up.

Step 4: With the obtained referral from the root servers, this name-
server chooses one of the authoritative servers at random — here 
say c.gtld-servers.net — and sends off the same query. Eg. “what's 
the A record for www.websites.net?”.

Step 5: The GTLD server doesn't know the specific answer to this 
query. It sends back a referral (a set of NS records) that are likely 
to have what we seek. 
websites.net referral
/* Authority section */
websites.net.        IN  NS cs.websites.net.
                             IN  NS support.websites.net.

/* Additional section - "glue" records */
cs.websites.net.           IN  A  8.7.25.94
support.websites.net.  IN  A  64.170.162.98

Fig. 5: Step 4 and Step 5 of DNS query resolution
Step 6: Once again the recursive name-server is following a chain 
of referrals on the client's behalf, and it picks one of the name-
servers at random and sends off a third query (the same as the 
other two).
Unlike the other answers, that merely passed the buck onto other 
name-servers, this one actually has what we were looking for, it 
provides the A record for www.websites.net. 

Step 7: In addition, the response includes a flag saying "This is 
an authoritative response", indicating it came from the source of 
truth for this domain.

Fig. 6: Step 6 and Step 7 of DNS query resolution

Step 8: Now with answer in hand, the ISP's recursive name-server 
hands that answer back to the client, and that satisfies the entire 
query. The recursive name-server also files away this answer 
into its own cache in case this or some other client makes the 
same query later. But we'll note that the reply to the client doesn't 
include the authoritative indicator. Even though it received one 
from cs.websites.net, the recursive nameserver can't pretend to the 
client that it's actually the source of authority, so it's considered a 
non-authoritative answer.
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Fig. 7: Step 8 of DNS query resolution
This procedure goes on under the hood trillions of time every 
day over the internet. DNS is quite fast, so the eight-packet 
handshake (for this particular query) routinely completes in just 
a split second. This reveals the distributed nature of DNS, no one 
machine knows everything, but they do know how to find each 
other via delegation. 
As a side note, nothing prevents any name-server from hosting 
any zone, including those it doesn't really own [17]. A bad guy 
could set up a name-server and conFig. an authoritative zone for 
BankOfSteve.com, but it has no effect because no higher-level 
name-server ever delegates to it. 

V. Conclusion
In this paper, we examined non-authoritative naming resolution   
for a DNS-based distributed web server system, and evaluated 
their functionality mechanism of query processing. There is scope 
of attacks that will be the reason of mlfunctions over the network. 
As attackers use their techniques, to acquire knowledge about the 
DNS and send majority of malicious pages at the target (receiver) 
end. In future, the research is required so that malicious attacks 
by the attackers be controlled by way of  secure management of 
DNS.
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