
Abstract
Hybrid computing systems have received considerable attention 
recently as an approach to significant performance gains in many 
problem domains. Deploying applications on these systems, 
however, has proven to be difficult and very labor intensive. In 
this paper we review the current state of practice for application 
development on hybrid systems. We also present our vision of 
the application development languages and tools that we believe 
would greatly benefit the process of designing, implementing, 
and deploying applications on hybrid systems.

Keywords
Cloud computing, public cloud, Private cloud, Hybrid cloud.

I. Introduction
Cloud-computing is Internet-(“CLOUD-”) based development 
and use of technology (“COMPUTING”). Cloud computing is a 
general term for anything that involves delivering hosted services 
over the Internet. It is used to describe both a Platform and type 
of Application. Cloud computing also describes applications that 
are extended to be accessible through the Internet. These cloud 
applications use large data centers and powerful servers that host 
Web Application and Web services. Anyone with a suitable Internet 
connection and a standard browser can access a cloud application. 

 
Fig. 1: Cloud Computing
User of the cloud only care about the service or information they 
are accessing- be it from their PC’s, mobile devices, or anything 
else connected to the Internet - not about the underlying details 
of how the cloud works.”

II. Classification
Similar, to the attempts to define the term cloud computing, the 
categorization of it is rather difficult, if not\ impossible in the 
currently rapid evolution of the cloud landscape”. However, many 
papers classify cloud systems by their level of abstraction and 
their exposure to the Internet.

A. Service Models: Abstraction Classes
In order to create the illusion of infinite resources and elasticity, 
virtualization technology is needed. Depending on how abstracted 
resources are, different service models are differentiated.

1. Software as a Service (SaaS) : at the highest level of 
abstraction, users are mostly unaware of the fact that are using cloud-
enabled applications, and are hence not able to control the underlying 
resources. Instead, they simply use client interfaces such as web 
browsers. A popular example is the salesforce.com CRM (Customer 
Relationship Management) system.

2. Platform as a Service (PaaS) : users are able to develop and 
deploy applications within the provider’s hosting environment, 
e.g. a Java application framework. Low-level resources are not 
controlled by the cloud user. Prominent example is the Google 
App Engine.

3. Infrastructure as a Service (IaaS) : at the lowest level of 
abstraction, cloud users have access to virtualized resources such 
as processing time, networking or storage. They are provided 
virtual machines and can run arbitrary software. Famous example 
is Elastic Computing Cloud (EC2) – a Amazon product.

B. Deployment Models: Exposure Classes : Not every cloud 
is available for public use: depending on the level of exposure to 
the Internet, the following models are implemented:

1. Public Cloud : This cloud infrastructure is publicly accessible 
via an Application Programming Interface (API). It is hosted by a 
cloud provider who sells its capacity using a pay-per-use payment 
model. All the above mentioned examples are public clouds.

Fig. 2: Public Cloud

2. Private Cloud : In this cloud infrastructure, the cloud is hosted 
within the data center of an organization and used by local users 
only. It focuses on providing a flexible virtualized infrastructure 
rather than on selling the cloud resources.

Fig. 3: Private Cloud

3. Hybrid Cloud : The approach to hybrid cloud extends the private 
cloud model by using both local and remote resources.

Fig. 4: Hybrid Cloud
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It is usually used to handle ash crowds by scaling out when the 
local capacity is exhausted. This so called cloud-bursting enables 
highly elastic environments. The main difference between private 
and hybrid clouds is \the extension of service provider-oriented low 
cost cloud storage to the enterprise”. That is remote cloud resources 
are seamlessly integrated in the private cloud, and thereby creating 
a hybrid cloud.

III. Hybrid Cloud
Public clouds have become increasingly popular in the recent few 
years. Without having to maintain a data center, the public cloud 
allows almost instant resource provision and fast scaling. Amazon’s 
EC2 which is a product of Amazon has strongly contributed to the 
development of public cloud and is also considered as one of the 
first public cloud solution. However, not only the cloud community 
is growing rapidly, but also the number of critiques is increasing. 
Especially, not only in terms of data security and privacy, but 
also in other topics (such as availability, vendor lock-in, cost, or 
interoperability), public clouds carry inherent risks. An obvious 
yet not trivial solution to these issues is the use of both private and 
public delivery models, and combining them to a hybrid cloud. 
This paper briefly explains the existing opportunities and obstacles 
of cloud computing - particularly for hybrid clouds.

IV. Opportunities
In a hybrid cloud, a company can maintain its own private cloud, 
i.e. a virtualized data center, and can scale out to a public cloud if 
needed. Development of traditional data center to a hybrid cloud 
approach brings many benefits to businesses:

A. Optimal utilization : The available server resources in typical 
data centers, are actually used from 5-20%. This is because of 
peak loads which are ten times higher than that of the average 
load. Hence, servers are mostly idle - generating unnecessary 
costs. Hybrid clouds can increase server utilization by scaling 
out to public resources to handle ash crowds.

B. Data center consolidation : Instead of providing the 
capacity to cope for worst-case scenarios, a private cloud only 
needs resources in average cases. The option to burst out allows 
server consolidation and hence resulting in reduction of operating 
costs. In particular, this includes the costs for hardware, power, 
cooling, maintenance, and administration.

C. Risk transfer : The companies themselves are responsible 
for keeping up and running their data center and private cloud. 
The public cloud provider has to ensure a high uptime for their 
service. Using a hybrid cloud model, “the risk of misestimating 
workload is shifted to the cloud vendor from the service operator”. 
Most of the cloud providers have service level agreements which 
ensure an uptime of more than 99.9% per year, i.e., a downtime 
of max. 9 hours per year.

D. Availability : The high availability in the corporate data center 
is difficult and expensive, because it requires redundancy, backups, 
and geographic dissemination. Especially in companies where IT 
is not the core business, the expertise in this area is rather limited. 
In a hybrid cloud environment, the public cloud can scale up 
or take over operations completely if the company’s data center 
is unavailable due to failures or Distributed Denial of Service 
(DDoS) attacks.

V. Challenges and Issues
Even though hybrid clouds offer a great value proposition and 
enable many opportunities, the number of challenges and issues 
is also very high. Especially due to its still evolving nature, cloud 
computing has many unsolved economic and technical issues. The 
following sections discuss the most important issues briefly.

A. Cost : One of the most key obstacle from the business 
perspective, is the fact that hybrid cloud infrastructures require 
both a local data center and additional remote resources from 
a cloud provider. That is, the often mentioned benefit of cloud 
computing - the independence of a data center - does not hold 
true for hybrid environments. In fact, hybrid cloud infrastructures 
have to factor in the setup and operating cost for a data center 
(e.g. hardware, power, cooling, maintenance) as well as the usage-
based costs of the cloud provider. Depending on utilization, data 
center cost and the costs of the cloud provider, businesses have 
to decide whether the cloud is profitable or not. In its technical 
report, the UC Berkeley proposes a simple model to compare the 
expected profits of in-house computing with the profits of using 
public cloud resources. Even though their model is based on very 
strong assumptions, it identifies the important key characteristics 
that influence the decision:

1. Pay separately per resource : Most of the applications do 
not use available resources equally, but rather use one of them 
extensively. Some applications are CPU intensive, others might be 
storage or bandwidth-oriented. Depending on the resource-type, 
external providers might offer better conditions than a local data 
center can offer.

2. Power, cooling and physical plant costs : It depends on 
how expensive the private data center is, local applications have to 
factor in the costs for power, cooling and other plant expenses.

3. Operations costs : Cloud environments have lower hardware 
operations costs, because data centers are virtualized and the risks 
of outages can be moved to external providers. The operations 
costs of software management, however, stay the same in IaaS 
environments and decreases with an increase in the abstraction 
level (lower costs in SaaS environments).

4. Utilization : Profits and costs strongly correlate with the 
degree of data center utilization. While external cloud providers 
include operations costs in the usage costs, the local data center 
costs must be set in relation to the utilization. Depending on the 
usage capacity of the local data center and the usage costs of 
the cloud provider, businesses have to decide how many public 
resources to use. Even though the present characteristics can help 
indicating the amount of capacity to buy from external providers, 
infrastructure decisions are not only profit driven, but have to 
consider other factors.

VI. Security and Data Confidentiality : One of these factors 
is the security of data and information. According to studies 
conducted by Colt in 2009, over 60% of the IT decision makers 
are still insecure regarding cloud security. While servers in a 
privately owned data center are physically under the control of 
the IT department, virtual machines inside a cloud are located 
anywhere in the world and controlled by the cloud provider. Leaving 
business critical machines to an external instance not only requires 
solid service level agreements, but also trust in the provider’s 
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capabilities and fidelity. But the physical location of the servers is 
not the only issue: more problematic is that the server is not part 
of the company’s network anymore, but of the public Internet. In 
classical corporate networks, the different IT components such 
as logon servers, directory services or file servers are hidden in 
the inner perimeter and shielded with a firewall. Inside a cloud, 
these mechanisms to secure the machines do not apply, and other 
security measures have to be installed. In fact potential attackers 
do not need to break through the firewall anymore, but can easily 
access the same network or even the same physical machines by 
simply renting virtual machines from the cloud provider. While 
the topology and software of an in-house data center is unknown 
to outside instances, the cloud reveals its technologies to potential 
attackers by definition. That is attackers can analyze the server 
environment, network traffic and possible hypervisor bugs without 
having to break through the inner perimeter. Even though the VMs 
(Virtual Machine) on a physical host and their virtual networks 
(VLANs) are isolated from each other, a bug in the hypervisor can 
void these security measures. As only barrier between the guest 
and the host system, the hypervisor is a single point of attack and 
its correctness is crucial.

VII. Availability
Cloud providers are specialized on providing a scalable and fault-
tolerant environment with a good quality of service. To ensure 
a high uptime, they should introduce high-availability systems 
and maintain several data centers all over the world. In cloud 
supported environments, availability is an even more important 
issue than it is in traditional data centers. The total availability 
decreases with an increase of distributed components. If a system 
requires all local and remote services to be available to operate 
properly, using public cloud resources can certainly lower the total 
uptime. However, if different public cloud providers are used as 
an alternative, high-availability can still be maintained. In regard 
to hybrid clouds, availability strongly depends on how public 
resources are integrated in the complete system. In case the public 
cloud is only used for cloudbursting, i.e. the local resources are 
extended in peak times; the use of multiple providers can limit the 
risk significantly. However, if the cloud resources are interweaved 
with important business processes, the impact of a public cloud 
failure is considerably higher. An example of the latter case is the 
Ruby on Rails platform provider Heroku, which just recently had 
to deal with a crash of approximately 44,000 hosted applications. 
As a start-up company, Heroku is completely dependent of the 
availability of Amazon’s Elastic Computing Cloud.

VIII. Interoperability
Another issue of current clouds is the fact that the different cloud 
systems do not work well together. In fact the young concept has 
led to various incompatible systems that only slowly approach each 
other in terms of interoperability. Beginning from the hypervisor 
level up to the application programming interfaces, currently 
available clouds differ fundamentally. While many hypervisors 
already support several VM formats, current infrastructure 
providers do not use this potential interoperability on the next 
higher level. The issue of interoperability is particularly important 
in hybrid cloud environments because they integrate different 
cloud solutions. While a completely compatible system would 
allow exchanging cloud providers and VM images transparently, 
current hybrid cloud toolkits have to deal with numerous existing 
incompatibilities. Instead of using a standardized API and file 
format, toolkits usually implement a public interface and translate 
them to public cloud API calls. VM image formats are currently 

completely incompatible and cannot be handled by toolkits like 
Eucalyptus or OpenNebula. That makes migration between private 
and public cloud impossible, and hence restricts the flexibility of 
hybrid clouds significantly. Currently, interoperability is somewhat 
limited at various points, including at the virtualization hypervisor 
level; data transfer also remains problematic, as is integration 
between applications in separate clouds.

IX. Hardware Requirements
The hardware requirements of cloud solutions are very different in 
most cases, and depend not only on the used hypervisor, but also on 
the cloud management software. The non-commercial projects do 
not explicitly define supported hardware, but instead simply specify 
minimal hardware requirements such as memory or CPU speed. 
These requirements often include CPU virtualization technologies 
such as Intel VT/VT-x or AMD-V. Depending on the hypervisor 
and the type of virtualization, the host system’s processors must 
provide these virtualization extensions to function. Besides CPU 
compatibility, especially the commercial cloud solutions rely on a 
very specific hardware configuration and topology. Some products 
require certain network layouts, or other components to be present. 
VMware’s vSphere only supports live migration for a limited set 
of processors: administrators have to\make sure that the source 
and destination hosts have compatible processors. While the big 
vendors have very high requirements, they can at least guarantee 
that the system works as expected if the listed hardware is used. 
For the open source projects, however, compatibility between 
hosts requires a trial-and-error approach.

X. OpenNebula and Eucalyptus
As two of the most promising open source solutions for deploying 
private and/or hybrid clouds, OpenNebula and Eucalyptus have 
reached great publicity in the last year. Even though they both 
enable the conversion of a regular data center in a virtualized 
infrastructure, they follow completely different approaches.

A. Operating Systems and Software Restrictions : In 
addition to the numerous hardware requirements, most cloud toolkits 
restrict the number of usable operating systems and other software 
significantly. While the open source solutions do not specifically list 
the officially supported operating systems, the vendors of commercial 
virtualization software only certify a very small number of guests 
OSs. In addition to the limited amount of certified guests, all of the 
available toolkits enforce the use of specific APIs and command-line 
tools to manage the cloud. These tools are mostly product-bound and 
require a certain amount of expertise. Since they cannot be used to 
control other clouds, switching to different software can become very 
expensive. Similar to the required hardware, the OS and software 
restrictions of current cloud toolkits are very noticeable and have to 
be considered before deploying a private or hybrid cloud. When we 
have to choose a cloud solution, we not only have to consider obvious 
issues like availability, security and cost, but also face many problems 
when it comes to compatibility of hardware and software: current 
cloud toolkits are still far away from being natively supported by any 
machine. Instead, they are only usable in certain configurations and 
topologies, using certified hardware and a limited set of software.

B. Eucalyptus : Eucalyptus is part of the Linux distribution 
Ubuntu Server, rebranded as Ubuntu Enterprise Cloud. Eucalyptus 
is an open source software framework that implements an IaaS 
environment. It can deploy private or public clouds and gives 
users the ability to run and control entire virtual machine instances 
deployed across a variety of physical resources. The Eucalyptus 
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API is compatible to Amazon EC2 and hence makes it possible 
to control both Amazon and Eucalyptus instances with the same 
tools. Its main objectives are to provide a platform for testing 
applications before they are moved to Amazon’s infrastructure, 
as well as to manage and control large collections of distributed 
resources. Eucalyptus is not a hybrid toolkit as from the definition 
of hybrid cloud computing. Eucalyptus does not integrate remote 
resources transparently in the private infrastructure, and it provides 
no tools to extend the local capacity via external cloud providers. 
Instead it simply emulates the EC2 infrastructure, and can thereby 
serve as foundation for hybrid solutions. It is not designed to be 
a hybrid cloud software, but it is a bridge between public and 
private clouds to enable hybrid cloud infrastructures.

C. OpenNebula : OpenNebula is currently the only software 
on the market that describes itself as hybrid cloud toolkit. And 
in fact, compared to the other solutions it corresponds most 
to the definition of a hybrid cloud. While other toolkits either 
introduce their own proprietary infrastructure (vSphere, RHEV, 
XenServer, Hyper-V) or emulate others (Eucalyptus, Nimbus), 
OpenNebula transparently integrates external resources in the 
cloud. An OpenNebula cloud typically consists of a front-end node 
for administration purposes (i.e. for managing hosts and images), 
as well as of several cluster nodes to execute the VM images. The 
hosts are controlled by the front-end either via command-line 
tools, or via well-defined programming interfaces. Even though 
the current development status of OpenNebula is far away from 
a production-ready product, it differentiates itself from the other 
platforms in the sense that it has been designed to federate existing 
technologies. By leveraging the advantages of other virtualization 
software, it combines them to a strong hybrid cloud tool with 
high potential.

XI. Conclusion
Cloud computing has reached great publicity in the last few years 
and has become a new trend in the IT industry. And even though 
its popularity increases faster than ever, it has to overcome a 
lot of issues and faces many challenges. Especially in hybrid 
cloud environments, incompatibilities between the available cloud 
solutions prevent a broad adoption throughout all businesses. 
This paper introduced the basic concepts of cloud computing 
and discussed the opportunities and issues of current cloud 
solutions.

XII. Result
The results of this paper shows, that hybrid cloud computing is a 
very young and poorly researched area, and that both commercial 
and non-commercial products have a lot of catching up to do. 
Current virtual infrastructure and cloud software are not built 
for hybrid environments and hardly feature any cloudbursting 
support at all. While the amount of private cloud toolkits and 
public cloud providers steadily increases with the popularity of 
the topic, only very few products are able to leverage their full 
potential by combining the two paradigms in a hybrid cloud. Cloud 
computing is a cutting edge technology and evolves rapidly day by 
day. Both private and public clouds have proven to work perfectly 
in enterprise environments. However, the power of the concept 
lies in a combination of the two. The only missing elements to 
unveil the numerous advantages are to introduce standards and 
address security and trust issues. Only if cloud vendors are able 
to solve these issues, cloud users can leverage the full power of 
hybrid clouds.
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