
Abstract
Short Message Service (SMS) providers enable the SMS client to 
determine the application that should receive an incoming SMS 
message. SMS providers also format messages sent through the 
SMS API into messages that can be transmitted through RIL 
(Radio Interface Layer). Upon receiving a message, the SMS 
client directs the message to an application, based on the type of 
message received. All content types must have an associated SMS 
provider for messages to be routed successfully. When a message 
is sent, the SMS client sends the message through the provider 
associated with the type of message sent.
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Introduction
Short Message Service (SMS) is a service for sending messages 
of up to 160 characters to devices that use Global System for 
Mobile Communications (GSM). Messages can be textual 
(alphanumeric) or binary. SMS works similarly to paging, except 
that the mechanism for message relay does not require the device 
to be active or within range. SMS messages sent to a device that 
is inactive or out of range are held for a number of days, then 
sent when the device becomes active or comes back into range. 
SMS messages can be sent from mobile devices, or they can be 
sent from computers by means of an HTTP application interface 
(for programmatic content delivery from applications and Web 
scripts). Typical uses of SMS include: 
•	 Communicating	with	people	through	text	messages.	Examples	

include: catching up on the latest news with a friend, alerting 
a doctor of an emergency, distributing mobile e-mail (e-mail 
to SMS gateway), and administering mobile subscription-
based services (distribution lists).

•	 Using	Wireless	Application	Protocol	 (WAP)	over	SMS.	
Examples	include:	configuring	mobile	devices	over	the	air,	
sending vCard and vCalendar items, and starting applications 
that consume WAP packets (a chess move, for example). 

The	prototypes	 that	are	defined	in	the	Sms.h	file	relate	 to	 the	
operation of SMS. SMS enables wireless devices to send and 
receive short messages through an SMS Center. In CDMA, 
the length of a short message varies depending on the mobile 
operator’s implementation. GSM Messages are stored in 140 
bytes, but multipart messages can be longer. Messages can contain 
any combination of alphanumeric characters. Nontext (binary) 
messages are also supported. For more information about SMS, see 
GSM	specification	03.40	“Digital	Cellular	telecommunications	
system (Phase 2+); Technical realization of the Short Message 
Service (SMS).”

II. SMS General Errors
The following errors can occur in the layer handling communication 
between core cellular architecture modules and the radio hardware. 
They can be returned by the SmsOpen, SmsSendMessage, and 
SmsGetSMSC functions.

Note: WAP will not support SMS unless the SMS bearer service has been 
implemented by the original equipment manufacturer (OEM).

Table 1 :
Name Value Description 
SMS_ E_MISC 0x0200 A radio hardware error 

that falls into none of the 
following classes.

SMS_E_PASSWORD 0x0201 Problem relates to 
passwords.

SMS_E_SIM 0x0202 Problem with the subscriber 
identity module (SIM).

SMS_E_NETWORK 
ACCESS

0x0203 Cannot access the network.

SMS_E_NETWORK 0x0204 Error in the network.
SMS_E_MOBILE 0x0205 Error in the mobile.
SMS_E_NETWORK 
UNSUPPORTED

0x0206 Unsupported by the 
network.t

SMS_E_MOBILEUNS 
UPPORTED

0x0207 Unsupported by the mobile.

SMS_E_BADPARAM 0x0208 An invalid parameter was 
supplied.

SMS_E_STORAGE 0x0209 Error relating to storage.
SMS_E_SMSC 0x020a Error relates to the Short 

Message Service Center 
(SMSC).

SMS_E_
DESTINATION

0x020b Error in destination mobile.

SMS_E_
DESTINATION 
UNSUPPORTED

0x020c Unsupported by destination 
mobile.

SMS_E_RADIO 
UNAVAILABLE

0x020d The radio hardware is 
unavailable.

III. Remarks of general solutions
SMS	general	errors	are	returned	when	more	specific	errors	are	
not available.
When SmsOpen, SmsSendMessage, and SmsGetSMSC fail, the 
returned result is actually a decimal value. For example, you can 
find	the	associated	error	code	by	converting	this	decimal	value	into	
Hexadecimal.	For	example,	ffffffff8200020d.	The	least-significant	
four digits represent the error code (in this case, 020d, which 
corresponds to the error SMS_E_RADIOUNAVAILABLE).

Table 2 : Requirements for the environment
Header sms.h
Windows Embedded CE Windows Embedded CE 6.0 and later
Windows Mobile Pocket PC 2002 and later, Smartphone 

2002 and later

IV. Constant errors
code of type unsigned short, readonly
An error code assigned by an implementation when an error has 
occurred in Messaging API processing. 
INVALID_ARGUMENT_ERROR of type unsigned short
An invalid parameter was provided when the requested method 
was invoked. 
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IO_ERROR of type unsigned short
An error occurred in communication with the underlying 
implementation that meant the requested method could not 
complete. 
MESSAGE_SIZE_EXCEEDED of type unsigned short
The message that has been tried to be sent exceeds the maximum 
supported size for that message type. 
NOT_SUPPORTED_ERROR of type unsigned short
The requested method is not supported by the current 
implementation. 
PENDING_OPERATION_ERROR of type unsigned short
If the user agent is currently waiting for a callback on an asynchronous 
messaging	operation,	as	defined	in	this	specification.	
PERMISSION_DENIED_ERROR of type unsigned short
Access to the requested method was denied at the implementation 
or by the user. 
TIMEOUT_ERROR of type unsigned short
The requested method timed out before it could be completed. 
UNKNOWN_ERROR of type unsigned short
An unknown error occurred. 

V. Messaging API, Security and Permissions ($) in ref 
file of same name 
1.  Firstly, based on the current approach followed by the 

permissions document [1], and in the content of the FPWD 
of the Messaging API [2], I would suggest the following text 
for the messaging section in [1]:

	 “The	sms.send	identifier	corresponds	to	the	access	to	the	
SMSMessage::send	method	 defined	 in	Messaging	API.	
The	mms.send	identifier	corresponds	to	the	access	to	the	
MMSMessage::send	method	defined	 in	Messaging	API.	
The	email.send	identifier	corresponds	to	the	access	to	the	
EmailMessage::send	method	defined	 in	Messaging	API.	
The	sms.subscribe	identifier	corresponds	to	the	access	to	the	
MessagingManager::onSMS	method	defined	in	Messaging	
API. 

	 The	mms.subscribe	identifier	corresponds	to	the	access	to	the	
MessagingManager::onMMS	method	defined	in	Messaging	
API.	 The	 email.subscribe	 identifier	 corresponds	 to	 the	
access	to	the	MessagingManager::onEmail	method	defined	
in Messaging API. In the Web browser environment, these 
permissions are usually granted through explicit user content 
for each call to the related methods.” 

2. Apart from that, we have been thinking about the comments 
sent	to	the	mailing	lists	[3]	and	we	are	still	not	sure	about	the	
use cases for having different permissions for subscription 
depending on the origin of the message. However, what is 
clear to us, is that in some situations, the user may allow 
some of the *.send permissions depending on the message 
destination, specially for the SMS/MMS types, in which 
the billing implications depend a lot on the destination (e.g. 
national, international, premium, special rates for friends...). 
With the current solution, in a trusted environment, if the 
user is concerned about these situations about sending, he 
should	select	a	“prompt-oneshot”	for	the	*.send	permissions,	
because that is the only mechanism through which he can 
decide if a message can be sent depending on the destination. 
This may end-up in a user experience full of prompts. 
Furthermore, we need to ensure that the prompt includes 
all the relevant information such as the destination and the 
messaging technology to be used so that the user can take an 
informed decision.  An alternative to the current permission 

solution, would be allowing permissions to have parameters, 
so	that	a	user	could,	for	instance,	define	a	policy	in	which	
SMSs	 to	numbers	 starting	with	3	 (premium	numbers	 in	
Spain) are not allowed. Such a mechanism can reduce the 
number of prompts and hence improve usability. The caveat 
is that security policies could become very complex and 
that security checking cannot be done at installation time 
as the destination number may be selected during runtime 
(please note that such a solution would also work in the 
case we want also to allow origin based distinction in the 
subscribe permission). I am not sure if adding parameters to 
permissions is the only option for enabling this use case, but I 
think we should try to explore this or any other alternative to 
make the most of trusted environments and improve usability. 
And related with the discussion about whether messaging is 
a	“trusted	environment”-only	specification	or	not	[4],	I	think	
the	key	aspect	is	the	use	cases	for	the	“browser	environment”.	
If	those	use	cases	are	important	enough	we	need	to	find	a	
security solution for that scenario. 

	3.		 Based	on	these	comments	and	previous	feedback	[5],	we	
suggest to update the current text in the section 4 (Security 
Considerations) of the Messaging API [2] with the 
following: 

	 The	API	defined	in	this	specification	can	be	used	to	create	
and subscribe for incoming messages through different 
technologies. Sending messages usually have a cost associated 
to them, especially SMSs and MMSs. Furthermore this 
cost may depend on the message attributes (e.g. destination 
address) or external conditions (e.g. roaming status). The 
ability to subscribe to incoming messages reveals the parties 
to a communication, and possibly the content of the message, 
to the subscriber. A conforming implementation of this 
specification	must	provide	a	mechanism	that	protects	 the	
user’s privacy and this mechanism should ensure that no 
message is sent or no subscription is establisehd without the 
user’s express permission. 

4.1 Privacy considerations for implementors of the Messaging 
API

4.1.1 Message Sending
 A user agent must not send messages without the express 

permission of the user. A user agent must acquire permission 
through a user interface, unless they have prearranged trust 
relationships with users, as described below. The user 
interface must include the URI of the document origin, as 
defined	in	[HTML5],	the	type	of	message	to	be	sent	and	its	
destination	(i.e.	the	“to”	attribute	of	the	message).	Obtaining	
permission through the user interface for one invocation of 
the method MUST NOT imply consent for future invocations 
of the same method, i.e. user interface authorization must be 
one every time the send method is invoked. The methods for 
sending messages that require user’s express permission to 
be accessed are: SMSMessage.send(), MMSMessage.send() 
and EmailMessage.send().

VI. Message Subscription
A user agent must not subscribe to incoming messages without 
the express permission of the user. A user agent must acquire 
permission through a user interface, unless they have prearranged 
trust relationships with users, as described below. The user 
interface	must	include	the	URI	of	the	document	origin,	as	defined	
in [HTML5] and the type of message of the subscription. Obtaining 
permission through the user interface for one invocation of the 
method MUST NOT imply consent for future invocations of 
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the same method, i.e. user interface authorization must be one 
every time the subscription method is invoked. The methods for 
message subscription that require user’s express permission to 
be accessed are:

MessagingManager.onSMS(), MessagingManager.onMMS() and 
MessagingManager.onEmail().

A user agent may have prearranged trust relationships that do not 
require such user interfaces for granting permission for message 
sending and subscription. For example, while a Web browser 
will present a user interface when a Web site request an SMS 
subscription, a Widget Runtime may have a prearranged, delegated 
security relationship with the user and, as such, a suitable alternative 
security and privacy mechanism with which to authorize that 
operation. Due to these differences between messaging sending 
and receiving, and also some comments about the need of handling 
multipart content for message receiving, a good alternative for 
the API design would splitting the current one: We could create a 
very basic messaging API with only the sending part and move the 
subscription part to the already planned API for accessing message 
folders as, at the end of the day, they will have similar security 
considerations and requirements for handling messages content.

VII. Permissions for Device API Access
When describes the status of this document at the time of its 
publication. Other documents may supersede this document. A 
list	of	current	W3C	publications	and	the	latest	revision	of	this	
technical	report	can	be	found	in	the	W3C	technical	reports	index	
at	http://www.w3.org/TR/.	First	Public	Working	Draft	represents	
the	early	consensus	of	the	group	on	what	identifiable	permissions	
should look like and they encompass. The group is now looking for 
feedback on this approach, and its applicability to various use cases, 
including	widgets	configurations,	installable	Web	applications,	
existing	permissions	verifications.	This	document	have	subscribed	
by the Device APIs and Policy Working Group as a Working Draft. 
This	document	is	intended	to	become	a	W3C	Recommendation.	
If you wish to make comments regarding this document, please 
send	them	to	public-device-apis@w3.org	(subscribe,	archives).	
All feedback is welcome. Publication as a Working Draft does 
not	imply	endorsement	by	the	W3C	Membership.	This	is	a	draft	
document and may be updated, replaced or obsolete by other 
documents at any time. It is inappropriate to cite this document 
as other than work in progress. This document was produced 
by	a	group	operating	under	the	5	February	2004	W3C	Patent	
Policy.	W3C	maintains	a	public	list	of	any	patent	disclosures	made	
in connection with the deliverables of the group; that page also 
includes instructions for disclosing a patent. An individual who 
has actual knowledge of a patent which the individual believes 
contains Essential Claim(s) must disclose the information in 
accordance	with	section	6	of	the	W3C	Patent	Policy.	

VIII. The messaging API
As well as sections marked as non-normative, all authoring 
guidelines,	diagrams,	examples,	and	notes	in	this	specification	are	
non-normative.	Everything	else	in	this	specification	is	normative.	
The key words must, must not, required, should, should not, 
recommended,	may,	and	optional	in	this	specification	are	to	be	
interpreted	as	described.	This	specification	defines	conformance	
criteria that apply to a single product: user agents that implement the 
interfaces that it contains. Implementations that use ECMAScript 
to	implement	the	APIs	defined	in	this	specification	must	implement	
them in a manner consistent with the ECMAScript Bindings 

defined	in	the	Web	IDL	specification,	as	this	specification	uses	
that	specification’s	terminology.
The	Messaging	API	defines	a	high-level	interface	to	messaging	
functionality, including SMS, MMS and e-mail. It includes APIs 
to create and send messages. These APIs complement what sms:, 
mms:, and mailto: URI schemes provide with:
•	 The	possibility	to	attach	files	to	messages,
•	 A	callback	on	success	/	error	when	a	message	is	sent.
The following code extracts illustrate how to create and send 
messages.  Sending an MMS with an attached picture, if device 
supports it. 
Function	successCB(	)	 ,This	alert	define	for	 the	message	sent	
successfully.
Function errorCB( ) , the message could not be sent and error 
code.
In this if navigator device send message will be held as 
Picture	=	document.getelementbyID	(‘attachment’)	.file[0];	then	
navigator.device.sendMessage(“mms:+460000000001?body=We
lcome%20%to%Atlantis”, [picture], successCB, errorCB

IX. Conclusion 
The	API	defined	in	this	specification	can	be	used	to	create	and	
send messages through different technologies. Sending messages 
usually has an associated cost (especially SMSs and MMSs), hence 
a	conforming	implementation	of	this	specification	should	provide	
a mechanism that ensures that no message is sent without the 
user’s consent. Since the implications of sending a given message 
may depend on the message attributes (e.g. destination address) 
and content, the approach used to ensure user’s consent should 
include the relevant information, typically the type of message 
and its destination address. A typical (but not required) way of 
ensuring user’s consent would be to use the same mechanism as 
the one used when the user click on a link using one the relevant 
URI schemes, for instance, bringing up the platform messaging 
application	with	pre-filled	fields	and	pre-defined	attachments.	
In	general,	user’s	consent	is	expected	to	be	confirmed	for	each	
invocation	of	the	sendMessage	methods.	The	specification	supports	
sending messages on top of protocols for which a URI scheme 
has	been	defined,	including	SMS,	MMS	and	emails,	 there	are	
size limitations for SMSs sent on a network (the actual maximum 
size depends on language encoding the content). When an SMS 
exceeds the maximum size the device may divide the SMS into 
several parts. This means that one SMS object may lead to sending 
several ones to the network (if the platform supports multi-part 
SMSs).
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