
Abstract
Cloud computing is incipient model that unleash new novelty where 
users can store data and use the services from a shared collection 
of resources. cloud computing is inflate hastily, becoming more 
challenging to protect data against malicious attack and loss of 
information, so its  security’s  gradation  are becoming more 
clear. This failure can harshlyspoil a companys status, result in 
significant financial losses. In this paper we converse how data 
in the cloud can defend from malevolent users and what type of 
security provided to keep data away from unauthorized users. 
There are numerous contests are being raised for espousal of the 
cloud including data security, availability and confidentiality. To 
consuming the benefit of cloud computing the personnel database 
must be cosseted from unatuhorized access. The cloud processing 
information is more commodious presenting additional security 
evils.
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I. Introduction
Cloud computing is the new inventive model uses the internet 
infrastructure to allow communication between client and cloud 
server. The customers do not need the physical infrastructure 
but only to pay per use basis and provide greater flexibility and 
availability at lesserbudget.There are data centers which provide 
the cloud storage facility. Cloud computing provide virtualized 
storage of data with the Quality of Service and can be accessed 
using web browser.
There are three common architecture for establishing the application 
of clouding computing such as Server as a service (SaaS), Platform 
as a service (PaaS) and Infrastructure as a service (IaaS). In order 
to implement the above application based on cloud computing, 
the assurance of information security, authentication, and integrity 
is the most critical foundation. Cloud service allows enterprise 
class and individual usersto acquire computing resources from 
large scale data centers of service providers [1]. Protecting your 
information on cloud is a task that’s hard to manage even with the 
best of resources [2]. The main aspiration is to retain data security 
without any loss of information. These can be attain when any user 
appeal to access data then user has to firstly register himself and 
after that login with its username and password that was provided 
to him. The security is provided when data is accessed in isolation, 
identify the user activities, provide secure mechanism to access 
server, mechanism to track the forged IP and provide some laws 
for the successful implementation of the cloud. HMAC (Hash 
Message Authentication Code) is used to provide the integrity of 
data in such a way that the information is received is exactly the 
same as the information sent. Different users access diverse data 
from the databases in the cloud, so it should be complicated to 
locate that which user have access which type of information, so 
it is necessary to note the activity of the user and provide access 
control lists to keep data away from unauthorized access. Using 
XACML we illustrate access control policies such that whether 
access should be given or not.

II. Data security in the cloud
The enterprise/personal that adopts the service of cloud computing, 
firstly the necessary condition is that both of the server and 
database on the front end must be trusted has to be satisfied [3]. 
With the increasing popularity of enterprise cloud computing 
and its public connectivity via the internet it is the next frontier 
for viruses, worms, hackers and cyber-terrorists to start probing 
and attacking [4].
Software as a Service located on the top layer, cloud storage is 
always an important key factor for implement the application 
of cloud computing. Especially, the storage resource of the 
Infrastructure as a Service on the bottom layer is the most important 
factor for supporting the regular operation of networking service. 
This proposal gives more tractability to access data through web 
based application that provide interface to users in anytime at 
anywhere through network. While accessing these features in 
the cloud the main thing is security when accessing data online. 
However, data security on the cloud side is not only focused on the 
process of data transmission, but also the system security and data 
protection for those data stored on the storages of the cloud side 
[5]. In the following, some consideration regarding the security 
issues are to be focused. 

A. Storage and system protection
Database can be defined as the capability of a system to provide 
reliable service even after an intrusion attack has taken place or 
has affected a part of a system [6]. Security in the storage database 
is the concurrent existence of:

B. Availability
The cloud provider might, additionally, replicate the data at multiple 
locations across countries for the purposes of maintaining high 
availability [5]. Through redundancy we enhance the availability of 
data. Availability refers to the property of a system being accessible 
and usable upon demand by an authorized entity. High Availability 
helps to access data at full speed with less downtime and makes 
data protection easier than ever. Data loss is not purely a hardware 
failure issue.  Information is lost for many reasons; whether that’s 
malicious data destruction, lack of forethought on IT design, a 
rolling disaster, failure in replication, or something else [7].

Fig. 1: Availability of Database Servers

In fig.1, two are database server and one is the trendsetter. Server1 
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act as primary server. In the cloud network, when anything happens 
to primary database server (Server1), then trendsetter gives control 
to the other database servers and become available to provide 
the database service. Then there is guarantee that other database 
servers follows all the database requests and has guaranteed to have 
all committed transactions from the primary. Any uncommitted 
transactions are automatically roll-back. Our main issue is 
availability of the data when it is requested via authorized users. 
The most powerful technique is prevention through avoiding 
threats affecting the availability of the service or data. It is very 
difficult to detect threats targeting the availability. Threats targeting 
availability can be either Network based attack such as Distributed 
Denial of Service (DDoS) attack [8]. One of the solutions for this 
type of attack is to use OAuth (Open Authentication) protocol. 
OAuth is an open standard for authentication that allows users 
to hand out tokens instead of credentials to their data hosted by a 
given service provider. Each token grants access to a specific site 
for specific information and for a defined duration [9].

C. Confidentiality
Confidentiality means data is accessible by those who are 
authorized users in the cloud. The importance of confidentiality 
is that it builds confidence and security [8]. In order to prevent 
confidentiality desecration, we use encryption to protect sensitive 
data. In this scheme we convert plaintext to encrypted form. This 
encrypted data is decrypted into plaintext to the destination. To 
encrypt precious information we use Symmetric Cryptography 
and Asymmetric Cryptography schemes.

D. Integrity
Data integrity is one of the most critical elements in any system. Data 
integrity in the system is maintained via database constraints and 
transactions. Transactions should follow atomicity, consistency, 
isolation and durability properties to ensure data integrity. The lack 
of integrity controls at the data level could result in unplumbed 
problems. Developers need to approach this danger cautiously, 
making sure they do not compromise databases’ integrity in their 
zeal to move to cloud computing. In addition, the service provider 
must present the assurance of data integrity for the clients [5]. 
One way to provide integrity is to use HMAC (Hash Message 
Authentication Code). Using HMAC we can easily find that the 
information is received is exactly the same as the information 
sent. The hash uses the secret and shared key with the data to 
compute the checksum. In this when user want to access data 
from the cloud then data is provided to the user with the hash 
function and shared key then the user use this hash function and 
shared key to read that data. 

III. Data protection
The purpose of data protection is to ensure that personal data is not 
processed from any intruder in the cloud and also to ensure that 
personal data which is processed is accurate, and to develop some 
mechanism to the client for the processing of such information 
[10]. For those data stored on the service provider of the cloud 
side must not be accessed by unauthorized user and there should 
be separate access mechanism for the employees of the service 
provider without authorization and authentication of request that 
presented by the user of the client side. In addition, the service 
provider must present the assurance of data protection for the 
client [5]. The main data protection risks to your business are loss 
of data by third-party service providers are:
• unauthorized access to your data
• malicious activities targeting your service provider - e.g. 

hacking or viruses [11]

Fig.2: Database Protection

If data was stored on a corporate network, management would 
want to know what security controls are in place, to what extent 
are these controls implemented, and what plans are in place to 
deal with an attack. Likewise, these questions should be answered 
sufficiently by cloud providers [13]. In order to ensure personal 
data is accurate we have three mechanisms:
1)  Firewall protects sensitive data by blocking unauthorized 

requests; it allows only authorized users to enter in the cloud. 
It provides filtering of packets and can also mitigate the risk 
of viruses and worms. In fig.2 Firewall act as gatekeeper, 
denying admittance to recognized security threats. An 
intrusion detection system is used to detect malicious 
activities that can compromise the security of a computer 
enterprise.

2)  Another method to protect data in the cloud is to maintain 
access control list. Access control list is a data structure that 
specifies the permissions given to the users. When user tries 
to access the secure data then the cloud system checks the 
entries to determine whether to grant access to it or not. So 
it provides the filtering capabilities.

3)  Another method to protect data in the cloud is to provide 
encryption scheme. Data encryption refers to mathematical 
calculations and algorithmic schemes that transform plaintext 
into cyphertext, a form that is non-readable to unauthorized 
parties. The recipient of an encrypted message uses a 
key which triggers the algorithm mechanism to decrypt 
the data, transforming it to the original plaintext version. 
Data encryption schemes generally fall in two categories: 
symmetric and asymmetric. AES, DES and Blowfish use 
symmetric key algorithms [12]. Encryption is the most 
effective way to achieve data security.

IV. Recovery
Every provider should have a disaster recovery protocol to protect 
user data.  Disaster  recovery  capabilities  are  built  into  cloud 
computing  environments  and  on-demand  resource  capacity  
can  be  used  for  better resilience when facing increased service 
demands or distributed denial of service attacks, and  for  quicker  
recovery  from  serious  incidents [14]. The replication protocol in 
the network is used to create multiple copy of files, if any device 
stop working in cloud storage then there is no loss of information 
because another devices have already contain identical data.

V. Update process
The data stored in the cloud may be frequently updated by the 
users, including insertion, updating, appending etc. It is important 
to check correctness of data that is updated by user under the 
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dynamic process [15]. It is ensure that data is updated frequently 
and inform to the customers immediately that these changes 
have been made. It also affects the configuration that affects 
the instances in the cloud because when data has been updated 
then there is also necessary to secure that data so that data are in 
consistent state and saved correctly in proper place and provided 
to the customers. If any intruder enters in the cloud and copied 
that data then the customer may not know, because data have 
been widely spread throughout the network.  Unless  the  cloud 
provider has developed some sort of monitoring software which 
can group/sort processes which have occurred  for each user  then  
this could be a  large  security  risk and make attacking clouds 
even more attractive for cyber criminals [16].

VI. Data isolation
All data entering in the cloud provider’s environment is encrypted 
with customer-controlled keys; the data is isolated from processes 
and changes implemented by the cloud provider [17]. In database 
systems, isolation is a property that defines how/when the changes 
made by one operation become visible to other concurrent 
operations [18].  For an application to run safely in a public cloud, 
it needs to be isolated from the environment around it at all times. 
For deployed applications, it includes records and other content 
created or used by the applications, as well as account information 
about the users of the applications. Cloud  providers need  to  
ensure  isolation  of  access that  software,  data  and services  
can  be  safely partitioned within  the cloud and that  tenants  
sharing  physical facilities  cannot  tap  into  their neighbors 
proprietary information and applications [19]. Fears about security 
can come from a lack of isolation. It is very important that cloud 
providers must isolate each of their clients from each other’s. 
Virtualization can help for ensuring isolation within the data 
centre. The Isolation is achieved by running virtual machine (VM) 
instance for each user and all users can independently access data 
without interference. This isolation is not just a matter of keeping 
protecting data and applications from threats, but also keeping 
things such that unwanted changes by the cloud provider that 
could compromise your existing security process during isolation 
[20]. Secure isolation is accomplished without any changes to 
application and operating system, the following mechanism to 
provide secure isolation is:

1. Authentication
Cloud Computing authentica-tion entail bear out the identity of all 
users that are running with their separate instances. For instance, 
service to service authentication involves in verifying the access 
request to the information which served by another service.   

2. Authorization
Once the authentication proc-ess happen as  expected, then the 
process of confer the privileges to users, so that no anyone user 
can change information because different instances may run on 
particular item. 

3. Auditing
It is the process of reviewing and examining the authorization and 
authentication records in order to check, whether compliances 
with predefined security standards and policies. Also, it will aid 
in detecting any system breaches [4].

VII. Data sanitization
Sanitization  is  the  removal  of  sensitive  data  from  a storage  
device  in  various  situations,  such  as  when  a  storage  device  

is  removed  from service or moved elsewhere to be stored.  Data 
sanitization also applies to backup copies made  for  recovery  and  
restoration  of  service,  and  also  residual  data  remaining  upon 
termination of  service [21]. In a cloud computing environment, 
data from one subscriber is physically commingled with the data 
of other subscribers, which can complicate matters.  For  instance,  
many  examples  exist  of  researchers  obtaining  used  drives  
from  online auctions  and other  sources  and  recovering  large  
amounts of  sensitive  information  from them.  With the proper 
skills and equipment, it is also possible to recover data from failed 
drives that are not disposed of properly by cloud providers.
Data sanitization is achieved by using masking technique. Masking 
is used to replacing the certain values with mask character. We 
take the example of credit card number might look like as
6354 2313 6654 2213
After masking it looks like as:
6354 XXXXXXXX 2213
The masking characters effectively remove much of the sensitive 
content from the record while still preserving the look and feel. 
Take care to ensure that enough of the data is masked to preserve 
security. Since the numbers are generated with a specific and well 
known checksum algorithm. Also care must be taken not to mask 
out potentially required information [22].

VIII. Note the user’s activities
There are different types of user and different user’s access 
different data from the databases in the cloud. It should be difficult 
to find that which user have access which type of information, so 
it is necessary to note the activity of the user because data stored 
in the cloud may be personal. When user wants to access data 
in the cloud, first provide some identity to user. When the user 
login in the cloud computing environment his identity should be 
recorded and verify firstly. If the user is authorized then he will 
be allowed to enter in the cloud, if user is unauthorized then there 
is no permission to enter in the cloud and access information in 
the cloud. If the identity matches then provide the access to user 
and also note his behavior using log files in separate system in the 
cloud. If user behavior like trespasser then they will be tracked 
and punished with the cloud legal and regulatory services rules. 
In order to achieve the trusted computing in the cloud computing 
system, we should have the mechanism to know not only what 
the participants can do, but also what the participant have done. 
So the monitoring function should be integrated into the cloud 
computing system to supervise the participant’s behavior [3]. 
Access controls are one means to keep data away from unauthorized 
users; encryption is another. Access controls are typically identity-
based, which makes authentication of the user’s identity an 
important issue in cloud computing [23]. 
Besides authentication, the capability to adapt user privileges 
and maintain control over data access is also required, as part of 
identity management. Standards like the Extensible Access Control 
Markup Language (XACML) can be employed to control access 
to cloud data, instead of using a service provider’s proprietary 
interface [24]. Using XACML we describe access control policies 
such that whether access should be given or not. Firstly user 
request to authorization using XACML request and send to the 
policy decision which evaluate request. After evaluation it sends 
response back using rules within them.

IX. Conclusion
Cloud computing is the brilliant model that provide the ability to 
store data and access data from anywhere. Data stored in the cloud 
access by manifold users concurrently. Despite of this benefit our 
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spotlight is to secure data so that data stored in the cloud cannot 
be accessed by malevolent users. In this paper we converse the 
problems that arise when user access data in the cloud and our 
goal is to provide data protection, data isolation, data sanitization 
and recovery from failure in the data centres. So that data in the 
cloud is accurate. For the secure environment in the cloud we 
necessitate scrutinizing the user activities and prepared the log files 
for each activity. HMAC (Hash Message Authentication Code) and 
Extensible Access Control Markup Language (XACML) afford 
security when data is exchange between users and the cloud.
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