
Abstract
Online exam is a field that is very popular and made many security 
assurances. Then also it fails to control cheating. Online exams 
have not been widely adopted well, but online education is adopted 
and using all over the world without any security issues. This 
paper proposes an enhanced secure filled online exam management 
environment mediated by group cryptography techniques using 
remote monitoring and control of ports and input. The target 
domain of this paper is that of online exams for any subject’s 
contests in any level of study, as well as exams in online university 
courses with students in various remote locations. This paper 
proposes a easy solution to the issue of security and cheating for 
online exams. This solution uses an enhanced Security Control 
system in the Online Exam (SeCOnE) which is based on group 
cryptography with an e-monitoring scheme. This paper also 
determines the effects of malicious entities in the system, and 
the processes involved in handling failures.
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I. Introduction
ONLINE education has expanded rapidly. Even so, the off-
line test is usually chosen as the evaluation method for both 
off-line education and online education. The security of online 
examinations remains a problem. In some cases, the person writing 
the exam on a networked computer is monitored by a proctor at 
some predetermined location [1]. But, the requirement for an exam 
location goes against the accessibility, the major attraction of 
e-learning or distance learning. The requirement may also negate 
the cost savings generated by e-learning or pose obstacles for 
remote students. Simplification and automation of educational 
processes are other benefits of online education [2, 3], and online 
exams inherit these advantages. 

To remove the requirement for human intervention in secure online 
exam management so as to capitalize on the advantages of online 
processes, this paper proposes a solution to the issue of security 
and cheating for online exams. This solution uses an enhanced 
Security Control system in the Online Exam (SeCOnE) which 
is based on group cryptography with an e-monitoring scheme. 
The cryptography supports enhanced security control for the 
online exam process, as well as authentication and integrity. The 
e-monitoring provides a proctor function to remote examinees 
to prevent cheating, and thus removes the requirement of having 
to go to a fixed location. The target of this paper is online exams 
for mathematics or English contests in middle or high school, 
and exams in online university courses with students at remote 
locations. This paper addresses the problem of administering 
an online exam at a fixed time with the same questions for all 
examinees, just like an off-line exam, but without restricting the 
physical location of the examinees. As the SeCOnE system enables 
many kinds of tests to be given online, it can provide teachers 
with better evaluation standards for students and may contribute 
to improving the quality of education.

The rest of this paper is organized as follows. Section II describes 

previous work on guaranteeing the security of online exams, as 
well as current applications of the online exam in distance learning. 
Section III analyzes the requirements for a secure online exam. 
Section IV describes the system architecture and the management 
of enhanced secure online exams system using SeCOnE. Section V 
demonstrates the soundness of the proposed scheme by analyzing 
the scheme for preventing and detecting cheating, the security 
settings, and the overhead in SeCOnE. Conclusions and areas of 
future research are presented in Section VI.

II. Related work
One proposal for secure online exams [1] was based on a secure 
exam protocol with an omnipotent central manager who controlled 
all the information for students, teachers, problem sheets, answer 
sheets, and grades. The weakness of this system was that the 
manager was assumed to be absolutely honest. Moreover, a 
restricted room was required for the exam, to pre- vent cheating. 
Thus, the proposed exam scheme did not share the advantages 
of online education. 

The security problems related to online exams include not only 
unauthorized access to the problem sheets before the exams, but 
also modification of the questions, the answers, and the grades 
[1]. In addition, different cheating patterns exist [4,5], including 
copying the answers of others, exchanging answers, searching 
the Internet for answers, using the data and software saved on the 
student’s local computer [6], and discussing the exam by e-mail, 
phone, or instant messaging.

Several methods of combating this include giving a different 
problem set to each student [3, 5], restricting the exam room [6], 
[8], or limiting the number of answer submissions to one [6]. 
Research has focused on methods to check student identities and 
to communicate securely between teachers and students [1, 7], 
rather than on countermeasures against cheating on online exams. 
Cheating on off-line exams is also a big problem. According 
to some studies [2, 9], as the level of communication between 
teachers and students decreases, the tendency to cheat increases. 
This effect has a direct impact on online exams, when students 
may have little contact with their teachers. 

Most modern online education uses Web-based commercial course 
management software such as WebCT [6], Black- board [5], or 
software developed in-house. This software is not used widely for 
online exams, due to security vulnerabilities, and the system must 
rely on students’ honesty or their having an honor code. 
Previous Web-based approaches to online exams have high- lighted 
easy accessibility and simplified exam management [3, 4, 7, 8]. 
However, authentication through only a user name and password 
can be the weak point in the security of online exams. The very 
environment in which students can use a Web browser and the 
Internet enables them to search the Internet and to communicate 
with others for help during the exam. 

One proposal was to use a Webcam to prevent cheating by 
randomly transmitting pictures of students during online exams 
[4]. However, several soundless pictures of a student do not show 
what that student is doing or why he or she is doing it, or even if 
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cheating is taking place through Web searching, the use of saved 
data, or chatting. Considerable discussion has taken place on group 
protocols and group-mediated communications to ensure secure 
communications among group members [10, 11]. This discussion 
has included the consideration of secure group composition, 
secure intergroup communication using a public key, and secure 
intragroup communication using the symmetric key through the 
Diffie-Hellman key exchange [12]. This paper adopts two groups 
for secure communication between distributed entities in the online 
exam system. The intergroup communication is protected through 
public key infrastructure(PKI),while intragroup communication 
uses several symmetric Diffie-Hellman keys. The “group” in this 
paper is a concept for entities with similar roles.

III. Requirements for a secure online exam
The requirements for a secure online exam are as follows. 
•  Accessibility Online exams should be possible without regard 

to location and time. 
•  Monitoring The absence of proctoring on online exams 

may relax [2, 9] the examinees and encourage cheating [4]. 
Therefore, it is necessary for an online exam management 
system to have some monitoring method to prevent and to 
detect cheating. 

•  Management Online exam management includes problem 
creation, problem sheet distribution, answer sheet collection, 
marking, grade posting, and handling of appeals. The 
cost savings of online exams mitigate the burden of 
exam enforcement and induce many examinees located 
at very remote sites to participate in the exam. Educators 
can obtain more objective standards for evaluation. The 
automatic management of exams lets the examinees know 
their exam performance very quickly. Online exams permit 
both educators and examinees to achieve their objectives 
efficiently.

An online exam should also have the following features

1. Authenticity
The identities of the examinee, examiner, marker, and proctor 
should be all authenticated at every step in the online exam process, 
because it is difficult to identify them “face-to-face” online.

2. Integrity
Problems and answers should both be checked for their integrity, 
to detect unauthorized changes. Only one submission of the answer 
sheet should be allowed, and the submission of answers after the 
exam has ended should be prohibited. The unauthorized deletion 
or the modification of the materials related to the exam should be 
impossible, or at least detectable. 

3. Secrecy
The problem sets should be available to the examinees only during 
the exam period. The answer sheets should be kept securely before 
grading.

4. Copy Prevention and Detection
Types of cheating discussed in this paper are 
— getting help from others, or helping an examinee with the 

exam; 
— using unauthorized electronic material that may be helpful 

in completing the exam; 
— intercepting or interfering with communications during an 

online exam. 

— impersonating an examinee
— discussing the exam with others;

IV. An enhanced security control in the SeCOnE 
system

A. Architecture of the SeCOnE system
As shown in Fig. 1, all entities in the SeCOnE system perform 
their roles as members of either group GA or GE. SS receives 
the problems and the right answers from CT, and then distributes 
the problems and collects the answer sheets from CE.. A proctor 
monitors the examinees through CP using the monitor data in 
SM. Through CE, an examinee belonging to GE and managed 
by AE, can take the online exam. The group agents AA and AE 
create a set of public and private keys [13] for each group. They 
distribute this set of keys to their group members at each exam, and 
exchange the public keys with each other. The public key of each 
group is used for secure intergroup communications. For secure 
communications among group members, they use the symmetric 
keys created by the Diffie-Hellman key exchange.

B. Equipment
The examinees’ computers should be equipped with Webcams and 
microphones. High-quality Webcams are readily available now 
and are constantly improving. Therefore, the use of Webcams in 
online exams is not considered unreasonable.

C. The SeCOnE system software
The SeCOnE system software is divided into two parts depending 
on the role, that is, whether it is on the client side, or server 
side. The operating system of the examinees’ computers and the 
proctor’s computer is assumed to be Windows XP or Windows 
2000. However, the program semantics are not confined to 
Windows because the APIs to control the examinee’s computer 
and to handle the multimedia data are also available in Linux and 
UNIX environments.

Fig. 1 :The architecture of SeCOnE system.

D. Enhances security handling for the online exam 
process
When the exam environment is set, CT registers to AA and receives 
its temporary identity T(i). When an examinee registers with AE 
through CE, he receives its temporary identity T(i) and its IP(Si ). 
CE connects to the scheduler and requests its authentication. After 
CE registers with AE, AE sends the identities and the IP addresses 
of the examinee machines. When SS receives the IP from CE, SS 
notifies the monitor server to verify whether the IP of the examinee 
is valid or not. If the IP is valid, the monitor server requests the 
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transmission tests of the monitor data for the examinee. When the 
data stream of video, audio and the screen shots for examinees 
are transmitted to the monitor server and successfully saved, a 
proctor inspects them through CP, and decides whether the online 
exam environment is ready for the examinees.

When the online exam is setup, the scheduler sends the problem 
sheet to the examinee. After receiving the problem sheet CE verifies 
whether the problem sheet was sent from the authorized scheduler 
or not. If it is the authorized one, CE sends “ready” message to 
the scheduler. If the scheduler receives “ready” message from all 
the examinee clients, it sends “start” message to all the examinees 
to start the online exam. The monitor data for all examinees are 
transmitted to the monitor server until the exam ends. By checking 
the states of the examinee machines, the scheduler manages the 
state of the online exam to detect abnormal situations such as 
faults in state transition. After completion of the exam, CE sends 
the answer sheets to the scheduler server. Then the scheduler 
marks the answer sheet with the right answers provided by the 
examiner and gives the grade. If subjective questions occur in the 
problems, the final grade is decided by the marker CM .The grades 
are distributed to the examinees. If the examinee is not satisfied 
with his grade, he can submit an appeal to the scheduler. When 
the marker checks the appeal and re-grades it and then sends to 
the examinee.

E. Algorithm for online exam process
1.  Start
2.  Function Setup_exam_environment ()
3.  CE[S (i)] registers with AE
4.  AE sends identity of s(i) and IP[s(i)] to AA
5.  When CE connects to SS, SS sends identity of 
      s(i) and   IP[s(i)] to AA for authentication
6.  IF AA authenticates CE[S (i)] THEN
       SS sends problem e[S (i)] set to the examinee      
       CE[S (i)] along with the identity of CT
     ELSE
 Stop the exam process 
     ENDIF
7.  CE[S(i)] verifies the integrity of e[S(i)]  by sending the 

identity of the examiner to AE
8.  IF AE satisfies with the integrity of e[S(i)] and  the examiner 

THEN
        CE sends “ready” message to SS 
 ELSE
        Request for the problem set again
      ENDIF
9.  IF SS receives ready messages from all the  
     examinees THEN
        SS sends “start” message to all the 
        examinees
        CE lets the examinees to see the problem one by one
 ELSE
 halts the online exam.
      ENDIF
10.  CE[S(i)] sends answers , problem set and its  
       identity to SS
11.  IF CE[S(i)]  is authenticated by AA THEN
        SS  saves answers  in the database
      ELSE
        Rejects the answers from the examinee
      ENDIF
12.  After completion of all the problems/time SS  

       sends “end” message to all the examinees  
       to end the exam.
13. SS marks the answer sheet with the right  answers  provided 

by CT
14.  SS sends grading to the examinees. 
15.  IF the examinee is not satisfied his grading then he appeals 

for re-grading THEN 
 GOTO Step 13
 ENDIF
16.  END

V. Analysis
Through the e-monitoring method proposed, the examinees can 
be watched, just like in an off-line exam. Any cheating that was 
not noticed during the exam can be detected through the monitor 
data saved on the monitor server. The enhanced security for the 
online exam is controlled through the intergroup communication 
based on PKI, the intra- group communication using symmetric 
keys and the temporary identity. The exam administrative group 
and the examinee group are set for every exam. All the entities 
related to an exam belong to one of those two groups. Agents 
for the two groups issue the temporary identities to their group 
members. Neither they nor the group members themselves know 
the identities of the other group members. 

Furthermore, a group member does not know his or her temporary 
identity, because it is issued in an encrypted form protected by 
the public key of the verifier, the other group agent. The identities 
are exchanged by the group agents. Thus, when a group member 
receives a message, he requests the verification for the sender 
from the group agent. In addition, message integrity for problems, 
answers, and grades is guaranteed through the use of digital 
signatures. Because temporary identities are used in the online 
exam, it is very important to confirm the identity of someone who 
is issued a temporary identity. In this paper, that confirmation is 
performed via a Webcam. An exam administrator connecting to 
the agent program verifies the person to be authenticated, using 
the Webcam. In this process, a reference photograph of the group 
member is taken and saved in the monitor server for later detection 
of possible impersonation.

The problems are managed by the online exam client after they 
are issued by the scheduler, but they are not opened before the 
scheduler sends the message to start the exam. The message is sent 
only after the online exam environment has been set up and all the 
online exam clients send the “ready” message to the scheduler. 
Therefore, it is possible for all examinees to take the online exam 
simultaneously. The examiners can prepare one set of problems 
for each of several exam times so that the examinees can choose 
the time that suits them best.

Through the proctor, she or he can supervise the examinees with 
the monitor data saved in the monitor server in near real time. 
The problems, their right answers, and the answer sheets from 
examinees are managed by the scheduler. The authentication, 
which traditionally was based only on a user name and password, 
is strengthened by the group management. This process includes 
verification by Webcam and issuance of temporary identities for 
every exam. No entity can know all the information, such as the real 
identities of the entities or the cryptographic keys in the system. 
This precaution avoids the potential for system compromise due 
to the failure of a single entity because of maliciousness or an 
external attack.
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The proposed system adopts five methods to prevent and detect 
cheating. First, the identities of entities in the system are verified by 
a Webcam, and the reference photos taken during the verification 
process are saved for authentication during the exam. Second, the 
monitor data for the examinees are recorded and saved during 
exam. With continuous recording of video and audio during the 
exam rather than isolated images, a proctor can better understand 
the examinee’s situation and reduce the chance of false-positives 
or negatives in the determination of cheating, even after the exam. 
Third, through the screen shots saved in parallel with videos of 
an examinee, a proctor can better determine what the examinee 
is actually doing with his or her computer.

Fourth, all communications by the examinees, except for those 
required for the online exam, are disabled through port control. All 
ports except those required for the online exam are disabled and the 
ports used can be chosen randomly for each examinee; the ports 
to be used have only to be sent to the exam administrative group 
with the IP of the exam client. Therefore, cheating through a fixed 
port can be rare. Fifth, all other programs except the online exam 
client are deactivated by controlling the inputs of the examinees. 
By cutting off electronic communications and disabling other 
computer programs or inputs on the examinees’ computers, the 
examinees can be prohibited from cheating using their local 
computer or the Internet. 

The communications for an online exam take place mainly before 
and after the exam time. During the exam, only the monitor data, a 
few messages to check the exam state, and questions, if any, flow 
to the server side. Communications before exam time are required 
to authenticate the entities in the proposed system.

The proposed browser module presents to the user at startup a 
full-screen application window that encases a browser window. 
However, no address bar is provided, nor are there any menus, 
toolbars, buttons, or other controls that would be seen on a generic 
browser. The application window is locked in full-screen mode 
and cannot be resized or minimized until the application is 
terminated.

Timing the exam helps lessen the opportunity that students have 
to utilize inappropriate material. If the exam has no time limit, 
the temptation to avoid studying and rely instead on looking up 
answers during the exam would be greater. By providing only 
forty-five seconds per question, we limit the students’ ability to 
engage in this. We also tend to ask lengthy, application based 
questions.

A. Intrusion detection
There are many ways to detect intrusion in the active network 
.One of the popular intrusion detection systems is the pattern 
matching intrusion detection method. Pattern matching looks for 
a fixed sequence of bytes within a single packet. To filter traffic 
inspection, the pattern is also usually associated with a particular 
service and source or destination port. An example of pattern 
matching is firing an alarm if the packet is IPv4 and UDP, it has 
destination port 12570, and it contains the string “india” in the 
payload.

Deep packet inspection is another method to detect intruders. A 
high performance deep packet inspection engine examines all 
incoming and outgoing traffic, for protocol deviation, content that 
signals an attack, or policy violations. The deep packet inspection 

is used for intrusion detection and prevention, web application 
protection, and application control.

VI. Conclusion and future work
This paper describes how the proposed system provides both a 
secure online exam management and a scheme for the prevention 
and detection of cheating using e-monitoring. This paper targeted 
towards exams administered through the Internet at a fixed time 
with one problem set, but without any restriction on the exam 
location. A powerful feature of the proposed system is that it can 
be applied to an exam administered at different times. In this 
case, the examiner should prepare as many problem sets as there 
are exam times, in order to prevent cheating during the exam.  
One overhead cost for this system is in the preparation of the 
equipment, such as Webcams and microphones, to monitor and 
to authenticate the entities.
 Future research will consider the methods to reduce the network 
over load and to prevent all the cheating methods employed by 
the personnel.
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