
Abstract
In order to minimize vulnerabilities and achieve target level 
security, quantification of security is necessary. Unfortunately, 
quantities estimation of security in earlier stage of software 
development life cycle (SDLC) is largely missing. The design 
phase of software development provides the foundation for secure 
software. Reducing vulnerability at this phase minimizes rework 
in subsequent development phases. Currently, no efficient measure 
or method is available to reduce vulnerability at this stage. In order 
to address this problem, we have develop a methodology which 
is based on multiple existing research work, which can able to 
provide proper prediction of security vulnerabilities with respect 
to design properties for an object-oriented design.
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I. Introduction
Various incidents on security breach have revealed that 
vulnerabilities left in the software during development process 
are responsible for successful attacks [1, 2]. Security experts have 
strong opinion that reducing vulnerabilities early in the software 
development life cycle (SDLC) can reduce considerable effort 
in later phases [1, 3]. Around 50 percent of the security flaws 
uncovered during Microsoft’s security push in 2002 were closely 
related to design level problems [4]. But absence of any efficient 
tool or mechanism to handle the vulnerabilities at this phase [1] 
has made the process time consuming, resource consuming, and 
error prone. Many of the metric and security model currently 
available for object oriented software analysis can be applied only 
after a product is complete, or nearly complete. They relay upon 
the information extract from the implementation of the product. 
This provides information too late to help in improving internal 
product characteristics prior to the completion of the product. Thus 
there is need for metrics or model that can be applied in the early 
stage of development (requirement or design) to ensure that the 
analysis and design have favorable internal properties that will 
lead to the development of security end product. This would give 
developers an opportunity to fix problem, remove irregularities and 
nonconformance to standards, and eliminate unwanted complexity 
early in the development cycle. This would significantly help 
in reducing rework during and after implementation, as well as 
designing effective test plans and better project and resource 
planning. In this work, we explore how vulnerabilities are related 
to proper mapping of design properties at design level.

II. Importance of design in SDLC
Software design is backbone of any software, design serves 
well as communication medium between the designer and the 
user on the one end and act as a basis for the implementation on 
the other end. Design as an important stage spanning the whole 
software lifecycle, not only the software development but also 
for redeveloping legacy system. It is concern with accurately 
mapping the requirement from the analysis stage to logical 

model for implementation. The security estimate at software 
design heavily effect of the final product. But there is a lack of 
imperial data for the designer to map security properly in the 
design stage. Fortunately, the object oriented approach naturally 
lends itself to an early assessment and evaluation. Object oriented 
methodologies require significant effort early in the devilment 
cycle to identify object and classes, attributes and operations, 
and relationships. Encapsulation, inheritance, and polymorphism 
require designer to carefully structure the design and consider the 
interaction between objects. The result of this early analysis and 
design process is a blueprint for implementation. Therefore, the 
approaches provide the information needed to assess the security 
of a design’s classes, structure, and relationships before they are 
committed to an implementation.

III. Object Orientation concept

A. Encapsulation
Encapsulation [5] is the mechanism that binds together the code 
and the data it manipulates, and keeps both safe from outside 
interference and misuse. e.g. When a user selects a command 
from a menu in an application, the code used to perform the 
actions of that command is hidden from the user.                      . 

B. Polymorphism
Polymorphism [5] in the context of object-oriented programming 
is the ability to create a variable, a function, or an object that has 
more than one form. e.g. Using polymorphism, the shape function 
can be used to manipulate any of the shown geometric shapes.

C. Inheritance
Inheritance [5] is the process by which one object acquires the 
properties of another object. By use of inheritance, an object need 
only define all of its characteristics that make it unique within its 
class; it can inherit its general attributes from its parent.

New Approach for Predicting Vulnerability at 
Design Stage for Object Oriented Design

1Sonali Kadam, 2Shashank Joshi, 3Atul Dhaigude
1Bharati Vidyapeeth’s College of Engineering for Women, Pune, India

2Bharati Vidyapeeth’s College of Engineering, Pune, India
3Marathwada Mitra Mandal’s Institute of Tech., Pune, India 

 InternatIonal Journal of Computer SCIenCe and teChnology 147

I S S N  :  2 2 2 9 - 4 3 3 3 ( P r i n t )  |  I S S N  :  0 9 7 6 - 8 4 9 1 ( O n l i n e )

w w w . i j c s t . c o m

IJCSt Vol. 2, ISSue 3, September 2011



D. Abstraction
Abstraction [6] is the purposeful suppression or hiding of some 
details of a process or artifact in order to bring out more clearly 
other aspects, details or structures. e.g. as the details of Customer 
(Rick) and Florist (Fred) are not relevant to each other they are 
suppressed using abstraction.

Below we listed some design concepts which are equally important 
in designing of any object oriented design as well as security and 
quality estimation of any object oriented design.

E. Coupling
Coupling or dependency is the degree to which each program 
module relies on each one of the other modules. 

F. Cohesion
Cohesion is a measure of how strongly-related or focused the 
responsibilities of a single module are.  If the methods that serve 
the given class tend to be similar in many aspects, then the class 
is said to have high cohesion. 

G. Complexity
A measure of the degree of difficulty in understanding and 
comprehending the internal and external structure of classes and 
their relationship. 

IV. Mapping security in Object oriented design
Design properties are tangible concepts that can be directly 
assessed by examining the internal and external structure, 
relationship, and functionality of design component, attributers, 
methods and classes. And evaluation of a class definition for 
its external relationship (inheritance type)with other classes 
and the examination of its internal component ,attributes ,and 
method reveals significant information that objectively capture 
the structural and functional characteristics of a class and its 
objects. The design properties of encapsulation, coupling, 
cohesion, complexity, and design size are frequently used as being 
representative of a design security characteristics in both structure 
as well as object oriented development. Messaging, composition, 
inheritance and class hierarchies represent new design concepts 
which have been introduce by the object oriented paradigm and 
are thus vital to the security of an object oriented design. 

A. Inheritance
Availability of anything vulnerable increases its likelihood to be 
exploited. If a design supports Inheritance then all of the methods 
and attributes defined for the parent class automatically become 
available for all of its subclasses .But, if a class is a descendant of 
a parent vulnerable class, but it does not use vulnerable attribute 
of the former, then later can not be considered as a vulnerable 
class. 
Agrawal and  Khan [7] develop an  Algorithm for calculation 
of Attribute Vulnerability Ratio (AVR) of a design requires 
calculation of Vulnerability Propagation due to each vulnerable 
attribute. The focus of the study is to minimize the availability of 
vulnerable attributes in order to minimize design vulnerability.

0 <AVR ≤ 1 i.e. Higher the AVR, Higher the vulnerability in 
design. A rating scale for AVR is shown in Table 1. 

Table1: Rating scale for AVR

  AVR Range [0.0, 0.3] [0.3, 0.7] [0.7, 1.0]

Vulnerability 
Level Low Tolerable Severe

B. Complexity, Cohesion, Coupling
Complexity, coupling, and cohesion related metrics can be 
measured during the software development phases (such as 
design or coding) and used to evaluate the quality of software. 
Because high complexity and coupling and low cohesion make 
understanding, developing, testing, and maintaining software 
difficult, they may lead to introduction of vulnerabilities. 
Istehad [8] have been highlighted the following conclusion,
1.  Complexity metrics positively correlate to the number of 

vulnerabilities.
2.  Coupling metrics positively correlate to the number of 

Vulnerabilities.

C. Data Encapsulation, Cohesion
Bandar Alshammari [9] state some matrices. These metrics 
measure potential information flow properties within a given class 
based on its design. The metrics have been scaled to all fit with 
the range 0 to 1. A low value is desired for each. These metrics at 
this stage are concerned with the properties of individual object-
oriented classes. 
Classified Instance Data Accessibility (CIDA)-This metric 
measures the direct accessibility of classified instance attributes 
of a particular class. Higher values indicate higher accessibility to 
these classified attributes and hence a larger ‘attack surface’.
Classified Class Data Accessibility (CCDA) - This metric 
measures the direct accessibility of classified class attributes of 
a particular class. This metric aims to protect the classified internal 
representations of a class. Higher values mean that confidential data 
of that class has a higher chance of being exposed to unauthorized 
parties. 
Classified Operation Accessibility (COA) - This metric is the ratio 
of the accessibility of public classified methods of a particular 
class. This value also indicates the size of the attack surface of 
a given class. It aims to protect the internal operations of a class 
which interact with classified attributes from direct access. 
Classified Mutator Attribute Interactions (CMAI) - This metric 
measures the interactions of mutators with classified attributes 
in a class. Higher interaction means stronger cohesion between 
mutators and classified attributes within a given class, and 
consequently more privileges are given to mutators on classified 
attributes. 
Classified Accessor Attribute Interactions (CAAI) - This metric 
measures the interactions of accessors with classified attributes 
in a class. Higher interaction means stronger cohesion between 
accessors and classified attributes within a given class. Similar 
to mutators, weak cohesion is desirable to reduce any potential 
flow of classified data caused by accessors. 
Classified Attributes Interaction Weight (CAIW) - This metric is 
defined to measure the interactions with classified attributes by 
all methods of a given class. The importance of this metric is that 
it shows how many potential class interactions are dependent on 
classified attributes.
Classified Methods Weight (CMW) - This metric is defined to 
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measure the weight of methods in a class which potentially interact 
with any classified attributes in a particular class. This metric can 
directly measure the attack surface size of a given class based 
on its operations over confidential data. Higher values of this 
metric indicate more classified operations are offered by the given 
class.               

V. Case Study
Above mention research work collectively provide proper prediction 
of security vulnerabilities with respect to design properties for an 
object-oriented design. The approach is implemented using case 
study of Library management system. We are created two designs 
for Library management system. fig.1 and fig.2.

A. Inheritance
An Inheritance Graph generated from the Inheritance Hierarchy 
of the Library management system. The design hierarchy of fig.1 
contains 14 classes and  design hierarchy of fig.2 contains 12 
classes .User_id  is considered as a vulnerable attribute because 
it provides entry point for the user by checking whether a user is 
authentic or not; it works as a communication interface/ channel 
between user and Library management system ; an attacker will 
have to somehow compromise User_id  in order to know the 
details of others account and hence perform the illegal actions as 
transfer, withdraw, inquiry etc.
Attribute Vulnerability Ratio (AVR)for figure1
Total count (vul_set) = 8
Number of classes in the design hierarchy= 14
Then, AVR = 0.6
Attribute Vulnerability Ratio (AVR)for figure2
Total count (vul_set) = 6
Number of classes in the design hierarchy= 12
Then, AVR =0.5
AVR ratio (inheritance) of figure 2 is smaller than fig.1, so we 
can say fig.2 is more secure.
Data Encapsulation , Cohesion
These metrics have been scaled to all fit with the range 0 to 1. A low 
value is desired for each. These metrics at this stage are concerned 
with the properties of individual object-oriented classes. [9]
Table 2: The library management system of fig.1
Class CIDA CCDA COA CMAI CAAI CAIW CMW
Ltib 
mgmt 0 0 0 0 0 0 0

Librarian 0 0 0 0 0 0 0
Member 0 0 0 0 0 0 0
No
copies 0 0 0 0 0 0 0

Books 0 0 0 0 0 0 0
Journals 0 0 0 0 0 0 0
User
registration 0 0 1 1 1 0.26 0.8

Faculty 0 0 0 0 0 0 0
Staff 0 0 0 0 0 0 0
Student 0 0 0 0 0 0 0
Issue 0 0 1 1 1 0.28 1
Return 0 0 1 0 1 0.5 1
Fine 0 0 1 0 1 0.33 1
reneval 0 0 1 1 0 0.5 1

Table 3 : The library management system of fig. 2
Class CIDA CCDA COA CMAI CAAI CAIW CMW
Journal 0 0 0 0 0 0 0
librarian 0 0 0 0 0 0 0
Catlog 0 0 0 0 0 0 0
Books 0 0 0 0 0 0 0
Issue 0 0 1 1 1 0.28 1
Member 0 0 0 0 0 0 0
Reneval 0 0 1 1 0 0.33 1
Faculity 0 0 0 0 0 0 0
Staff 0 0 0 0 0 0 0
Student 0 0 0 0 0 0 0
Return 0 0 1 0 1 0.5 1
fine 0 0 1 0 1 0.33 1

Table 4: Average of fig.1 and fig. 2
CIDA CCDA COA CMAI CAAI CAIW CMW

Fig.1 0 0 0.35 0.214 0.28 0.133 0.34
Fig.2 0 0 0.33 0.166 0.25 0.12 0.33

In these matrices a low value is desired for each class and the 
average comparison of two figures tells that fig. 2 is more zero 
centered so fig.2 more secure than fig.1.

B. Complexity, Coupling
Complexity metrics positively correlate to the number of 
vulnerabilities and Coupling metrics positively correlate to the 
number of Vulnerabilities [8].

Table 5: Complexity metrics
WMC DIT NOC CBC

Fig. 1 13 1 3 1
Fig. 2 17 1 3 1

Table 6: Coupling metric 
DIT NOC CBC RFC CBO

Fig. 1 1 3 1 13 21

Fig. 2 1 3 1 17 10

Finally the complexity and coupling matrices are also state than 
fig. 2 is more secure than fig. 1.

VI. Conclusion
Hackers and attackers do not create security loopholes; rather they 
target the weaknesses in the software and exploit them. In order to 
maintain the software security during the design stages, hacking 
should be made too difficult. In the given case study approach 
we had studied two different design for the library management 
system and from examining these design properties we can say 
that figure 2 of library management system is more secure. We 
believe that methodology used is quite simple and will provide 
proper prediction of security vulnerabilities with respect to design 
properties for an object-oriented design.  It is worth mentioning 
that reasonable estimation of security of software design is going 
to be very useful for software professionals.
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Fig. 1 : Typical schematic representation of library management system 1
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Fig.2 : Typical schematic representation of library management system 2
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