
Abstract
Mobile operators are embracing Wi-Fi technology as a low-cost, 
high-performance RAN (radio access network) technology. 
Unlicensed Mobile Access (UMA) is a new technology that 
provides access to GSM services over Wireless LAN or Bluetooth. 
It also challenges the assumption of closed platforms, since it is 
relatively easy to implement a UMA phone purely in software 
running on standard PC hardware and operating systems. This 
paper examines the security implications of UMA for GSM security, 
focusing especially on the techniques to reduce the problem of 
Eavesdropping. We identify several areas where open platforms 
may increase risks to both honest users and network operators, and 
propose countermeasures for mitigating these risks. We implement 
dynamic key management scheme for this purpose.
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I. Introduction
Mobile phones have become ubiquitous in many countries 
during the past decade. However, in some countries, such as the 
United States, it has turned out to be difficult to support adequate 
indoor coverage using cellular systems [1]. In response to this 
shortcoming, several industry players have formed a consortium 
to specify access to GSM and GPRS services over unlicensed 
radio technologies, such as Bluetooth and IEEE 802.11 Wireless 
LANs. The specifications resulting from the Unlicensed Mobile 
Access (UMA) consortium has been recently published [2 - 4]. To 
meet increasing operator demand, phone manufactures are rapidly 
adding UMA and Wi-Fi to handsets to capitalize on this explosive 
growth opportunity. The standardization work is continued by the 
3rd Generation Partnership Project (3GPP) under the “generic 
access to the A/Gb interface” work item [6, 10 - 11].

Fig.1: UMA solution

Fig. 1 illustrates the basic principle behind the UMA solution. 
The existing cellular network remains unmodified, a new network 
element, the UMA Network Controller (UNC), is introduced. UNC 
acts as a gateway between the mobile operator core network and 
Internet or a broadband IP access network. The phone connects 
to the IP network using a standard WLAN or Bluetooth access 
point.
Since the GSM/GPRS core network remains unchanged, UMA 
can reuse many of the existing GSM security mechanisms; new 
mechanisms are defined only for protecting the communication 

between the phone and UNC.
This research paper discusses the traditional security in GSM 
& GPRS security in detail. The paper sets out to technically 
address whether UMA could work in real life situations. The 
goal of this paper is to study the security implications of UMA 
for the security of the GSM system, focusing especially on the 
possibility of eavesdropping. We implement the dynamic key 
management scheme for improving the security in GSM & GPRS 
architecture.
We start by reviewing the GSM and GPRS security background 
in Section II. The UMA security architecture as specified by the 
UMA consortium is then introduced in Section III. The problem 
of eavesdropping is studied in section IV. This is followed by 
Section V which provides the process of assigning & generation 
of dynamic keys. In Section VI we conclude the result.  Future 
work is discussed in Section VII, and finally, Section VIII contains 
references. 

II. GSM & GPRS Architecture and Security Background
GSM is the most successful digital mobile telecommunication 
system in the world today. It is used by over 800 million people 
in more than 190 countries. GSM permits the integration of 
different voice and data services and the interworking with existing 
networks. Services make a network interesting for customers.

A. GSM Security
GSM offers several security services using confidential information 
stored in the AuC and in the individual SIM (which is plugged 
into an arbitrary MS). The SIM stores personal, secret data and is 
protected with a PIN against unauthorized use. (For example, the 
secret key Ki used for authentication and encryption procedures 
is stored in the SIM.) The security services offered by GSM are 
explained below:
(i)  Access control and authentication: The first step includes the 

authentication of a valid user for the SIM. The user needs a 
secret PIN to access the SIM. The next step is the subscriber 
authentication. This step is based on a challenge-response 
scheme.

(ii)  Confidentiality: All user-related data is encrypted. After 
authentication, BTS and MS apply encryption to voice, data, 
and signaling. This confidentiality exists only between MS 
and BTS, but it does not exist end-to-end or within the whole 
fixed GSM/telephone network.

(iii)  Anonymity: To provide user anonymity, all data is encrypted 
before transmission, and user identifiers (which would reveal 
an identity) are not used over the air. Instead, GSM transmits 
a temporary identifier (TMSI), which is newly assigned by 
the VLR after each location update. Additionally, the VLR 
can change the TMSI at any time.

Three algorithms have been specified to provide security services in 
GSM. Algorithm A3 is used for authentication, A5 for encryption, 
and A8 for the generation of a cipher key. In the GSM standard 
only algorithm A5 was publicly available, whereas A3 and A8 were 
secret, but standardized with open interfaces. Both A3 and A8 are 
no longer secret, but were published on the internet in 1998. This 
demonstrates that security by obscurity does not really work. As it 
turned out, the algorithms are not very strong. However, network 
providers can use stronger algorithms for authentication – or users 
can apply stronger end-to-end encryption. Algorithms A3 and A8 
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(or their replacements) are located on the SIM and in the AuC and 
can be proprietary. Only A5 which is implemented in the devices 
has to be identical for all providers. 

B. GPRS Architecture & Security
The GPRS is an enhancement to GSM-based networks in order 
to make the networks data friendly. Fig. 2 depicts the logical 
architecture of GPRS networks, where the two GPRS entities, 
namely, the (SGSN and GGSN) are shown. The Gp interface that 
exists between two different public and mobile networks (PLMNs) 
provides security functionality that is similar to a VPN. This is 
operator specific. 
The security mechanism that GPRS uses is similar to those that are 
used within GSM, the distinction being that the SGSN performs 
the security and access control functions that the MSC would 
perform in GSM networks.

Fig. 2: GPRS Architecture

C. Authentication of Subscriber and Ciphering
Fig. 3 illustrates the authentication procedure within GPRS 
networks. Such authentication procedures may be invoked, for 
instance, when an MS performs a GPRS attach with an SGSN, in 
order to establish a mobility context. The SGSN needs to have at 
least one authentication triplet before it can pass on a challenge 
to the MS. This authentication triplet is obtained by the SGSN 
from the HLR. The SGSN sends a “Send Authentication info” 
message to the HLR with the IMSI of the MS as a parameter, 
and one or more authentication triplets are returned in the “Send 
Authentication Info Ack” message. Each authentication triplet 
contains (RAND, SRES, Kc), where RAND is the random number 
(challenge), SRES is the response to the challenge, and Kc is the 
encryption key.

Fig. 3: GPRS Authentication procedure

In GSM networks, the ciphering algorithm is fixed (algorithm 
A5), whereas in GPRS networks, the ciphering algorithm can be 
determined by the HLR. The choice of the ciphering algorithm is 
included in the “Authentication Request” message that the SGSN 
sends to the MS. In addition to sending the ciphering algorithm, 
the SGSN includes the RAND as a challenge for the MS. The 
MS then computes the response SRES and returns it to the SGSN 
in the “Authentication Response” message. Using RAND and 

the secret key Ki, the MS also determines the encryption key 
Kc. Encryption then takes place using the “ciphering algorithm” 
specified by the SGSN and the encryption key Kc. The MS 
starts encryption immediately after sending the “Authentication 
Request” message, while the SGSN starts encryption after receipt 
of the “Authentication Response” message. It may be noted that 
while in GSM, the ciphering takes place between the MS and 
the BTS; in the case of GPRS, the ciphering occurs between the 
MS and the SGSN.

III. Overview of Unlicensed Mobile Access (UMA)
UMA does not introduce any changes to the existing cellular 
network. The new network element, UMA Network Controller 
(UNC) acts as a gateway between the IP side (typically consisting 
of a customer-owned WLAN access point and an ADSL/cable 
based broadband access network) and the cellular core network.
The UNC is connected to the core network using
the same A/Gb interface as GSM base station controllers 
(BSCs).
The user and control plane protocol stacks for circuit switched 
services are shown in Fig. 4 and Fig. 5. The shaded protocol layers 
represent protocols defined in [2] and [4]. The remaining protocol 
layers are unmodified protocols defined in 3GPP Release 4 and 
IETF specifications.
The protocol stacks resemble traditional voice-over-IP solutions, 
except that GSM signaling protocols are used instead of SIP or 
H.323. Another difference is that there is no direct terminal-to-
terminal IP connectivity even when both parties use UMA: the 
user plane traffic always goes through the GSM core network. The 
main advantages of using the existing GSM protocols and services 
are easier deployment (for existing GSM operators) and the ability 
to do handovers between GSM and UMA during a call.

Fig. 4: UMA circuit switched control plane protocol architecture 
(Fig. based on [2])

UMA also supports access to GPRS packet switched services. The 
protocol stacks are similar as for circuit switched case, replacing the 
lower layers from GPRS radio with IP. The security requirements 
for UMA are described in [2]. The most important requirements 
in the scope of this paper are summarized below.
(i)  General: Unlicensed access shall not compromise the security 

of GSM and GPRS networks.
(ii)  Authentication: Bilateral authentication between mobile 

station and UNC shall be supported.
(iii)  Encryption: Signaling traffic shall be secured end - to- end 

(terminal to UNC) to protect subscriber data. UMA shall 
provide security at least as well as GSM/GPRS for all traffic 
between mobile station and UNC.
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The resulting security architecture and protocols are specified 
in [2,4], respectively. Fig. 4 illustrates the constituent security 
mechanisms on which the UMA security architecture is based. 
The UMA specifications define the security for the Up interface 
between the terminal and the UNC. The specification of the other 
security layers shown in Fig. 6 is outside the scope of UMA, and 
are handled elsewhere, for example in IEEE, 3GPP and IETF. 
Traffic between the phone and the UNC is protected by an IPsec 
ESP tunnel, which is established and maintained using IKEv2 
[31]. The subscriber is authenticated using EAP-SIM [26], which 
is based on the SIM authentication procedures exchanged within 
the IETF Extensible Authentication Protocol (EAP) framework 
[12]. Authentication of the UNC to the phone is based on X.509 
certificates and, implicitly, on producing correct EAP-SIM 
requests.

Fig. 5: UMA circuit switched user plane protocol architecture 
(Fig. based on [2])

Fig. 6: UMA security mechanisms (Fig. based on [2])

The authentication between the phone and UNC does not replace 
the normal GSM authentication between the phone and the 
MSC. The keys resulting from the phone-to-MSC authentication 
exchange are also used in a UMA-specific challenge-response 
handshake between the phone and the UNC.

IV. Problem of Eavesdropping
There is one main issue that wireless security need to be met. 
Since all wireless packets are available to anyone who listens, 
security needed to prevent to eavesdropping. Since, it is impossible 
to keep people physically away from this. For this purpose we 
implemented Dynamic Key management in this paper. At the 
time of channel allocation the mobile host has to sense the base 
station to setup a call. If the user is not registered to that particular 
Base Station it has to get registered itself dynamically at this time 
for the security purpose, we use the Dynamic Key Management 
Scheme. 

V. Key Management Process
Key management entails four basic functions, namely analysis, 
assignment, generation, and distribution of network keys. 
Traditionally, these functions have been tightly coupled, where all 
of them were performed by a centralized server or collaboratively 
by the nodes in a network, with each node performing the same 
functions.

Fig. 7: Key Management Process

Keying functions are triggered by keying events. These events 
include network deployment, node addition, node eviction, or 
periodic (or on-demand) key refresh. Entities with key management 
responsibilities may include a key server (prior to deployment in 
[14]), base station (once during network bootstrapping [16] or 
multiple times throughout the network lifetime [15]), gateway 
nodes [16], or even mobile nodes. The basic functions in a 
general key management process (shown in Fig. 7) are described 
below.

A. Key analysis
Keying requirements are analyzed to determine the required 
number of keys for the network as well as the number of keys 
needed by each node. Also, analysis may take place (using input 
from a detection system) to determine keys that need updating. 

B. Key assignment
This step refers to the mapping of keys to different parties. 
Administrative key assignment is considered here since 
communication keys are simply assigned by agreement of 
parties wanting to establish a secure communication channel. 
Key assignment may be static (say, each node being assigned the 
same set of keys throughout the network’s lifetime) or dynamic 
depending on the key management solution employed.
Mapping decisions significantly impact the level of security 
offered by the key management scheme since a captured node 
may reveal all its keys to an attacker. If that node or a small 
number of nodes collectively possess all network administrative 
keys, capturing these nodes will jeopardize the security of the 
entire network. Therefore, when a node is captured, the fewer the 
number of keys known (or the greater number of keys unknown) 
to that node, the smaller the security risk. However, since some 
schemes depend on the existence of overlapping keys among nodes 
to establish communication among these nodes, decreasing the 
number of keys known to a node in these schemes may hamper 
network connectivity.

C. Key generation
The generation of administrative keys may take place once or 
multiple times over the lifespan of the network. The generation 
of communication keys is the responsibility of the communicating 
parties (i.e., mobile nodes, gateways, or base stations). In all cases, 
the key generating node(s) must be trusted by all key-receiving 
nodes. Keys might be as simple as a bit string or as complex as 
a symmetric bivariate polynomial [24].
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D. Key distribution (Redistribution)
This refers to the delivery of keys to their designated nodes 
after they have been generated and assigned to the nodes. If 
administrative keys are delivered to their destinations after network 
deployment (e.g., due to rekeying), other (previously distributed) 
administrative keys may be used to encrypt the new keys. The 
distribution of communication keys usually takes place after the 
network has been deployed. Communication keys are used for a 
short period of time and should be regularly updated (this may 
include analysis, assignment, generation, and [re]distribution).

VI. Conclusion 
As UMA is the new & emerging technology, it gives a new definition 
in the field of communication. UMA provides seamless handover 
between a GSM/GPRS and Wi-Fi with a dual-mode handset. By 
introducing UMA services, GSM services providers are operating 
with new business models and call/data flows. Therefore, they must 
take into consideration assessing security risks and developing 
security measures. We investigate the problem of eavesdropping in 
this paper. By using the dynamic key management scheme, we can 
secure the session effectively i.e. we can protect the network from 
the intruders by preventing him from listening to the conversation 
between the hosts.

VII. Future Work
Key management in mobile networks raises interesting research 
issues. Design requirements for key management solutions include 
energy awareness, survivability, and localization of attack impact 
given a highly vulnerable network that mainly operates unattended, 
and scalability to a large dynamic network. 
In this paper, we are just limited to the solution of the problem 
of eavesdropping but other security aspects are leaved as a future 
work. Service providers should consider the following security 
implications:
• Host-based security
• Operational security
• OAM interface security
• Securirt policy and procedures
• DoS attacks
So the above security aspects are still to be investigated and 
solved.
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