
Abstract
Now-a-days the border security and safety are increasing more, 
due to the high interconnectivity all over the world. For homeland 
and national security, border control applications require a proper 
means of identifying the travelers to avoid intruders into the nation. 
For example, by what they have (passports, visas, and travel 
documents) and what they know (answers to several questions). 
To reduce such problems like fraud, ease identity checks, and 
enhance security, we propose an authentication methodology that 
combines multimodal biometrics and cryptographic mechanisms. 
Without a mandatory requirement smart-card-level devices on 
e-passports, we can accommodate faces and fingerprints for easier 
deployment. The biometric passport (referred to as an e-passport) 
is a new standard of the Machine Readable Travel Document 
(MRTD). Passports must be renewed in low cost for storing 
biometric templates (Like Tamper-Resistance Device) and for 
being applied promptly all over the world. Therefore, we combine 
multimodal biometrics and cryptographic mechanisms in low cost 
without requiring special hardware for border control application. 
It is even allowable to imprint (publicly readable) 2 bar codes on 
the passports. Additionally, we present a new concrete method 
for certification and key management to control the validity of 
passports within the current Public-Key Infrastructure (PKI). The 
proposed certification and key management scheme must be useful 
and practical for controlling the passports. 
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I. Introduction 
To determine people’s identity, the obvious question is what 
technology is best suited to supply this information? There are 
many ways that humans can identify each other, and so is for 
machines. There are many different identification technologies 
available, many of which have been in commercial use for years. 
The most common person verification and identification methods 
today are Password/PIN known as Personal Identification Number, 
systems. The problem with that or other similar techniques is that 
they are not unique, and is possible for somebody to forget, loose 
or even have it stolen for somebody else. In order to overcome all 
these problems there has been considerable interest in “biometrics” 
identification systems. Which use pattern recognition? Some 
of these methods are fingerprints, retina and iris recognition 
technique, though these technique are not easy to use. The 
significance of border security and safety is rapidly growing from 
security informatics perspectives, due to the high interconnectivity 
all over the world. Passports must be renewed in low cost for 
storing biometric templates and for being applied promptly all 
over the world. Therefore, we combine multimodal biometrics 
and cryptographic mechanisms in low cost (without requiring 
special hardware) for border control applications. Specifically, 
we accommodate faces and fingerprints without a mandatory 
requirement of (tamper-resistant) smartcard-level devices. We 
could rather imprint a (publicly readable) 2D bar code or optical 

storage on the passport for low-cost deployment. In that sense, 
the passport should remain passive, which means that it should 
not disclose information without its holder’s awareness and 
permission. Note that RFID tags are readable usually without 
such awareness. Of course, in our scheme, the smart-card and 
RFID technologies can be used optionally for additional functions 
such as writable and remote accessible storage for digital visas, 
with wireless encryption capabilities. Additionally, we present 
a new concrete method for certification and key management 
to control the validity of passports within the current Public-
Key Infrastructure (PKI). The proposed certification and key 
management scheme must be useful and practical for controlling 
the passports. It also resolves the key revocation problem. Our 
solution could be compatible with ICAO’s Public-Key Directory 
(PKD). Currently the International Civil Aviation Organization 
(ICAO) is the international authority charged with the task of 
developing a standard for machine readable travel documents 
(MRTD). 1986 saw the formation of a Technical Advisory Group 
on Machine Readable Passports by the ICAO. The ICAO describes 
three types of MRTD. A passport which indicates a person is a 
citizen of the issuing country. A visa used to indicate that the 
issuing country grants a non-citizen the rights to enter the country 
for a set period; other travel documents which could be issued 
to non-citizens for travel across borders. An example would be 
a special purpose identification/border-crossing card. To be able 
to incorporate a biometric in the above mentioned documents, 
the ICAO suggests three different implementation options. The 
biometric will be contained within the document by making use 
of an appropriate storage medium. For example, a chip, magnetic 
stripe or 2D barcode. The biometric templates will be held by the 
issuing bodies (for example, a central database at each embassy in 
the case of foreign countries). The biometric will be extracted from 
a visual element within the document. “The data stored on the chip is 
protected from alteration by the latest digital signature technology. 
As the Department of State implements this new technology, it will 
include passport features that will protect the security and privacy 
of passport bearers. We will share more information about these 
measures once testing is completed. The Department of State will 
not issue passports incorporating integrated circuits until privacy-
related concerns have been addressed. The Department of State 
is currently coordinating testing of components for possible use 
in the new passport. Once testing has ended and a final passport 
configuration that meets the security and privacy needs of our 
citizens has been completed.

II.  Literature Survey
Existing media stories, which have recognized the first three of 
the points enumerated above. The other issues, more technical in 
nature, have seen less exposition; the major previous effort we 
are aware of is Pattinson’s whitepaper that outlines the privacy 
problems with e-passports that may be readable by anyone 
and argues, as we do, for Basic Access Control. Pattinson also 
points out the need for a direct link between optically scanned 
card data and secret keys embedded in an e-passport. He does 
not, however, consider the issue of biometric data leakage or 
the cryptographic issues we address. Jacobs discusses issues in 
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e-passport deployment in the Netherlands and reports on work 
with a prototype Netherlands biometric passport; he highlights 
the importance of Basic Access control and also investigates the 
issues surrounding a national database of biometric identifiers. 
• Digital signature schemes with appendix where the signature 

is appended to the    message and both are required as input 
to the verification algorithm.

• Message recovery, where the original message signed can 
be obtained from the signature itself.

•  The original message is not required as input to the verification 
algorithm.

Finally, the smart card research group at IBM Zurich has 
demonstrated a Javacard application running on a Philips chip that 
performs Basic Access Control and Active Authentication in under 
2 seconds, showing that these technologies are feasible in practice. 
The motivation of e-passports in the JRC are Improve security of 
the travel document, Improve authentication of the passport holder, 
Token for automatic border control, Convinience Participants are 
the EU member states + Switzerland, Norway and Iceland and they 
concluded as Interoperability is improving Passport is just one 
element of border management Effort has to be made in the design 
of the border control system to guarantee interoperability. The 
need of exchange of Country Signing Certificates International 
collaboration is needed to achieve interoperability. 

III. Existing System
The combination of both, RFID and biometric technologies promise 
to reduce fraud, ease identity checks, and enhance security. At the 
same time, these technologies raise new risks. We explore the 
privacy and security implications of this worldwide experiment with 
a new type of authentication platform, with particular attention to 
its deployment in passports. In exiting system, biometrics, and one 
could face several challenges in border control applications:  it may 
take high costs to process a huge amount of biometric information 
(online) for 1: n identification using a large-scale DB. It will also 
take high costs to issue smart-card-enabled passports all over the 
world for 1: 1 verification (that is, requiring costly secure storage). 
Biometrics is still remaining as a useful technology in small-scale 
applications, excluding worldwide border control applications. 
A bearer may feel reluctant to provide his or her biometrics to 
an inspecting officer because of inconvenience and personal 
preference.  The term Radio Frequency Identification (RFID) 
has come to stand for a family of technologies that communicate 
data wirelessly from a small chip, often called a “tag”, to a reading 
device. Computers are able to perform very much the same process 
with increasing efficacy, and biometric authentication is gaining 
currency as a means for people to authenticate themselves to 
computing systems. 

IV. Proposed System
In proposed system, The main concerns of this paper include the  
existing challenges as well as the privacy infringement problem. 
Passports must be renewed in low cost for storing biometric 
templates and for being applied all over the world. We use the 
term biometric in this paper to refer to human-to-computer 
authentication. Therefore, we combine multimodal biometrics 
and cryptographic mechanisms in low cost (without requiring 
special hardware like Tamper-Resistance Device) for border 
control applications. Specifically, we accommodate faces and 
fingerprints without a mandatory requirement of smartcard-level 
devices. We could rather imprint a (publicly readable) 2D bar code 
or optical storage on the passport for low-cost deployment. In that 
sense, the passport should remain passive, which means that it 

should not disclose information without its holder’s awareness 
and permission. Note that RFID tags are readable usually without 
such a awareness. Of course, in our scheme, the smart-card and 
RFID technologies can be used optionally for additional functions 
such as writable and remote accessible storage for digital visas, 
with wireless encryption capabilities. Additionally, we present 
a new concrete method for certification and key management 
to control the validity of passports within the current Public-
Key Infrastructure (PKI). The proposed certification and key 
management scheme must be useful and practical for controlling 
the passports. It also resolves the key revocation problem. We 
present our scheme by focusing on the distinct features from our 
preliminary work: the concrete method for certification and key 
management and the improvement of verification efficiency and 
modularity. 

V.  Description
 The security for a border control applications like e-passport we are 
using the authentication methodology that combines multi-modal 
biometrics and cryptographic mechanisms. We accommodate 
faces and fingerprints without a compulsory requirement of 
smart-card-level devices on e-passports for easier deployment. 
It is even allowable to imprint (publicly readable) bar codes on 
the passports. We are using the certification and key management 
method to control the validity of passports. This is mainly for the 
security basis solution.

A. Biometric authentication
• An authenticated user enrolls by presenting an initial, high 

quality biometric image to the sensor.
• The system stores information extracted during enrollment 

in a data structure known as a template.
• To prove identity during authentication session the user again 

presents the biometric to a sensor.
• The verifying entity compares the freshly presented biometric 

information with that contained in the template for the 
user.

The general Problems with legacy passports are based on the 
forgery and look-alike fraud: forgery: The Illegal document 
creation or modification and Very difficult today due to good quality 
of documents. Look-alike fraud: Use passport of someone else 
E.g. family members, or occasional match from large collection. 
Simple fraud, difficult to combat with traditional means.

VI. Modules
1.  Data  installation
2.  Certification and key management
3.   Authentication procedure
4.   Digital signature manipulation
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VII. Modules with explanation and Overall design

   Fig. 1:
We divide the inspection process into two phases and define a 
formal model for them. One phase is for both 1:n identification 
and 1:1 verification based key generation, and the other is for 
deterministic 1:1 verification for authentication purposes. Both 
phases can be performed in parallel. In order to authenticate a 
passport holder (or bearer) using biometrics without smart-card-
level devices, we postulate that the passport holders are screened 
with regard to their biometrics and demographic information in the 
passport that is not protected directly by hardware. Therefore, the 
passport holder is defined formally, where B and P are defined as 
the user’s biometrics and possession (in a passport), respectively. 
They can be accessed by inspectors when a passport holder 
presents them. B is regarded as a probabilistic algorithm returning 
the user’s biometrics due to its inaccurate measuring, whereas P 
is always deterministic. As for multimodal biometrics, B can be 
regarded as a set of distinct biometrics. Based on the biometrics 
scheme, we manipulate the user’s biometrics in terms of feature 
representation. We define the following transformation for Phase 
1: The separated fingerprint can be predefined and used as the 
authorized verification key for many, whereas acts as one template. 
Note that should be preinstalled in each inspecting device in an 
authentic manner. This is a trivial assumption for border control 
applications. Otherwise, it can be encrypted securely and kept in 
each passport.   Given a digital signature scheme _ and another 
distinct biometric scheme, we have to manipulate the key returned 
by a key generation algorithm to authenticate both the user’s 
biometrics and possession that are printed in 2D bar codes (or in 
any machine readable form, even including electronic storage) 
in a passport. We define the following transformations for Phase 
2: The probabilistic algorithm returning a random key from input 
for facial images and other details are the respective transformed 
values. The random key returned is very important in our scheme, 
since it will be used for binding the user’s biometrics with digital 
signatures in the form. In the case that should be encrypted and 
kept in each passport, this random key can also be used for deriving 
an encryption key for other details. Specifically Biometric is a 
transformed value from the user’s biometric data and the random 
key, whereas PT is a transformed value from a digital signature key 

with authorized certification. Combining these two, this implies 
the recovery of correct verification keys. We define the user’s 
possession, which will be printed in 2D bar codes in a passport. 
Thus, the inverse transformation should be infeasible. 

A. Passport issues

   Fig. 2:
For the issuance of a passport, an applicant must provide his 
or her biometrics (such as facial image and fingerprint) to the 
passport issuing department along with the legacy authorization 
materials such as a proof of citizenship, photographs, and the 
passport application form. Assuming a facial image to obtain 
transformation with regard to biometric. We assume a predefined 
value and it is preinstalled to inspectors. However, it can be chosen 
randomly and encrypted in each passport as we just mentioned 
in the previous section. The fingerprint image, transformation 
will produce, whereas a digital signature key and a random key 
should influence that transformation as well. Here, we restrict 
the ownership of the digital signature key to an authorized party 
such as a national body. We will discuss certification and signature 
key management issues in the following section. Subsequently, P 
will be signed by the digital signature key, which means that the 
resulting signature S will be generated by running S, the signature 
generation algorithm. The signature S corresponds to a proof of 
value under the condition that the correct biometric is provided. At 
this time, a portion of data D representing the applicant’s individual 
information printed in the passport can be signed together. The 
optionally chosen data D could include applicant’s name, passport 
number, nationality, place of issue, date of issue, date of expiry, 
etc. This might be a useful option for border control applications. 
Finally, the values will be printed in 2D bar codes in the passport. 
In the case that D is signed as well, it must be printed in 2D bar 
codes (for signature verification) and in human readable characters 
(for manual reading). Since the applicant’s photograph must be 
imprinted in the passport, D could also include the binary data of 
it as required by ICAO.

Printed in 2D Barcode passport
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B. Certification and key management

   Fig. 3: 
We propose a concrete method for certification and key 
management. The ownership of a digital signature key will be 
restricted to the authorized passport-issuing parties. In other 
words, the authorized party’s signature key must be used for 
signing P. The individual’s signature key was assumed, but it 
resulted in bad verification performance owing to the huge size 
of the public exponent having less modularity. The certification 
and revocation were also difficult. To improve the verification 
efficiency and modularity, this paper will provide a more elegant 
scheme that allows a tiny public exponent of the modern RSA 
signature or any other preferred digital signature schemes. Each 
national body’s verification key (say, public key) is certified by 
the CA, and its validity must be checked when authenticating 
the passport holder U, for resisting forgeries of S and P. We 
assume cross-authenticated PKIs or ICAO’s PKDs for worldwide 
acceptance in our scheme. The valid period of certificates can 
be preserved according to that of the issued passports and vice 
versa in such infrastructures. This is possible by restricting the 
valid period of the signature key (say, private key) rather than the 
certified verification key. The international body such as ICAO 
may provide proper guidelines so that the valid period of the 
signature generation key is minimized and the signature key is 
refreshed frequently, for example, in three months. Note that this 
does not mean the expiration of the certificate but rather that of 
the signature generation key “only” since the early expiration 
of the certificate itself may cause frequent updates of the issued 
passports. To prevent such overheads, we make the signature 
generation key kept securely and erased explicitly after its short 
duration, whereas the valid period of the corresponding verification 
key is still much longer. The verification procedure is then simple 
and straightforward at national borders. The expiration dates of 
both keys are examined along with the issue date of a passport 
so that the inspection party could only accept the passport that is 
not shown after the expiration date of the signature verification 
key and was not issued after the expiration date of the signature 
generation key. It is trivial to automate this verification procedure. 
When an accidental revocation is necessary before the expiration 
dates, we may revoke the signature generation key rather than the 
verification key and maintain the revocation list showing hCert 

Serial Number; Revocation Time. This is reasonable because 
it can happen that the passport-issuing system is compromised 
(even for a while or in part). The inspection party searches the 
revocation list and then rejects the passport if it was issued after the 
“Revocation_Time.” Note that the signature verification key is still 
valid before its own expiration. The proposed key management 
method is practical and can easily be operated with the current 
PKI and ICAO’s PKD.

C. Authentication procedure

   Fig. 4: 
A passport holder (or visitor) presents all the required data to 
an inspecting party (or officer). The following two phases then 
run (in parallel) if the above verification procedure is passed. In 
Phase 1, the inspecting party retrieves an inverse transformation 
of all details are verifies the validity of current sample 0 by the 
retrieved information. Note that biometric could be used for both 
1 : n identification and 1:1 verification in this phase. A case study 
of Phase 1 is described. In Phase 2, the inspecting party computes 
transformation for deriving cryptographic keys to verifies a digital 
signature S on the information including P (and optionally D) 
by running V, the signature verification algorithm. Under the 
condition that the correct biometric is presented, it  may derive 
the specific random key, and may derive the certified signature 
verification key. By combining those two keys, the signature S 
can be verified in a stringent way.

D. Digital Signature Manipulation 

1. Signature Key Generation 

 

 Fig. 5: 
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2. Random Key

 Fig. 6:

VIII. Key Generation

Fig. 7: Here we are assigning the four different key for 
                                                         
• Signature Key generation Generate RSA key and certified
• Random Key generation Generate Key for each applicant 
• Signature generation Signature key is generated by RSA 

Signature algorithm to verify the fingerprint. 
• Signature verification The both public and the private keys 

are generated by signature verification  

The collection of the data, the key is generated as Random key 
and signature key and finally they are combined.

IX. Architecture of Biometric Authentication

   Fig. 8: 

X. Key management

• Cryptography necessitates key management
– Handling of cryptographic keys in your system

– Have you locked the door and left the key under the mat?
• Key Handling
– Generation of keys
– Set capabilities and security limits of keys (policy)
– Implement key backup and recovery
– Prepare keys for storage
– Key revocation and destruction
– Multiple layers of security
• Authorized Key Usage
– Smart-card K of N access control
– Key linked to particular user / application / etc.
• Secure Audit Logs
– Tracking key usage to provide audit trail
– Liability protection
• Certified Security
– FIPS140-2 Level 3 Security
– Keys are never exposed outside of hardware in clear-text
• Secure Management
– Encrypted and authenticated Management traffic
– Automated policy and key updates
– Upgrade functions cryptographically in hardware after the device 
has been deployed

XI. Digital Signature Manipulation
As for Phase 2, we show the distinct points of digital signature 
manipulation only, since there are significant improvements from 
our previous work. The main difference is 1) to use a new MAC-
and-sign primitive instead of the hash-and-sign primitive of the 
previous scheme and 2) to assume that the RSA key is owned by 
the passport-issuing authority rather than the passport holder. As 
a result, we have to conduct the following different operations. 

A. Signature key generation. 
Produce public-private keys, where N is the product of two distinct 
large primes values. We assume that the exponent e is chosen from a 
reasonably small space for efficiency in signature verification. It is 
widely recognized that is good for digital signatures. It is assumed 
that the authorized party such as the passport-issuing department 
owns this RSA key and provides it in the key generation phase. For 
this purpose, the public key should be certified by the CA in PKIs 
and valid in the current epoch. Once the RSA key is generated and 
certified, it can be used for signing many passport applicants before 
its expiration. The signature generation key should be maintained 
securely by the passport-issuing department. 

B. Random key generation. 
Let output a MAC key K in length  for each applicant. 
Signature generation. Given the distinct feature of this scheme 
is that the authorized party’s RSA signature will be generated 
for a MAC of P and (possibly) D, instead of a simple message 
digest value of them. The reason for signing the MAC that is 
generated by K is to verify the correctness of the fingerprint 
given in the authentication phase. Thus, we assume that S return 
a signature on a message, m, where m in the following way. For 
probabilistic signature generation, a random integer r is chosen 
at random such that r R f0; 1g__ , where __ implies a reasonable 
space. The signature S ¼ hs; ri is then generated by obtaining 
a MAC of m and raising MACKðm; rÞ to the powers of d; s ¼ 
MACKðm; rÞd mod N for a secure MAC function MACkey  : 
f0; 1g_ ! f0; 1g_. . Signature verification. Due to the MAC-and-
sign primitive, the MAC key K recovered by majority decoding 
is utilized for verification. If the expiration and revocation status 
of both private and public keys are valid, we can proceed with the 
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signature verification. Given the signature S from the passport, the 
verification algorithm V computes a MAC on a message, m, where 
m ¼ hP; ðDÞi with key K. Subsequently, V raises the result to the 
power of e for verifying s ¼ MACKðm; rÞd mod N, where S ¼ hs; 
ri. If the digital signature is correctly verified, the inspecting officer 
can confirm that U provided a correct fingerprint and hBT 0 ; BT 
;PT ; ðDÞi. In our scheme, a digital signature key is certified and 
managed in PKIs or ICAO PKDs by restricting the valid period 
of the private key, as well as that of the public key. If the private 
key is kept securely and erased explicitly after expiration without 
information leakage, the security of our scheme can rely on the 
signature of the authorized passport-issuing department.
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