
Abstract
To protects data against attacks, appropriate security measures 
have to be taken. This includes analyzing the likelihood of attack 
and being aware of threatening situations or people. Computer 
data storage provides one of the core functions of the modern 
computer that has information retain storage techniques at all 
levels of the storage hierarchy. For any particular implementation 
of any storage technology, the characteristics worth measuring are 
capacity and performance. Enterprise businesses and government 
agencies around the world face the certainty of losing sensitive 
data from crashed devices (server or client). This drives the need 
for a complete data protection solution that secures data on all 
common platforms, deploys easily, scales to any size organization 
and meets strict compliance requirements related to privacy laws 
and regulations. It helps in ensuring privacy of data and improves 
availability of the data. Particularly in the paradigm of “Volunteer 
Computing “  which is a specific type of distributed system , where 
shared resources (processor or storage) are provided in a volunteer 
fashion by the clients of the Desktop Data Grid System. The 
number of PC’s connected to internet  is project High-level security 
is given to the Volunteer Storage Clients (VSC’s) for redundant 
data storage and the VSC is classified into different levels based 
on real-time parameters like bandwidth, zero-time shit down and 
storage capacity. We propose an architecture for the desktop data 
grids with a centralised server which increases the performance of 
the system and reduces the complexity of the server. The efficiency 
of the system not only depends on the security level of the client 
but also considers the sensitivity of the data being stored in the 
system. Altogether a simple metric termed Fragmentation Factor 
(FF) is proposed in this system which considers both the security of 
the client and the sensitivity of the data. The erasure tornado codes 
are applied to cope up with unreliable data storage components. 
The enhanced levels of security can be achieved in the corporate 
environment by imposing Security Auditing. To ensure the security 
of the various servers and systems, the security has to be assessed 
through proper audit tools. For selecting the high priority virtual 
server for data storage, three factors like bandwidth, availability 
and storage are analyzed. Implementation was performed by using 
Java in our laboratory and seen that the efficiency of data storage 
and security is high than the existing architecture.
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I. Introduction
Volunteer Computing is a type of distributed computing in which 
computer owners donate their computing resources to one or 
more projects. The desktop Data Grid system has many security 
drawbacks that need to be addressed. The rising need for the 
suitable alternative of the centralized server poses many security 
issues. The data is fragmented and stored in many systems which 
are a part of the grid termed as the VSC’s. They themselves should 
not have access to the resources stored by the Project Server. As 

the number of fragments in which the data is broken is increased, 
the security level is enhanced. The Desktop Data Grid environment 
potentially provide commodity resources not only CPU cycles 
but also the storage space i.e., significant amount of memory 
and network throughput. Such an environment faces problems 
of security which needs to be addressed for keeping the Grid 
systems alive. “Desktop Data Grid” depends on a set of widely 
distributed and entrusted storage nodes, therefore offering no 
guarantees about the availability or protection to the stored data. 
This security Challenges must be carefully managed before fully 
deploying Desktop Data Grids in sensitive environments like 
e-health. The failures of the centralized systems are quite often 
occurring and so needs a solution to make high availability of the 
data in the Desktop Data Grids.
In this paper we propose a cryptographic protocol able to full fill the 
storage security requirements related with a generic Desktop Data 
Grid scenario, which were identified after studying the drawbacks 
posed by the previous Grid systems on the Data Grid’s storage 
services. The proposed protocol uses three basic mechanisms to 
accomplish its goal: (a) symmetric cryptography and hashing, (b) 
an Information Dispersal Algorithm and the (c) Fragmentation 
Factor (FF) quantitative metric.

A. Security Framework Components
The prior step before identifying the security issues is to identify 
the various components and elements comprised in the system:
1. Players : Three data readers / writers are involved 
• The volunteer storage client 
• The centralized project server, which also implements a 

metadata service that gathers information about the stored 
files along with the localized servers which maintains the 
local cache.

• The WAN links conveying information between VSC’s and 
the project servers.

2. Attacks : The generic attacks that may be executed over the 
Desktop Data Grid are  related with 

• Adversaries on the wire
• Adversaries on the infrastructure servers (project servers and 

door node)
• Revoked users on the door node
• Adversaries with full control of the site services (VSC’s)       

Each of these attacks will either destroy data, or leak data, 
or change data.

3. Security primitives : The security entry in the Desktop 
Data Grid is the point in the Door node  when grid users 
are authenticated for accessing the resources stored in the 
clients.

4. Trust assumptions : Always the VSC’s initialize the data 
transfer , the VSC’s client software is trusted only when the 
data is coming from a project server , VSC’s have full control 
over the data stored in them (VSC’s can leak, destroy data, 
or change data).
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II. Existing Architecture

Fig. 1: Existing Architecture

The entire architecture consists of the following elements:
1. Data producers/ consumers  the grid user either stores the 

data into the system or retrieves the data from the system.
2. Door Node these are the servers that performs the 

authentication and authorization.
3. Project Server this implements the cryptosystem (encryption 

and decryption of data), dispersal algorithm (fragmentation 
and defragmentation of data, security evaluation, manages 
storage spaces in the clients, tracks location of the file with 
their metadata. 

A. Volunteer Computing
Volunteer computing which is a specific type of distributed 
computing, where shared resources are provided in a volunteer 
fashion by the clients of the Desktop Data Grid System. Particularly 
in these kinds of systems security is highly crucial. A lot of 
research works are going on in this field of volunteer computing 
a representative example is the Lattice project. The desktop Data 
Grid system which is a volunteer computing system has many 
security drawbacks that need to be addressed. The rising need 
for the suitable alternative of the centralized server poses many 
security issues. The data is fragmented and stored in many systems 
which are a part of the grid. This security Challenges must be 
carefully managed before fully deploying Desktop Data Grids in 
sensitive environments like e-health. The failures of the centralized 
systems are quite often occurring and so needs a solution to make 
high availability of the data in the Desktop Data Grids.

III. Proposed Architecture
In this paper, we propose an architecture for the desktop 
computational grids to enhance security level and to reduce the 
complexity of the servers. The existing system has a three layer 
architecture where the grid user and client are separated in different 
tiers and the project server along with door node is present at a 
tier. This increases the complexity of the project servers and also 
reduces the efficiency of the overall system. We rearrange the 
architecture in such a manner that the grid users and the clients 
belong to a single tier and the project server also has a centralized 
server that takes care of all the data fragmentation works and 
also stores the metadata about the storage and the retrieval of the 
data with the VSC’s . The grid user and the client are taken to be 
similar and in most case same by the Grid storage systems. The 
authentication is done locally and the encryption is also done at 
the local network itself but the Information Dispersal pattern is 
alone determined by the centralized server based on the factor 
called as the FF and the metadata is stored in it. 

S1 S2 

S3 S4 

Grid User 

Grid User Grid User 

Grid User 

VSC  VSC  

VSC  
VSC  

Fig. 2 : Proposed Architecture

This architecture is suitably discussed under the domain of  
Desktop Data grid because of the vitality of the security in the 
volunteer computing strategy. The efficiency of the system not 
only depends on the security level of the client but also consider 
the sensitivity of the data being stored in the system. Altogether a 
simple metric termed FF is proposed in this system which considers 
both the security of the client and the sensitivity of the data. The 
erasure tornado codes are applied to cope up with unreliable data 
storage components in the distributed data grid systems. This 
means when a device fails, shuts down or is compromised, and 
then the system recognizes the event as an error, where a device 
failure is manifested by storing and retrieving incorrect values, 
that can only be detected by the codes that are embedded within 
the data. The enhanced levels of security can be achieved in the 
corporate environment by imposing Security Auditing. To ensure 
the security of the various servers and systems, the security has to 
be assessed through proper audit tools. Figure 2 shows the proposed 
architecture in which servers S1, S2, S3 and S4 takes care of their 
grid users and the VSC’s Their data is alone cached and metadata 
of the _les tracks their location, FF etc. Now the complexity and the 
functionality of the project server have reduced. The placement of 
the grid users and clients at the same tier improves the efficiency 
of the overall grid system. High-level security is given to the 
VSC’s for redundant data storage and the VSC is classified into 
different levels based on real-time parameters like bandwidth, 
zero-time shit down and storage capacity. This can be obtained 
by making the VSC’s as the virtual server. It can act as both client 
and a server.

A. Need for fragmentation factor
The existing system concentrates only on the security provided 
by the client and fragments data based on it. But the enhanced 
performance is achieved if the sensitivity of the data is also 
considered before storing the fragments. If suppose a non-sensitive 
data occupies the full storage space of the Level 1 client (highly 
secured client), then the sensitive data will not find space for itself. 
So we propose a simple quantitative metric termed as FF which 
accounts both the security of the client and the sensitivity of the 
data. The highly secured data must be fragmented and placed in 
highly secured clients. The less secured data can be placed in 
Level 3 (less secured) clients. The FF for each file is determined 
by the level of security of client required and the level of security 
necessary for data. Here we assure the bit wise values for the 
parameters to reduce the complexity. 
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B. Data Storage
Computer data storage, often called storage or memory, refers 
to computer components, devices, and recording media that 
retain digital data used for computing for some interval of time. 
Computer data storage provides one of the core functions of the 
modern computer, that of information retention. Efficient data 
storage and retrieval (e.g., in terms of time and space requirements) 
is facilitated by implementing an indexing structure comprising an 
indexing array. That is, a functional relationship between elements 
of a source set and elements of a query result set can be stored in 
the indexing structure. This allows, for example, a query regarding 
whether an element is a member of a set (e.g., whether a particular 
website or Uniform Resource Locator (URL)) has been visited 
before) as well as a relationship between the member set and the 
query (e.g., the number of hyperlinks in the website the last time 
it was visited) to be resolved efficiently. Most data stored on 
disk today has at least some statistical redundancy and is easily 
compacted. Compressing this information cuts the amount of 
physical storage required to as little as one-third the space.

C. Scenario
There are four clients in the Grid (assume) and the fragments are 
stored in them as per below diagram. If say client 1 goes offline 
also the data can be retrieved intact from the other clients as 
illustrated in the diagram.

IV. Experimental Analysis
There are four clients in the Grid (assume) and the fragments are 
stored in them as per below diagram. If say client 1 goes offline 
also the data can be retrieved intact from the other clients as 
illustrated in the fig. 3. 
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Fig. 3 : Experimental scenario

A. User Login
Grid user must sign up before login to give his\her details, the 
servers performing all the authentication and authorization 
processes for involved entities (users and resources). Based on 
the signup details user must use both username and password 
to login. This process is maintained by Door Node through grid 
service.

       

Fig. 4 : User logins

B. File Encryption and Decryption
Encryption  is a  process of coding information which could either 
be a file or  mail message   into a text   form unreadable without 
a decoding key in order to prevent anyone except the intended 
recipient from reading that data. Decryption is the reverse process 
of converting encoded data to its original un-encoded form, 
plaintext. In this project encryption and decryption methods are 
provided in grid service. The most widely used symmetric key 
cryptographic method is the Data Encryption Standard (DES) is 
used in this process.

C. File Fragmentation and Defragmentation
File fragmentation occurs when a single file is being broken 
into multiple pieces and defragmentation is used to combine 
multiple pieces into single file. After Encryption the file is ready 
to split into many parts using file fragmentation process and after 
defragmentation is over the file is sent to decryption process to 
get the original file.

Fig. 5: Encryption and fragmentation

D. Volunteer Storage Clients (VSC)
Volunteer  computing  (also  called  “peer-to-peer computing”  
or  “global  computing”)  uses  computers volunteered  by  the  
general  public  to  do  distributed computing. Volunteer computing 
uses Internet-connected computers, volunteered by their owners, 
as a source of computing power and storage. Here VSC’s act as 
desktop which is used to maintain the files into various parts to 
protect and to return the file to the exact user who has registered 
in the grid services. 

Fig. 6 : Volunteer storage clients

E. Grid Client writing a file
Any authenticated and authorized Grid Client must perform the 
following interactions when writing a file to the Desktop Data 
Grid with the proposed protocol:
1.  The Producer P, generates the clear-text data f and sends it 
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to the centralized Project Server.
2. On the centralized Project Server, the cryptographic hash 

H (f) is computed, concatenated with the nonce T and used 
as the symmetric key to encrypt the file f. That is:  E H(f) | T 
(f)                        (1)

        This master encryption key is stored as part of the 
associated metadata into the centralized and the localized 
Project Servers. Also a numeric FF, representing the 
Security Level requested by the Producer, is associated 
with the data f.

3.  The encrypted data is fragmented with the IDA and the Project 
Server stages it for downloading only to those Volunteer 
Storage Clients fulfilling the minimum requested FF. Notice 
that the Project Server has previously computed offline the 
FF associated with each participating VSC and the data.

4.  The VSC’s queries the Project Server and if required to do 
so will download and store the encrypted fragments.

F. Grid Client reading a file
When an authenticated and authorized Grid Client requests 
a file from the Desktop Data Grid, the following protocol is 
performed:
1.  The centralized Project Server requests from the VSC’s to 

upload the fragments required to rebuild the file solicited by 
the user.

 2.  The VSC’s query the localized Project Server and if required 
to do so, will upload the encrypted fragments.

3.  The Project Server defragments and decrypts with H (f) |T 
the uploaded data to rebuild the file f.

4.  Optional: If required, instead of directly decrypting, the 
Project Server may re-enforce authorization by encrypting 
the stored master key H (f) |T with the public key of the 
Consumer     (PubC), that is: E PubC (H (f) |T). 

5.  The data consumer retrieves the clear-text file f or, if still 
encrypted (previous step), then (i) with    its private key obtains 
H(f)|T  and, (ii) uses this master key to obtain the clear-text 
file (f ) also     verifying f’s integrity and freshness. 

G. Sensitivity Analysis
A security mechanism conveying sufficient data protection for 
the Desktop Data Grid should provide a fair balance between 
performance overheads and data confidentiality, integrity and 
availability. With these requirements we designed a protocol that 
achieves the goals based on the three mechanisms. A security 
protocol (cryptographic protocol or encryption protocol) is an 
abstract or concrete protocol that performs a security-related 
function and applies cryptographic methods. The first is the 
application of the symmetric cryptography where before staging 
data into the VSC’s, the project server encrypts the data file with 
a symmetric master key composed of the file’s hash and the nonce 
(timestamp).  This provides confidentiality and integrity. The 
second technique, the information dispersal algorithm, provides 
high availability and assurance of the data in the Desktop Data Grid 
by means of Data fragmentation. In the fragmentation scheme a file 
f is split into n fragments, all are signed and distributed to n remote 
servers, one fragment per server. The user then can reconstruct the 
whole file f by retrieving m chosen fragments (m<=n).
This protocol uses the Reed Solomon erasure codes for the 
dispersal of the fragments. This means when a device fails, shuts 
down or is compromised, and then the system recognises the 
event as an error, where a device failure is manifested by storing 
and retrieving incorrect values, that can only be detected by the 
codes that are embedded within the data. The third technique is 

to find out the FF takes in to account both the sensitivity of the 
data being stored and security level of the VSC’s).

H. Trust and Certification 
Our protocol manages trust using public-key-cryptographic 
certificates. A certificate is a semantically meaningful data 
structure that has been signed using a private key. The principal 
types of certificates are namespace certificates, user certificates, 
and machine certificates. A namespace certificate associates the 
root of a file system namespace with a set of machines that manage 
the root metadata. A user certificate associates a user with his 
personal public key, so that the user identity can be validated for 
access control. A machine certificate associates a machine with 
its own public key, which is used for establishing the validity of 
the machine as a physically unique resource.
Trust is bootstrapped by fiat: Machines are instructed to accept 
the authorization of any certificate that can be validated with one 
or more particular public keys. The corresponding private keys 
are known as certification authorities (CA’s). Consider a company 
with a central certification department, which generates a public/
private key pair to function as a CA. Every employee generates a 
public/private key pair, and the CA signs a certificate associating 
the employee’s username with the public key. For a small set of 
machines, the CA generates public/private key pairs and embeds 
the public keys in a namespace certificate that designates these 
machines as managers of its namespace root. 
The proposed protocol’s certification model is more general than 
the above paragraph suggests, because machine certificates are 
not signed directly by CA’s but rather are signed by users whose 
certificates designate them as authorized to certify machines, akin 
to Windows’ model for domain administration. This generalization 
allows a company to separate the responsibilities of authenticating 
users and machines, e.g., among HR and IT departments. A single 
machine can participate in multiple CA domains, but responsibility 
granted by one CA is only delegated to other machines authorized 
by that same CA. A machine’s private key is stored on the machine 
itself. In the Far site design, each user private key is encrypted 
with a symmetric key derived from the user’s password and then 
stored in a globally-readable directory in this protocol, where 
it can be accessed upon login. CA private keys should be kept 
offline, because the entire security of this protocol installation 
rests on their secrecy.

I. Erasure Codes
Erasure codes provide space-optimal data redundancy to protect 
against data loss. A common use is to reliably store data in a 
distributed system, where erasure-coded data are kept in different 
nodes to tolerate node failures without losing data. In this paper, 
we propose a new approach to maintain ensure-encoded data in a 
distributed system. The approach allows the use of space efficient 
k of n erasure codes where n and k are large and the overhead 
n-k is small. Concurrent updates and accesses to data are highly 
optimized: in common cases, they require no locks, no two-phase 
commits, and no logs of old versions of data. 
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Table 1 Encoding / decoding timings for different file sizes

Size Encoding 
(sec.)

Decoding 
(sec.)

100KB 0.09 0.14 
750KB 0.25 0.25 
1.5MB 0.32 0.36 
3MB 0.46 0.58 

4.5MB 0.59 0.79 
6MB 0.76 0.96 

7.5MB 1.27 1.32 
9MB 2.25 2.49

36 MB 4.32 4.36 
54 MB 7.56 7.42 
72 MB 12.83 11.83 
128 MB 18.94 16.47 

J. Security Auditing
Security auditing is the process of ensuring the confidentiality, 
integrity, and availability of an organization’s information. Network 
security auditing should be integrated into an organization’s 
security program to evaluate system security mechanisms and 
validate that systems are operating according to the organization 
security policies.

V. Conclusions
Providing security to the Desktop Data Grid is critical for its 
deployment in production environments, where its full potential 
can be developed in terms of storage and computing power. Towards 
this goal, we presented a proposal for enhancing the overall 
security of the Desktop Data Grid, with a protocol that makes use 
of three basic techniques (cryptography, data fragmentation and a 
quantitative security metric FF) to cope with entrusted Volunteer 
nodes participating in these environments. Even though the use 
of cryptography and Information Dispersal Algorithms is not 
new for securing data and metadata in distributed systems, the 
main contribution of our research consists of enhancing these 
mechanisms with the adoption of a FF representing the guarantees 
offered by the Volunteer Storage Client to the Grid User’s stored 
data and the sensitivity of the data.
The future work is to design more abstract algorithms using the 
security factor of client and FF making the storage and retrieval 
more efficient in the Grid systems. Next is to define a policy for 
storage elements, beyond the Certification Policy used in this 
paper, able to model with confidence their security properties and 
the Grid user’s expectation from the authentication, authorization, 
confidentiality, integrity, privacy and availability point of view. 
On the other hand, we have to consider an important limitation 
inherent to Desktop Data Grids: the VSC’s bandwidth. To improve 
computational performance over the stored data, future research 
will consider executing code at the VSC directly. An important 
security challenge here are the fragmented and encrypted data, 
because for the computation to take place it might be necessary to 
retrieve fragments from other VSC’s and, of course, decrypt them 
afterwards (which means disclosing the corresponding encryption 
key to the VSC). 

References
[1]  A. Adya, W. J. Bolosky, M. Castro, G. Cermak, R. 

Chaiken, J. R. Douceur, J. Howell, J. R. Lorch, M.Theimer 

R.Wattenhofer. "Farsite: Federated, available, and reliable 
storage for an incompletely trusted environment". In OSDI, 
2002.

[2]  "Berkeley open infrastructure for network computing". 
[Online] Available : http://boinc.berkeley.edu/, 2007.

[3]  "Boinc: Security issues in volunteer computing". 
[Online] Available : http://boinc.berkeley.edu/trac/wiki/
SecurityIssues, ’07.

[4]  Cleversafe. [Online] Available : http://www.cleversafe.com, 
2007.

[5]  Coregrid network of excellence. [Online] Available : http://
www.coregrid.net,2007.

[6]  Egee - enabling grids for e-science. [Online] Available : 
http://www.euegee.org/, 2007.

[7]  Tapping pc resources for storage needs. [Online] 
Available : http://www.internetnews.com/storage/article.
php/3720931,2007.

[8]  Classic ap profile version 4.03. [Online] Available : http://
www.eugridpma.org/igtf/IGTF-AP-classic-20050905-4-03.
pdf, 2005.

[9]  D. P. Anderson. "Boinc: A system for public-resource 
computing and storage". In R. Buyya, editor, GRID, pages 
4–10. IEEE Computer Society, 2004.

[10]  D. P. Anderson, G. Fedak. "The computational and storage 
potential of volunteer computing". In CCGRID, pages 73–
80. IEEE Computer Society, 2006.

[11]  A. Bazinet, M. Cummings. "The lattice project: a grid 
research and production environment combining multiple 
grid computation models". In Weber, M. H. W. (Ed.) 
Distributed and Grid Computing - Science Made Transparent 
for Everyone. Principles, Applications and Supporting 
Communities. Tectum. 

[12] A. L. Beberg, V. S. Pande. "Petascale distributed storage". 
In IPDPS, pages 1–6. IEEE, 2007.

[13]  V. Casola, A. Mazzeo, N. Mazzocca, V. Vittorini. "A policy-
based methodology for security evaluation: A security 
metric for public key infrastructures". Journal of Computer 
Security, 15 (2), pages 197–229, 2007.

[14]  V. Casola, N. Mazzocca, J. Luna, O. Manso, M. Medina. 
"Static evaluation of certificate policies for grid pkis 
interoperability". In ARES ’07: Proceedings of the  Second 
International Conference on Availability, Reliability and 
Security, pages 391–399, Washington, DC, USA, 2007. 
IEEE Computer Society.

[15]  V. Casola, R. Preziosi, M. Rak, L. Troiano. "A reference 
model for security level evaluation: Policy and fuzzy 
techniques". J. UCS, 11(1):150–174, 2005.

[16]  S. Chokhani, W. Ford, R. Sabett, C. Merrill, S. Wu. 
"Internet X.509 Public Key Infrastructure - Certificate 
Policy and Certification Practices Framework". RFC 3647 
(Informational), 2003.

[17]  I. T. Foster. "The globus toolkit for grid computing". In 
CCGRID, page 2. IEEE Computer Society, 2001.

[18]  K. Gjermundrod, M. Dikaiakos, D. Zeinalipour-Yazti, 
G. Panayi, T. Kyprianou. "Icgrid: Enabling intensive 
care medical research on the egee grid". In From Genes 
to Personalized HealthCare: Grid Solutons for the Life 
Sciences. Proceedings of Health Grid 2007, pages 248–257. 
IOS Press, 2007.

[19]  R. Housley, W. Polk, W. Ford, D. Solo. "Internet X.509 Public 
Key Infrastructure - Certificate and Certificate Revocation 
List (CRL) Profile". RFC 3280 (Informational), 2002.

[20]  J. Kubiatowicz, D. Bindel, Y. Chen, S. E. Czerwinski, P. R. 

 396 InternatIonal Journal of Computer SCIenCe and teChnology

IJCSt Vol. 2, ISSue 3, September 2011 I S S N  :  2 2 2 9 - 4 3 3 3 ( P r i n t )  |  I S S N  :  0 9 7 6 - 8 4 9 1 ( O n l i n e )

w w w . i j c s t . c o m



Eaton, D. Geels, R. Gummadi, S. C. Rhea, H. Weatherspoon, 
W. Weimer, C. Wells, B. Y. Zhao. Ocean store: An architecture 
for global-scale persistent storage. In ASPLOS, pages 190–
201, 2000.

[21]  J. Luna et al. "An analysis of security services in grid storage 
systems". In CoreGRIDWorkshop on Grid Middleware 
2007, June 2007.

[22]  J. Luna, M. Medina, O. Manso. "Using ogro and certiver 
to improve ocsp validation for grids". In Y.-C. Chung and 
J. E. Moreira, editors, GPC, volume 3947 of Lecture Notes 
in Computer Science, pages 12–21. Springer, 2006.

[23]  A. Mei, L. V. Mancini, S. Jajodia. "Secure dynamic fragment 
and replica allocation in large-scale distributed file systems". 
IEEE Trans. Parallel Distrib. Syst., 14(9):885–896, 2003.

[24]  J. S. Plank. "A tutorial on reed-solomon coding for 
faulttolerance in raid-like systems". Technical Report CS-
96-332, University of Tennessee, Department of Computer 
Science, 1997.

[25]  M. O. Rabin. "Efficient dispersal of information for security", 
load balancing, and fault tolerance. J. ACM, 36(2):335–348, 
1989.

[26]  E. Riedel, M. Kallahalla, R. Swaminathan. "A framework 
for evaluating storage system security". In D. D. E. Long, 
editor, FAST, pages 15–30. USENIX, 2002.

[27]  M.W. Storer, K.M. Greenan, E. L. Miller, K. Voruganti. 
"Secure archival storage with potshards". In FAST’07: 
Proceedings of the 5th conference on USENIX Conference 
on File and Storage Technologies, pages 11–11, Berkeley, 
CA, USA, 2007. USENIX Association.

[28]  Marcos K. Aguilera, Ramaprabhu Janakiraman, Lihap Xu, 
"Using Erasure Codes Efficiently for storage is a distributed 
System".

Jose Anand received his Diploma from 
the state board of Technical Education, 
Tamil Nadu in 1995, Bachelor of 
Engineering Degree from Institution of 
Engineers (INDIA), Calcutta in 2003, 
Master of Engineering in Embedded 
System Technologies from Anna 
University, Chennai in 2006, Master 
of Arts in Public Administration from 

Annamalai University in 2000, and Master 
of Business Administration from Alagappa University in 2007.  He 
is a member of CSI, ISTE, IEI, IETE, and INS. He received State 
3rd Rank in Bachelor of Engineering.  He presented thirty nine 
papers in National Conferences and ten papers in International 
Conferences.  He published one paper in National Journal, seven 
papers in International Journal and published twenty three books 
for various polytechnic subjects in Electrical, Electronics and 
Computer Science Disciplines.

R. Janarthanan received his Bachelor of 
Engineering Degree from Manonmaniam 
Sundaranar University in 1995, Master of 
Business Administration from Madurai 
Kamarajar University in 1997 and 
Master of Technology from Dr. MGR 
University in 2006.  He is a member 
of ISTE.  He presented ten papers in 

National Conferences and ten papers in International Conferences.  
He published one paper in National Journal and one paper in 
International Journal.

Ponkoodalingan Kannan received 
his Diploma from the state board of 
Technical Education, Tamil Nadu 
in 1980, Bachelor of Engineering 
Degree from Government College of 
Technology, Coimbatore in 1986 and 
Master of Engineering in Computer 
Science and Engineering from College 
of Technology, Coimbatore in 1991.  He 
is a member of ISTE.  He presented two 

papers in International Conferences.  He published two online 
books named Data Communication and Distributed Network 
and Computer Communication for INTI International University 
College, Malaysia.

Amit Konar is currently a Professor 
in the Department of Electronics 
and Telecommunication Engineering 
(ETCE), Jadavpur University.  He is 
founding coordinator of the M.Tech. 
program on Intelligent Automation and 
Robotics, offered by ETCE department, 
Jadavpur University. He received his 
B. E degree from Bengal Engineering 
and Science University (B. E. College), 
Shibpur in 1983 and his M. E. Tel E, M. 

Phil. and Ph.D. (Engineering) degrees from Jadavpur University 
in 1985, 1988, and 1994 respectively. Dr. Konar has supervised 
10 Ph.D. theses. He has around 200 publications in international 
journal and conferences. He is an author of 6 books, including two 
popular texts: Artificial Intelligence and Soft Computing, from 
CRC Press in 2000 and Computational Intelligence: Principles, 
Techniques and Applications from Springer in 2005.  Dr. Konar 
serves as the Editor-in-Chief of the International Journal of 
Artificial Intelligence and Soft Computing from Inderscience, 
U.K., and he is also the member of the editorial board of 5 other 
international journals. 

 InternatIonal Journal of Computer SCIenCe and teChnology 397

I S S N  :  2 2 2 9 - 4 3 3 3 ( P r i n t )  |  I S S N  :  0 9 7 6 - 8 4 9 1 ( O n l i n e )

w w w . i j c s t . c o m

IJCSt Vol. 2, ISSue 3, September 2011


