
Abstract
Side channel leakage attacks are the main concern for the electronic 
cryptographic chips like ASICs, FPGA’s, and Smart Cards etc. 
These electronic devices leaks information about the operations, 
they process. The information can be power consumed which leads 
to power analysis attacks, time taken which leads to timing analysis 
attacks, or in the form of Electromagnetic radiations which leads to 
electromagnetic attacks. There are specific methods for analyzing 
these leakages. There can be design methodology to restrict these 
attacks. Different types of implementation attacks require different 
countermeasures that vary significantly in strength and incurred 
overheads. These methods can be ad hoc countermeasures which 
make these attacks difficult to implement while on the other hand 
there are also methodologies of totally removing these attacks by 
suppressing the leakage parameters. The countermeasures which 
can totally remove the attacks are always preferred as compared 
to the ad hoc countermeasures.
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I. Introduction
In this era of information technology, most of the confidential 
data and secret information is being exchanged by electronic 
media. The advantage of using electronic media for transferring 
confidential information is that, electronic devices or components 
provide a high level of security, confidentiality and integrity to 
the data to be transmitted. Cryptographic devices such as Smart 
Cards, Field Programmable Gate Arrays (FPGAs), Application 
Specific Integrated Circuits (ASICs) have to ensure the security 
of data storage and transmission. However, these cryptographic 
electronic devices are also under the threat of an attack at the 
hardware level, rather than at software (algorithm) level only. 
These attacks are known as side channel leakage attacks. These 
attacks take the advantage of the physical implementation of 
any given algorithm and are not theoretical attacks. In a simple 
cryptographic device the protocol design presumes that input 
and output messages are available to attackers, but none of the 
information about the key is available to the attacker. In side 
channel leakage attack this information is often available to the 
attacker from channel leakages.Side channel leakage attacks 
can be categorized in various categories considering different 
parameters of concern. Side channel attacks can be performed 
by having a control over the computation process [1]. Depending 
on this criterion, Side Channel Leakage Attack can be broadly 
divided into two main categories:

A. Passive Attack and Active Attack
Passive attack refers to those attacks, which do not noticeably 
interfere with the operation of the target system and the attacker 
gains useful information about the target system’s operation. In an 
active attack, on the other hand, the adversary exerts some influence 
on the behavior of the target system. The actively attacked system 
may or may not be able to detect such influences. However an 

attacker can notice a difference in the operation of the system.Side 
channel Attack (SCA) is also possible by the method of accessing 
the module physically [1] resulting in an invasive attacks. The 
access can involve depackaging the chip or module to get direct 
access to the internal components of cryptographic system. A 
typical example of invasive attack is that, the attackers may drill 
a hole in the passivation layer of a cryptographic module and 
place a probing needle on a data bus to observe the data transfer. 
Invasive attacks are extremely powerful, but they typically require 
expensive equipment. 
Sometimes the attack may involve access to the device, but without 
damaging the passivation layer known as semi invasive attack. 
For example in the fault induced attack, the attacker may use 
a laser beam to ionize a device to change some of the data in 
the memory and thus change the output of this device. A non-
invasive attack involves close observation or manipulation of the 
device’s operation. This attack only exploits externally available 
information that is often unintentionally leaked. The device data 
is not permanently altered, so no evidence of an attack is left 
behind. Most noninvasive attacks can be conducted with relatively 
inexpensive equipment, so these attacks pose a serious practical 
threat to the security of all kinds of cryptographic devices. A typical 
example of such an attack is timing analysis: measuring the time 
consumed by a device to execute an operation and correlating this 
with the computation performed by the device in order to deduce 
the value of the secret keys. One important characteristic of non-
invasive attack is that, the attack is completely undetectable and 
is also economically viable. 

II. Side Channel Leakage Attacks 
On the basis of what type of side channel leakage, intruder is 
going to access; side channel leakage attacks can be classified 
into three major categories:
A. Power Analysis Attack
B. Timing Analysis Attack
C. Electromagnetic Analysis Attack
The side channel leakage attacks classified and mentioned as above 
are non invasive attacks, and are elaborated as follows.

A.  Power Analysis Attack
In this attack the intruder takes the advantage of the fact that the 
power consumed by a system is correlated to the data handled by it. 
By monitoring the power traces of the attacked devices intruder is 
able to recover secret information. Since all integrated circuits are 
built out of individual MOS transistors, being a voltage controlled 
device. MOS device may be connected to other transistors, wires 
and load [2]. As current flows through the MOS device makes the 
charge to flow through the gates of other transistors, interconnect 
wires and other circuit loads. The motion of this electric charge 
consumes power which is externally detectable by inserting a 
small resistor in series with the power or ground input. The voltage 
difference across the resistor divided by the resistance yields the 
current. 
Power analysis attack can be further classified as:
i. Simple power analysis attack (SPA)
ii. Differential power analysis attack (DPA)
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Simple Power Analysis attack is a technique that involves directly 
interpreting power consumption measurements collected during 
cryptographic operations [3]. SPA can yield information about a 
device’s operation as well as key. SPA attacks can differentiate 
between large features. For example it is a known fact that the 
power consumed by the microprocessor varies, depending on the 
instructions performed by the microprocessor. By SPA attack, an 
attacker can differentiate between multiplication and squaring 
operations. But it is not difficult to build SPA resistant devices.
Differential power analysis attack is a much more powerful attack 
than Simple power analysis attack and it is much difficult to prevent 
[3]. SPA attacks use primarily visual inspection to identify relevant 
power fluctuations, while DPA attacks use statistical analysis and 
error correction techniques to extract information correlated to 
secret keys. Differential power analysis attack is such an extensive 
attack that it can even affect the advanced encryption standard. 
The implementation of DPA attack over DES (Data Encryption 
Standard) can be shown as follows:                         
In order to make DPA attack possible over DES the attacker 
has to go for the statistical analysis of the power consumption 
measurements of the DES [2]. 

B. Timing Analysis Attack
A timing analysis attack is a side channel leakage attack, where 
the attacker tries to break a cryptosystem by analyzing the time 
taken to execute cryptographic algorithms. By carefully measuring 
the amount of time required to perform a particular operation, 
attacker may be able to determine the private key operations [4].  
It is a known fact that cryptosystem often takes different amount 
of time to process different inputs or instructions. Implementation 
of cryptographic algorithms often performs computations in 
non constant time, due to performance optimizations. If such 
operations involve secret parameters, these timing variations can 
leak considerable information. A careful statistical analysis could 
even lead to total recovery of the secret parameters, provided the 
knowledge of the implementation is at hand. Other reasons include 
branching and conditional statements, RAM cache hits, processor 
instructions that run in non-fixed time. By measuring these time 
intervals, an attacker can predict whether a particular operation is 
taking place or not. Timing analysis attack can be understood by 
taking an example of SSL protocol. Security Socket Layer (SSL) 
protocol makes use of TCP protocol in order to provide a reliable 
end to end secures service. This protocol makes use of message 
authentication code (MAC) that provides integrity to the message 
in SSL protocol. This code is provided at the end of the message. 
Padding must be provided to the end of each message after MAC 
in order to differentiate one message from the other. This padding 
is very important and is of special kind. If two bytes are need 
to be added then padding of  “2, 2” is provided and similarly 
if three bytes are need to be added then padding of “3, 3, 3” is 
provided. The entire message then, along with MAC and padding 
is sent to the destination. The other party decrypts the message, 
checks if the padding is correct and if found correct, it computes 
the MAC and compares it against the given MAC. If padding is 
not correct, it immediately sends an error message to the source 
party. If the message is manipulated the MAC will be false, but it 
might not be computed if somehow padding bit remains the same. 
So the attacker initially tries to make analysis in order to get the 
information about padding bits, so that he can capture message 
while maintaining the sequence of the padding bits. In order to get 
information about padding bits attacker has to measure the time 
taken by the destination to respond and having relatively accurate 
timing he can guess if the padding is correct or not. 

C.  Electromagnetic Analysis Attack
The emission of electromagnetic (EM) radiations by integrated 
circuits, executing a cryptographic algorithm contains information 
about the secret key used in IC’s [5, 6]. Cryptographic processors 
can be vulnerable to electromagnetic analysis attack due to their 
electromagnetic side channel leakages. The conducted and 
radiated emissions in integrated circuits have been constantly 
increasing during last few years. This development is mainly as 
a consequence of the fact that the clock frequencies as well as 
the transistor counts of ICs have been strongly increasing. In 
electromagnetic analysis attack, sophisticated techniques like 
differential electromagnetic analysis attack can be used in order 
to analyze the electromagnetic emissions. 
 In this technique a hypothetic secret key is taken and a large 
number of measurements of EM traces are also undertaken. These 
traces are divided into two partitions according to intermediate 
result. Both of these traces are averaged in order to remove noise, 
and finally differential trace is obtained by taking the difference 
between the averages of the two partitions. If the hypothetical 
secret key is correct, the differential trace will exhibit the peak, 
indicating points where the key bits are manipulated. Smart cards 
which are assumed to be cryptographically very secure undergo 
electromagnetic analysis attacks. Smart card emits electromagnetic 
radiations during their functioning and these emissions can be 
captured by using probes in order to get the secret key.

III. Countermeasures
Side channel leakage attacks are possible because of the fact that 
the power consumption of the device is correlated to the data 
handled by the device. To prevent these attacks, certain logic styles 
can be used so that it uncorrelates the data handled by the device 
and the power consumption of the device [3]. Countermeasure can 
be of ad hoc basis. These can only make the implementation of the 
attack difficult, so that the attacker has to make large number of 
computations in order to make the attack possible. There is also 
a possibility of fully overcoming the attack. The best method is 
to not to produce the side channel leakages.
To prevent an attacker from efficiently using side channel leakage 
information, different countermeasures have been proposed. They 
are:
i. Random process interrupts or dummy instructions can be used 

in order to avoid the sequential execution of the algorithm.
ii. Random noise addition is also suggested, but does not provide 

any fundamental countermeasure as the signal is still present 
and can be recovered by statistical measurements.

iii. Masking methods, which implement masking the data with 
Boolean values.

Some of the countermeasures based on above, and in conjunction 
with the circuit topologies to avoid side channel leakage attacks 
are described below.

A. Masking the Energy Behavior of the DES Encryption
DES can be made immune to side channel attacks using energy 
masking approach [7]. Only those operations that use the secret 
key and those operations that use the data generated from prior 
secure operations need to be masked. The operation needs to be 
secured in a DES operation includes key permutation and the 
operations performed within the sixteen rounds. Since some of the 
operations within each round require secret key and the operations 
are repeated in every round using the data generated from the 
previous rounds all the operations inside the block needs to be 
secured. Each round out of sixteen operations includes assignment, 
shift, bit-by-bit addition modulo two and indexing. Therefore all 
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these four operations need to be secured along with key permutation 
operation. An assignment operation typically involves loading a 
variable and storing it into another variable. These operations 
are performed in pipeline embedded processor. All the stages of 
the pipeline till the memory access stage is independent of the 
loaded data The memory access itself is not sensitive to the data 
being read due to the differential nature of the memory reads. 
However, the output data bus switching depends on the data being 
transmitted. The secure version of the load operation will need to 
mask all these energy differences due to bit dependencies. This 
can be achieved by making the buses to carry the data from a 
secure load in both their normal and complementary forms. Thus, 
instead of a 32-bit bus, a 64-bit bus is used. Thus, the number of 
1s and 0s transmitted in the bus will both be 32. However, this is 
not sufficient for masking the energy differences that depend on 
the number of transitions across the bus. But this modification 
along with a pre-charged bus can mask this difference. All the 
64 bus lines are pre-charged to a value of one in the first phase 
of the clock. In the next evaluating phase, the bus settles to its 
actual value. Exactly, 32 of the bus lines will discharge to a value 
of zero. In subsequent cycles, energy is consumed only in pre-
charging 32 lines independent of the input activity. Similarly, 
a secure version of the store operation involves passing along 
both the normal and complementary forms of the data read from 
the register file in the decode stage to the memory access stage. 
Another operation which needs to be secured is bit by bit modulo 
two addition, which is performed by XOR gates. The secured 
32-bit XOR instruction is implemented using complementary 
precharged circuit that will ensure that for every XOR bit that 
discharges in the required circuit, the complementary circuit will 
not discharge and vice-versa. This can be obtained by the circuit 
shown in fig.1. In the first clock phase (when v =0), where v is the 
clock, all (64= 32 original + 32 complementary) the output nodes 
of the XOR circuit are pre-charged to 1. In the next phase (when 
v=1), half of them will discharge and the other half of them will 
remain at 1. In subsequent cycles that use the XOR, the energy is 
consumed only for charging 32 output nodes immaterial of the data 
activity. During the S-Box operation, a 6-bit data is used to index 
a table. This operation is performed by a load operation with the 
6-bit data serving as the offset in our underlying architecture. As 
these 6-bits are derived from the key, it is also important to hide 
the value of this offset. When the 6-bit data added as an offset to 
the base address of the table, the addition operation will consume 
an energy based on the 6-bit data. In order to avoid this, the base 
address of the table is aligned such that the 6-bit value serves as 
the least significant bits of the lookup and the most significant bits 
are determined at compile time. Further, the inverted value of this 
6-bit index is propagated to mask the energy consumption.

Fig.1: XOR circuit and its Complement

B.  Sense Amplifier Based Logic
The best solution to overcome side channel leakage attack is, to 
try not to create any side channel information. The goal can be 
achieved by making the power consumption of the individual 
logic gates independent of their input signals. A topology which 
provides constant power dissipation is Sense Amplifier Based 
Logic (SABL) [8]. The logic style required for the constant power 
dissipation includes a special structure of the Differential Pull 
Down Network (DPDN) to control the contribution of the internal 
nodes into the power consumption. A design methodology can 
be introduced to create a fully connected differential pull down 
networks. Fully connected differential pull down networks are the 
transistor networks that for any complementary input combination 
connect all the internal nodes of the network to one of the external 
nodes of the network. In order to have constant power dissipation, 
dynamic and differential logic is used. In a differential logic family, 
a signal is represented by both the true and the false value. A 
dynamic logic family alternates precharge and evaluation phases. 
For the combination of dynamic and differential logic exactly 
one of the two outputs will evaluate to 0, as the output must be 
differential during the evaluation phase. During the subsequent 
precharge phase, the discharged output will be pre-charged to 1. 
SABL uses advanced circuit techniques to guarantee that the 
load capacitance has a constant value. The logic style completely 
controls the portion of the load capacitance that is due to the logic 
gate. The intrinsic capacitances at the differential in- and output 
signals are symmetric. Additionally, the special structure of the 
differential pull down network guarantees that all the internal 
nodes go through a discharge-charge cycle and no nodes are 
left floating. As a result it discharges and charges each of the 
internal nodes in every cycle together with one of the balanced 
output capacitances. Hence, it discharges and charges a constant 
capacitance value. The generic sense amplifier based logic gate 
is shown in Fig. 2.

Fig. 2: A Generic Sense Amplifier Based Logic Gate

The gate consists of the sense amplifier having a differential pull 
down network (DPDN). In the precharge phase, both the true and 
the false value of all input signals are set at 0. The true and the false 
output signal are precharged to 1. During the evaluation phase, the 
input becomes complementary and the network connects one of 
the network output nodes, X or Y, to the common node Z. 
This will make the logic gate switch and one gate output will 
discharge to 0. Note that whichever branch of the differential pull 
down network is on, X and Y are connected through transistor 
M1 and both nodes will eventually be discharged. This leaves the 
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gate in a stable state until the next precharge phase. 
A fully connected DPDN is designed such that for any 
complementary input combination all internal nodes of the 
network are connected to one of the module output nodes X or 
Y. As a result, since both nodes X and Y eventually discharge, all 
the internal nodes are discharged during the evaluation phase and 
will be charged during the next precharge phase. As an example 
the implementation of a genuine differential pull down network 
of AND-NAND function is shown in Fig. 3a.
The genuine network has one internal node, node W. When both A 
and B remain at 0 during the transition from the precharge phase to 
the evaluation phase, node W is disconnected from node X as well 
as from node Z. There is no path for the charge to flow away and 
node W keeps it charge on the parasitic capacitance. On the other 
hand, when both A and B switch from 0 to 1, node W is connected 
to node Z and the parasitic capacitance discharges. The difference 
in power dissipation between both input events will come from 
the fact that for the latter event, the capacitance at node W will 
need to be charged in the subsequent pre-charge phase. 
The contribution of the internal node capacitances can only be 
controlled by making sure that they all discharge independently of 
the input event. A fully connected differential pull down network of 
AND-NAND function is shown in Fig. 3b. Repositioning transistor 
M1, which is located between nodes Y and Z and is driven by 
input A, between nodes Y and W achieves this effect. 
This operation does not alter the functionality of the individual 
branches of the differential pull down network but it guarantees that 
for any complementary input combination, node W is connected 
to one of the module output nodes. Hence, independently of the 
input event in the evaluation phase, node W will be discharged. 
The fully connected differential pull down network can be further 
enhanced to have an evaluation depth that is independent of the 
discharge events.

Fig.3: Implementation of AND-NAND function with (a) genuine 
DPDN and (b) fully connected DPD

C.  On-Chip Signal Suppression Countermeasure
A countermeasure to side channel leakage attack can be obtained 
by using suppression circuit. A DPA suppression circuit can be 
added to existing hardware devices implementing cryptographic 
algorithms [9]. The circuit works on the principle that instantaneous 
current drawn by the device under protection is sensed, and an 
appropriate current is shunted so that the total current drawn from 
the supply shows less variation. Fig. 4 shows the block diagram 
of the suppression circuit.

GND

Circuit
under 
protection

Vref

TshuntCfilter

Rsense

Vdd

Fig. 4: The Suppression Circuit

The circuit under protection is the hardware device implementing 
a cryptographic algorithm. The Tshunt transistor and the op-amp 
form the active part of the circuit. Capacitor Cfilter is the passive 
component. Resistor Rsense is placed at the input supply to sense 
the instantaneous current drawn by the device. This voltage is 
given as an input to the operational amplifier which in turn 
drives the gate of Tshunt. When the current demand of the device 
decreases, the voltage at the bottom of Rsense starts to rise. This 
results in an increase in the output voltage of the op-amp. As a 
result, transistor Tshunt starts drawing more current and pulls the 
voltage down. Essentially, the feedback loop forces the voltage 
at the bottom of Rsense to a constant reference voltage Vref. The 
value of the peak current drawn by the device can be set through 
Vref to ensure continuous operation of the negative feedback 
loop. The feedback loop, however, has limited bandwidth. High 
frequency components of the power signal are filtered through the 
RC combination of Rsense and Cfilter. The active circuit attenuates 
lower frequencies and the passive circuit suppresses frequencies 
above the upper bandwidth limit of the active circuit. The smaller 
the bandwidth of the active circuit the larger the capacitor needed 
to filter the lower frequency components of the power signal. The 
above circuit attenuates the complete spectrum of the power signal. 
Therefore, the number of   samples required for the attacker to 
separate the information from noise increases. Any change in the 
device current results in a variation of the voltage drop across sense 
resistor Rsense. The feedback loop tracks this change and draws 
an appropriate amount of current through the shunt transistor in 
order to keep the voltage at the source of the transistor at Vref. 
The specification of the device components have to be within range 
and the feed back loop should be stable for the suppression of the 
device current variations. The active circuit forms the feedback 
loop. So the components of the feedback loop (transistor Tshunt 
and the Opamp) are responsible for the stability of the feedback 
loop. Moreover the sense resistor is placed in series with the power 
supply to sense the instantaneous current drawn by the device. 
This results in voltage drop across the resistor which can be sensed 
by the circuit to determine the amount of current drawn from the 
supply. A large value of Rsense increases the gain of the common 
source amplifier formed by Rsense and Tshunt. This increases the 
open loop gain of the feed back loop, but leads to greater voltage 
drop across the Rsense. So the variation of the supply voltage 
to the device with varying current will be large. This appears as 
supply noise to the hardware device under protection so the value 
of the Rsense should be chosen to keep the supply noise under 
tolerance limits specified by the device. For this the phase margin 
should be large to avoid overshoot and ringing.

D. Dual Rail Logic
One of the approaches for reduction in the power analysis attack 
is by using a self checking circuit. Self checking circuits (SCCs) 
permit the on-line detection of logical errors, and also they are 
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indifferent to a fault’s origin, they can be harnessed to catch injected 
faults as well as genuine chip imperfections [10]. The faults can 
arise naturally and sometime it can be injected by an attacker. 
Either way the outcome will be transient or permanent faults, 
which may cause logical errors, in turn enabling an attacker to gain 
useful information. Typically, SCCs consist of totally self checking 
checkers (TSC) [9, 11]. The role of a checker is to constantly 
monitor outputs and provide a non-codeword output if an error is 
detected. This circuit also provides power balancing mechanism 
using return-to-spacer protocol. This leads to the removal of the 
data-dependent power consumption of a circuit and further stops 
information leakage via power variations. Since dynamic power 
is only consumed when a gate’s output changes from 1→0 or 
0→1, so power traces can predict the relative power changes. 
Power consumed will always be a function of the last set of inputs 
and the current set. These data dependencies can be reduced to 
large extent by using dual rail circuit which acts as totally self 
checking circuit here. 
By using dual rail and a return to spacer protocol, the data 
dependencies and the relationship between past and the current 
data is removed and hence power analysis attack can be prevented. 
Resistance to power-analysis attacks in functional blocks is ensured 
by the power-balancing properties of the return to-spacer protocol, 
which ensures that all wires switch twice in each clock cycle. Dual-
rail encodes the binary values 1 and 0 as codeword, {10} and {01} 
respectively, on two wires. Along with return-to-spacer protocol 
the logical transitions becomes glitch free and monotonic, thus 
data independent. The protocol, proposed, always returns to the 
all-ones {11} or all-zeroes {00} spacer after a codeword cycle. It is 
actually enforced by registers which alternate the spacer between 
clock cycles. When the clock is high, logic is in a codeword cycle 
and when the clock is low, we have a spacer cycle. If a protocol 
is used with only one spacer between codeword then the physical 
switching of the rails would not be symmetric; this can be observed 
by the switching pattern shown below: 
 {00}→{01}→{00}→{01}→{00}
 So the power balancing can not be seen here, as only one line 
is undergoing power transitions. In contrast, if return-to-spacer 
protocol is used both wires switch, when evaluating to the same 
code-word or other code-word, as shown below thus ensuring 
better power balancing.
 {00}→ {01} → {11} → {01} → {00}
By having a look over the checker’s output it can be predicted 
whether the fault has occurred or not. If either {11} or {00} appears 
on a checker’s output during a spacer cycle it is a spacer. If either 
{11} or {00} appears on a checker’s output during a codeword 
cycle it indicates a fault and is called a non-codeword.
TSC checkers will only be used to check for faults during a 
codeword cycle in accordance with their definition. This constraint 
is analogous to dynamic checkers who have a pre-charge cycle 
but only the evaluation cycle is used for fault checking. The 
basic constituents of any functional blocks are registers and 
combinational logic. The logic to implement a dual-rail gate, which 
is TSC and possess the functionality needed for the protocol, is 
a normal binary gate and its dual. For example, a dual-rail AND 
gate is simply a pair of AND and OR gates.

E. Ultra Low Voltage Gates
[12] Presents a new type of gate, namely Ultra low voltage (ULV) 
gate, capable of withstanding power analysis attack. ULV gate 
provides very low supply current dissipation uncorrelated to input 
pattern and high speed at very low voltage. The floating gate has 

been used for low voltage/low power designs. A floating gate is 
achieved by capacitively coupling the input signal to the gate. So 
the gate will only react to the changes in the input voltages. The 
ULV gate gets promotion, because of the way it always forces 
a transition. It camouflages the instantaneous supply current 
dissipation and due to the fact that the outputs are not directly 
connected to the references (i.e. supply voltage and ground). It 
makes use of a frequent recharge/biasing scheme. The recharge 
is applied to the gates at each clock period. Furthermore, by 
biasing the floating-gate directly any desired voltage level can 
be employed. Moreover a highly sensitive and fast response for the 
changes on the input is obtained. ULV gates can be used mainly 
to replace parts of the encryption block.
The ULV makes use of a frequent biasing scheme. The bias is 
applied to the gates at each clock period. The ULV has a separate 
floating gate for the nMOS -transistor and the p-MOS-transistor. 
Since there will be different voltages which will alter the threshold 
voltage for the two transistor. VDD is asserted on the floating gate 
at the pMOS and GND on the floating age at the nMOS. Since 
the output is not directly connected to the supply voltage so a 
very low supply current dissipation uncorrelated to input pattern 
is obtained as shown in fig.5.
ULV gate has symmetrical design of the pull-up and pull-down. 
Hence with the ULV-design transition in every period and, at best, 
50% of the gates are evaluating a pull-up, while the other 50% 
are evaluating a pull-down is obtained. This leads to very low to 
none supply current dissipation. In the ULV-gate the output is not 
directly connected to the supply voltage. Due to the capacitive 
coupled inputs the ULV gates have a recharge and an evaluation 
period. The simulation results shows that due to the frequent 
recharge scheme the supply dissipation analysis cannot reveal 
which evaluation logic is evaluated and processed. Moreover for 
a single ULV-gate a small amount of current dissipation added to 
the part of evaluation period.

Fig. 5: Design implementation of an inverter with the biasing 
through floating gate

[13] Intends to investigate the use of subthreshold supply voltage 
for protection against side channel attacks (SCA). A static CMOS 
8-bit ripple carry adder is used for measuring the correlation 
between input data and instantaneous power consumption at 
subthreshold operation with a power supply voltage of 200 mV 
and superthreshold operation at the nominal power supply voltage 
of the process of 1 V. Reducing the signal magnitude and the 
power dissipation are the two methods proposed for reducing the 
side-channel information leaked through the chip. By reducing 
supply voltage into subthreshold region, exponential reduction 
in the power consumption is achieved but at the expense of the 
operation speed. By reducing the supply voltage down into the 
subthreshold region, the correlation between input signal and 
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power consumption, measured as current drawn from supply 
voltage, gets reduced by a factor of 1900, while the circuits 
calculation time is increased with the factor of approximately 
600. As the signal magnitude is decreased, the signal-to-noise 
ratio increases, making the circuit more sensitive to noise. While a 
reduction in the correlation between the input signal and the power 
consumption is achieved, a complete protection against power 
analysis attacks is not attained while some degree of correlation 
exists. Subthreshold operation makes SCA harder to perform, but 
does not offer complete protection. 
A novel dynamic and differential CMOS logic style as a 
countermeasure against power attacks on cryptographic devices 
is proposed in [14]. The proposed logic family exploits the idea 
of using signals with 3 possible states and operates with power 
consumption ideally independent on both the logic values and the 
sequence of data. The three possible states of the signals are logic 
‘1’ (VDD voltage); logic ‘0’ (ground voltage); and 3rd state (VDD/2 
voltage). The logic is referred as 3-state Differential Dynamic 
Logic (3sDDL). Each gate in the proposed logic operates with 
ideally the same power consumption for all output transitions. The 
precharge value for the logic is equal to VDD/2 hence the voltage 
swing required in the transition from precharge to evaluation is 
halved with respect to standard dynamic logic. Due to the halved 
swing and to the charge sharing based precharge; the proposed 
logic style is faster and consumes less power than previous secure 
logic families. The third state in the logic signals can be easily 
detected by suitable circuits, which allows obtaining a clock signal 
from data signals: this could avoid clock routing to each gate, by 
locally generating the clock at each gate. This logic style makes 
use of cross-coupled pull-up transistors which guarantees static 
operation in the evaluation phase allowing a direct connection 
of 3sDDL gates.
A possibility for designing cryptographic hardware device not 
as an independent entity, but as an integral part of the System-
on-Chip (SoC) is presented in [15]. An introduction for further 
optimization and to implement the device efficiently within the 
same EDA flow has also been explored.
More importantly, an analysis on the need for optimizing security 
strength as well as hardware characteristics like area, power and 
performance simultaneously is presented. Aside from simply 
developing dedicated design techniques to improve security 
strength of ICs, it is important to analyze how these new design 
techniques fit into existing commercial IC design flows. Designing 
cryptographic devices having impenetrable security but with 
infeasible area, power and performance, do not have much practical 
application. On the other hand designing cryptographic devices 
having excellent area, power and performance characteristics, but 
operate with little security is also not considered to have viable 
practical application.
The security strength and hardware implementation characteristics 
(area, performance and power) are considered as orthogonal, and 
often conflicting. On one hand, IC design frameworks for area, 
performance and power optimization is a well-researched topic 
but do not consider security as an optimization goal. On the other 
hand, recently proposed secure IC design frameworks attempt to 
improve security strength of the IC with little regards for area, 
performance and power characteristics. Aside from improving 
security of hardware implementations, it is vital to understand the 
trade-offs between security and hardware characteristics, as well 
as how such techniques fit into existing design methodologies.

IV. Conclusion and Future Aspects
Table 1 (at the end) summarizes various passive side channel 

leakage attacks. In general any channel which carries information 
can undergo very sophisticated and extremely powerful attacks 
at hardware levels. For which the attacker does not need to have 
any information about the algorithm or software being performed 
or implied by the system respectively. But Side channel leakage 
attacks needs the deep knowledge of the internal architecture of 
the system and these can be implemented in very less amount of 
time, with less complex circuitry and cost. Complete removal of 
these attacks is very difficult, because most of times these attacks 
are undetectable. But at the same time removal of these attacks 
has become a necessity. Various countermeasures are provided to 
remove these attacks some on ad hoc basis, and some to remove 
them completely. The main aim of all these countermeasures is to 
de-correlate the data handled by the device to the power consumed 
by the device.
At present the CMOS technology is approaching to 25 nm channel 
length. The global trend on reducing the consumption of energy; 
the threshold voltages decreases and the subthreshold leakage 
currents are becoming an unwanted and dominant source of 
power dissipation for deep submicron CMOS Previously, it was 
considered that side channel attacks rely only on dynamic power 
consumption measurements to reveal the correlations with internal 
secret circuit nodes. Subthreshold leakage was considered to be 
independent of the data patterns processed by circuits. It was 
considered to be contributing circuit’s static power consumption 
only. It was predicted that, by reducing the operating voltage 
of the circuit, the side channel leakage attacks can be reduced. 
But now it has been shown, that the leakage power consumption 
can also be exploited for side channel attacks [16]. So, several 
experiments have been performed to evaluate the effectiveness 
of leakage reduction techniques. A high threshold transistor can 
be assigned, in improving side channel resistance. Although 
high threshold transistor assignment becomes less effective as 
the CMOS technology advances, but can still improve the side 
channel resistance up to certain degree.  With technology scaling 
down, retrieving the key, by exploiting the leakage power requires 
fewer rounds of measurements. Since subthreshold conduction is 
highly temperature dependent. The attack is usually performed 
in active mode when the temperature is expected to be high, the 
role of the subthreshold leakage become more important. So the 
technology scaling increases the side channel vulnerability as it 
amplifies side channel role of leakage power consumption.
Increasing the number of devices on a chip leads to very high power 
dissipation density and thus making the power analysis attacks 
more vulnerable. Countermeasures for side channel leakage attack 
at the system level considering subthreshold leakages are still 
in the infancy stage and very less has been reported so far. By 
introducing a sub block at a system level which can act as a sink and 
can absorb the power dissipated by that system so that no power 
traces could be provided to the attacker, can be suggested as one 
of countermeasure at the system level. Countermeasure at system 
level and vulnerabilities due to subthreshold leakage is still an open 
problem to be considered for research and implementation.  
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