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Abstract
Distributed denial-of-service (DDoS) is an increasingly worrying   
threat to availability of  Internet resources. DDoS Attacks have 
recently emerged as one of the most newsworthy, if not the  
greatest weaknesses of the Internet. DDoS attacks cause 
economic losses due to the unavailability of services and 
potentially serious security problems due to incapacitation 
of critical infrastructures. The goal of the paper is to place 
some order into the existing attack, defense principles  and 
classification of DDoS prevention mechanisms so that a better 
understanding of DDoS attacks can be achieved .
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I. Introduction 
Distributed denial-of-service(DDoS), is a relatively simple, yet  
very powerful  technique  to  attack  Internet resources. With 
little or no advance warning, a DDoS attack can abruptly   drain 
the computing and communication resources of its  victim  
within a short time ,until the attack is resolved  or in some  cases 
slowly eat up the resources with out being noticed. Thus  these 
disruptive or degrading attack flows often lead  to  complete 
shutdowns of Internet resources  or  at least  cause   performance  
degradations. Distributed Denial of Service (DDoS), is a  simple, 
yet very powerful technique to attack Internet resources. DDoS 
attacks add the many-to-one dimension to the DoS problem 
making the prevention and mitigation of such attacks more 
difficult and the impact proportionally severe.

II. DDOS overview 
 A DDoS attacker uses many machines to launch a coordinated 
DOS attack against one or more targets [1]. It is launched 
indirectly through many compromised computing systems by 
sending a stream of useless aggregate traffic meant to explode 
victim resources. As a side effect, they frequently create 
network congestion on the way from a source to the target, 
thus disrupting normal Internet operation. The number of DDoS 
attack has been alarmingly increasing for the last few years 
[2]. Many of today’s DDoS attacks are carried out by organized 
criminals targeting financial institutions, e-commerce, gambling 
sites etc [3]. 

Fig. 1: Packets drop under DDoS attack

Zombies and are collectively called bots and the attack network 
is called botnet in hacker’s community. The zombie machines 
under control of handlers as shown in fig. 1, send attack 

packets which converge at victim or its network to exhaust 
either its communication or computational resources. DDoS 
is basically a resource overloading problem .The resource can 
be bandwidth, memory, CPU cycles, file descriptors and buffers 
etc. The attackers bombard scare resource either by flood of 
packets or a single logic packet which can activate a series of 
processes to exhaust the limited resource. Here in the fig. 1, 
packets drop due to congested access link in victim network
and buffer overflow at victim due to large number of  requests 
are depicted.

III. DDoS attack classification
There are two main classes of DDoS attacks (fig. 2, bandwidth 
depletion and resource depletion attacks. A bandwidth depletion 
attack is designed to flood the victim network with unwanted 
traffic that prevents legitimate traffic from reaching the victim 
system. Bandwidth attacks can be divided to flood attacks and 
amplification attacks. A resource depletion attack is an attack 
that is designed to tie up the resources of a victim system. This 
type of attack can be divided to protocol exploit attacks and 
malformed packet attacks.

Fig. 2 : DDoS attack classification

DDoS attacks can also be classified in two general categories: 
direct attacks and reflector attacks. Direct attacks have already 
been described in the previous section. A reflector is an indirect 
in which intermediary nodes, are used as attack launchers. 
A reflector is any IP host that will retum a packet if sent a 
packet.

IV. Defense challenges and principles 
Five principles have been proposed [4] to set the guidelines of 
a proper design.   As DDoS is a distributed attack and because 
of high volume and rate of attack packets distributed instead 
of centralized defense is the  first  principle  of  DDoS  defense.  
Secondly,High Normal Packet Survival Ratio (NPSR) hence less 
collateral damage is the prime  requirement  for  a  DDoS  
defense. Third,  a  DDoS  defense  method  should  provide 
secure communication for   control   messages   in   terms   
of confidentiality,  authentication  of  sources,  integrity  and 
freshness of exchanged messages between defense nodes. 
Fourth, a partially and incrementally deployable defense model 
is successful as there is no centralized control for autonomous 
systems (AS) in  Internet.  Fifth,  a  defense system must take into 
account future compatibility issues such  as  interfacing  with  
other  systems  and  negotiating different  defense  policies. 
With the present technology, many challenges are involved 
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in designing and implementing an effective DDoS defense 
IAENGEngineering Lettersmechanism. Some of them are as 
follows [5]: 

Large number of unwittingparticipants  1. 
No  common  characteristics of DDoS streams2. 
Use of legitimate traffic models by attackers3. 
No administrative domain cooperation4. 
Automated tools5. 
Hidden  identity  of  participants6. 
Persistent  security holes  on  the  Internet7. 
Lack  of  attack  information8. 
Absence   of   standardized   evaluation   and   testing 9. 
approaches.

V. DDoS Prevention
There are four approaches to combat with DDoS menace as 
proposed by Douligeris et al. [6]: Prevention, Detection and 
Characterization, Traceback, and Tolerance & Mitigation. 
Attack prevention aims to fix security holes, such as insecure 
protocols, weak authentication schemes and vulnerable 
computer systems, which can be used as stepping stones to 
launch a DoS attack. This approach aims to improve the global 
security level and is the best solution to DoS attacks in theory.
To prevent your system and network from becoming a victim of 
DDOS attacks, many preventative solutions are:

1. Disable any unused or unneeded network services. This 
can limit the ability of an intruder to take advantage of 
those services to execute a denial-of-service attack [7]

2. Observe your system performance and establish baselines 
for ordinary activity. Use the baseline to gauge unusual 
levels of disk activity, CPU usage, or network traffic [7].

3. Use Tripwire or a similar tool to detect changes in 
configuration information or other files.

4. Invest in and maintain “hot spares” machines that can 
be placed into service quickly in the event that a similar 
machine is disabled [7].

5. Invest in redundant and fault-tolerant network 
configurations [7]. 

6. Patch Management Manual or automated procedures 
should be in place to address the ever increasing load of 
patch management on servers and network elements. Care 
needs to be taken as installation of patches can leave a 
system open to new or previously mitigated vulnerabilities 
when configuration files are replaced that were previous 
secured.

7. Filtering When internetworking protocols such as TCP and IP 
were initially designed, functionality was of greater concern 
than security. As a result, malicious parties can generate 
invalid information or send harmful commands without 
being detected by those protocols. Filtering packets with 
such contents is a first step towards reducing an eventual 
enemy’s perniciousness.Ingress filtering is an approach 
to set up a router such that to disallow incoming packets 
with illegitimate source addresses into the network.
Egress filtering [8] is an outbound filter, which ensures 
that only assigned or allocated IP address space leaves the 
network.Route-based distributed packet filtering has been 
proposed by Park and Lee [9]. This approach is capable 
of filtering out a large portion of spoofed IP packets and 
preventing attack packets from reaching their targets as 
well as to help in IP traceback.  History-based IP filtering 

(HIP) according to this approach the edge router admit 
the incoming packets according to a pre-built IP address 
database. The IP address database is based on the edge 
router s previous connection history. This scheme is robust, 
does not need the cooperation of the whole Internet 
community, is applicable to a wide variety of traffic types 
and requires little configuration.Load balancing is a simple 
approach that enables network providers to increase the 
provided bandwidth on critical connections and prevent 
them from going down in the event of an attack.

VI. Conclusions 
The goal of this research was to analyze the security mechanisms 
currently available to reduce the result of DDoS attacks. An 
overview of DDoS problem, classification of DDoS attacks, 
defense principles , challenges and prevention methods 
are prese nted in this paper. Prevention is always the best 
measure. This provides better understanding of the problem 
and enables a security administrator to effectively equip his 
arsenal with proper prevention mechanisms for fighting against 
DDoS threat. 
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