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Abstract
The software industry is in switch over from craft work to 
engineering practice, but development, operational and 
maintenance outlays are still capricious and dearer. In the 
present scenario of software industry there are certain factors 
that very critical for the success of software. These days there 
are a few software engineering models that are very popular, V 
model and agile software development approaches are being 
commonly used. On the other hand, among the advanced software 
engineering approach is ‘Cleanroom software engineering’ that 
concentrates on developing zero defect software. The paper 
aims to study ‘Cleanroom software engineering reference 
model’ which is a meticulous incremental software paradigm 
for the development of zero defect and high-reliability software 
using box structure specification, statistical quality control and 
certification. Cleanroom Software engineering is a practical 
development and certification approach that uses statistical 
quality control to reduce software defects and costs. Despite 
numerous benefits the approach is still not popular because 
of the cost and extensive amount of work required. The paper 
tries to fig. out potential benefits of this model together with 
practical application in software industry
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I. Cleanroom Software Engineering Reference Model 
It is a scrupulous incremental software paradigm for the 
development of zero defect and high-reliability software using 
box structure specification, statistical quality control and 
certification [1]. Cleanroom is a team-oriented process that 
coalesce formal methods of software specification, design, 
and correctness verification [3]. A principal purpose of the 
Cleanroom process is development of software that exhibits 
no failures in use. The idea of Cleanroom software engineering 
was borrowed from ‘Cleanroom design’ used in the design of 
integrated circuits to remove the defects during the fabrication 
of semiconductors, with their emphasis on rigorous engineering 
discipline and focus on defect prevention rather than defect 
removal [2]. Cleanroom software engineering was developed by 
Harlan Mills and his colleagues, at IBM Corporation’s Federal 
Systems Division during the early 1980s.Cleanroom projects 
have reported substantial gains in quality and productivity.  
Some Distinguished Characteristics of CSE [3]:

Incremental Development Process Model• 
Formal Methods for Specification and Design• 
Correctness Verification • 
Statistically Based, Independent Testing• 

II. Phases of Cleanroom Process Model
The life cycle of a Cleanroom project differs from the traditional 
life cycle. The initial phases include Project Planning, Project 
Management, Performance Improvement, and Engineering 

Change .Later the process moves in increments. Each increment 
consists of increment planning, requirement gathering, box 
structure specification, formal design ,correctness verification, 
code generation, inspection and verification , Statistical use 
planning , Statistical use testing and certification  .The approach 
uses box structures (black box ,state box and clear box ) 
with formal design for design specification. In a Cleanroom 
development, correctness verification replaces unit testing and 
debugging. After coding is complete, the software immediately 
enters system test with no debugging. All test errors are 
accounted for, from the first execution of the program with 
no private testing allowed. At the end the function of system 
testing is to certify the quality of the software with respect to 
the systems specification. (See fig. 1). Various phases of CSE 
are enumerated below:

A. Cleanroom Management Processes
The prime objective of this phase is to do necessary planning, 
management and improvements. This is the initial phase of 
CSE which includes project planning, project management, 
performance improvement and engineering change: 

1. Project Planning
This phase involves planning of below mentioned points and 
is used at the beginning of software development process as 
well as beginning of a new increment [3].

(I) To acclimatize the Cleanroom Software Engineering    
     processes for the project.
(II) Define and document plans. 
(III) Analyze the plans.
(IV) Get the software project plans. 

2. Project Management
This phase is concerned with the management of following 
tasks:

(I) Communication with the customer and peer organizations 
[3]. 
(II) Set up and train Cleanroom teams,
(III) Start tracking, 
(IV) Manage planned Cleanroom processes,
(V) Purge or reduce risks,
(VI) Modify plans if required,
(VII) Perk up performance [3].

3.Performance up gradation
The aim of performance up gradation is to assess and enhance 
team performance through comparisons and deviations [3].

4.Engineering amendments
This phase is concerned with planning and performing additions, 
changes, and corrections to work products [3].
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           Increment 1   Increment 2   Increment n
Fig. 1: The Cleanroom Process Model

B. Increment Planning
The basic objective of increment planning is formulation of 
plans to assign customer requirements defined in the function 
specification to a series of software increments that satisfy 
the software architecture. It is also concerned with defining 
schedule and resource distribution for increment development 
and certification [1]. The incremental process is primarily 
concerned with growing from initial to final form through a 
series of increments that implement user function in the system 
environment, thereby leading to the required system.

C. Requirement Gathering 
Requirement gathering phase is used to define requirements for 
the software product (including function, usage, environment, 
and performance) as well as to obtain agreement with the 
customer on the requirements as the basis for function and 
usage specification. In addition to simplifying the customer’s 
notion of his current requirements this phase also assists the 
customers to identify those requirements which he might not 
be aware [1].

D. Box Structure Specification
CSE uses box structures to describe the behavior of the system.  
Box structures provide a stepwise refinement and verification 
methodology for information systems using mathematically 
based techniques. They are specifically helpful for recording and 
dividing requirements specifications. Black box specifications 
are verified to be complete, consistent, and correct. State 
box specifications are confirmed with respect to black box 
specifications, and clear box procedures are verified with respect 
to state box specifications. A set of correctness questions is 
asked during functional verification. Correctness is done by 
group agreement and/or by formal proof techniques. 

E. Formal Design
Formal design uses the theory of sequence-based specification 
to develop the specifications [3]. In the sequence-based 
specification process, all possible sequences of stimuli are 
enumerated systematically in a strict order. Formal design uses 
three system structures for specification and design: black box, 
state box, and clear box.
(I)  A black box specifies the external behavior of a system or 

system component. It specifies a set of transition rules that 
explain the behavior of system components as responses 
to definite stimuli [3].

(II)  A state box refinement of a black box specifies state 
data required to achieve the black box behavior. It is 
simplification of a state machine, encapsulates the data 
and operations similar to an object, the inputs and outputs 
are represented; data that must be retained between 
transitions is encapsulated.

(III) A clear box refinement of a state box specifies procedure 
designs required to achieve the state box behavior, and 
may reuse existing black boxes or introduce new black 
boxes for subsequent refinement.

Formal Design begins with an external view (black box), and is 
transformed into a state machine view (state box), and is fully 
developed into a procedure (clear box) [3]. 
The design is performed in such a way that it is correct using 
mathematical models. Specification and design are developed 
in parallel, ensuing in a box structure hierarchy affording 
complete traceability.

Fig. 2 : Box Structure used in CSE [3] 

F. Correctness Verification
Correctness verification is done by the development team 
before release to the certification test team. The correctness 
theorem is based on substantiating individual control structures 
like loops and conditions, rather than tracing paths, so those 
control structures are the objects to be verified. The correctness 
theorem diminishes corroboration to a finite number of 
checks, and permits all software logic to be verified in possible 
circumstances of use. The verification step is outstandingly 
successful in removing defects and developing better quality 
software [3].

G. Code Generation, Inspection and Verification
After the design is complete, the next phase is developing 
the code and verifying it. The purpose is to design and code 
a software increment that conforms to Cleanroom design 
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principles. The box structure specifications, represented in 
a specialized language, are transmitted into the appropriate 
programming language. Care is taken that inspection and 
verification is done immediately after the code is developed. 

H. Usage Modeling and Statistical Testing
CSE makes use of usage models for statistical testing. The test 
environment is primed, and statistical test cases are made [3]. 
This is where the software’s suitability for use is established 
in a format statistical experiment. A set of test cases that 
use “probability distribution” of usage are premeditated and 
designed. Next Statistical Usage Testing is done by executing a 
series of tests derived from a statistical sample of all probable 
program executions by all users.
A usage model is characterized through a graph, where the nodes 
indicate events and the arcs represent transitions between 
events. Events may be concrete stimuli, such as inputs from the 
user or environment, or abstract states-of-use. Test cases are 
produced from the usage models in statistical testing [3]. The 
customer reviews all the usage models and agrees that they 
generate all scenarios of use. The success or failure of a test 
case is determined by comparison of actual software behavior 
with the required behavior. The results of the comparisons drive 
decisions on continuing or stopping testing.
Usage models are formed incrementally and are shaped into 
a final form simultaneously with increment designs. Usage 
model analysis is helpful in test planning, project tracking and 
as a management tool.

I. Certification
Once verification, inspection and usage testing are done 
the increment is certified as ready for integration [1]. 
Software certification offers a scientific way to verify software 
appropriateness for usage. Populations and Samples theory 
are used for verification. If the sample embodied in a set of 
test cases is a random sample based on projected usage, 
valid statistical estimates of software quality and reliability 
for that usage can be obtained. Statistical usage testing 
creates scientific measures of product and process quality for 
management decision making.

1. Certification Steps [4] 
(I) Create Usage scenarios and usage profiles.
(II) Generate Test cases from the usage profile
(III) Execute test cases
(IV) Record failures if any.
(V) Compute and record reliability.

2. Exit criteria for testing
A comparison of the usage and testing chains is made during 
testing to find the difference between expected usage and actual 
usage. The difference gives a measure called “discrimination,” 
which reveals the point to which the testing experience has 
become representative of expected usage. Initially the value 
for discrimination is large, will become smaller as testing 
progresses, and will ultimately converge. When the value 
becomes stable the expected and actual usage statistics are 
identical, and testing may stop [3]. 

Fig. 3 : Critical Analysis of CSE

III. Advantages
CSE offers following benefits over traditional software 
development models:

A. Improved quality
CSE improves quality by preventing errors and enabling to 
develop zero defect high reliability software. Thus, there is a 
decrease in the overall cost of the program [2].

B. Increased Productivity
Another advantage CSE has over traditional software 
development methods is productivity. Productivity is better due 
to the reduced time required to debug and rework software 
[2].

C. Easier maintenance
Software developed with CSE has understandable, distinct 
specifications with a less-complicated design permitting for 
trouble free maintenance. This is because CSE includes team 
reviews, box structure method, formal design and certification 
for creating specifications. 

D. Reduced Life cycle costs
There is cut down in life cycle costs because of reduction in 
testing, error rectification, and maintenance. Also, team reviews 
used are generally more cost-effective means of improving 
quality and disseminating knowledge. Past experiences of CSE 
has revealed that adoption costs can be recovered on the first 
project through improved effectiveness in development and 
testing [2]. 

E. Less errors and failures
One of the biggest benefits of the CSE is that it decreases the 
amount of errors and failures found during testing [3]. This 
helps in reducing the development cycle time by avoiding the 
need for rework so ubiquitous in most software development 
[3].

F. High Reliability
CSE is a thorough incremental software paradigm for the 
development of zero imperfection and high-reliability software 
using box structure specification, statistical quality control and 
certification.

G. Less-complicated design
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The utilization of box structures generates a less-complicated 
design. Box structures allow a user-view black box specification 
that is written in terms of system usage. Therefore, specifications 
are exhaustive, understandable, and well-defined creating 
a clear view of the software program, resulting in more 
maintainable software.

IV. Disadvantages
There are three reasons why critics dislike CSE.

A. Too theoretical and mathematical
It is believed that CSE is too theoretical and mathematical for 
software development [4]. Even the correctness proof portion 
of CSE can be complicated and time consuming especially for 
non-safety-critical programs.

B. No unit testing
Unit testing is not part of the CSE process. Disallowing the 
programmer access to the compiler is impractical and can be 
less productive. This applies when programmer does not even 
know the language or environment, when the software program 
is started. CSE does not advocate unit testing on the other hand 
it prefers correctness verification and statistical quality control 
which is a major drift from contemporary software development 
approaches [4]. 

C. Too rigorous and intensive training required
CSE is a very rigorous approach thus requiring intensive 
training. Majority of software industry is working at the ad hoc 
level of the Capability Maturity Model; therefore they do not 
make thorough use of the definite processes required in all 
phases of the software life cycle .In order to implement CSE 
successfully exhaustive training is a must.

D. Little acceptance
CSE remains an unpopular and less accepted software 
development paradigm .despite several benefits, It has not 
been able to gain wide acceptance, it being too rigorous and 
mathematical.

V. Applications of CSE
Cleanroom is a distinct and bendable engineering process. It 
can use in large as well as small software development projects. 
The Cleanroom processes and the technology they represent 
are proposed to be used by management in scalable ways 
based on the environment and objectives. It can be used for 
following types of projects: 

A. Large-scale system development
Complex and outsized projects often require composite 
collections of hardware, software, and human components. 
Such systems require rigorous effort with intensive verification, 
testing and training thus CSE can be continually used to 
institute and develop the system structure and project plans 
for successive software development. Moreover certification is 
highly a significant requirement of such projects [2].

B. Novel and exceptional Systems
CSE can be highly suitable when projects are new and unique 
and also when customer requirements are uncertain. Thus 
the development can undergo quite a lot of quick traversals to 
develop prototypes for customer Assessment and requirements 

elicitation [2]. 

C. Embedded Software
According to webopedia definition “An embedded system is a 
computer system designed to perform one or a few dedicated 
functions often with real-time computing constraints. It is 
embedded as part of a complete device often including 
hardware and mechanical parts”. Embedded software time 
and again face very high failure costs in terms of possible 
product recalls, thereby making them more appropriate to be 
developed using CSE [2].

D. Legacy Systems
Legacy systems may necessitate wide application of the 
Software Reengineering, correctness verification, usage 
modeling, test planning, statistical testing and certification 
processes to make certain that the reused software achieves 
Cleanroom quality objectives [2].

VI. Real World Examples of CSE  
Although CSE is not widely accepted, but some of its popular 
works include [2]:  
1. The COBOL Structuring Facility, 
2. Software Engineering Laboratory (SEL) of the NASA 

Goddard .Space Flight Center,
3. Army Weapon Systems,
4. OS32 Operating System for Telecommunication 

Switches,
5. Industries such as aerospace, telecommunications, 

graphical, and CASE tools have implemented CSE 
successfully.

VII. Conclusion
Cleanroom software engineering is a formal, platform and 
language independent, closely controlled process that uses 
stepwise refinements where each transformation is verified to 
the previous level of refinement in order to minimize errors. It 
supports prototyping, object orientation and reuse. Application 
of Cleanroom approach helps immeasurably if one intends to 
build bullet proof software. The Cleanroom lifecycle is 80% 
design and 20% code and no unit test. 
Cleanroom software engineering lets errors to be found earlier 
in the lifecycle, which reduces costly revision. Designs are 
simplified, clear-cut, and certifiable. Quality is attained through 
design and verification, not testing, thereby lowering overall cost 
and a more compact design. CSE avoids such errors and helps 
in building high reliability software. There have been successful 
software built through this approach, despite this CSE has 
failed to gain wide acceptance. It can be used for developing 
embedded systems, large and complex systems etc. It can be 
applied to new systems as well as existing systems. 
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