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Abstract
In cloud computing,  cloud user’s  sensitive  data  is  in the  
control of a  third part, where  cloud  users feel there is no 
privacy  and  security  of  the  data.  But an economic choice is 
to use cloud computing and cloud storage instead of manage 
data center by itself. The difficulty is how to ensure their data is 
safe in cloud  storage. In this paper, we present a framework to 
ensure Data security in cloud storage system. And we discuss 
several technologies to make the data is stored in cloud safe. 
The main goal of this paper is to design and implement a secured 
system against Server hijacking. This system uses more than 
one port for providing security. But only one port will be fixed 
for one customer at a time. When the user hits a wrong port 
is recorded and all its future requests are dropped. Thus this 
system acts as an Intrusion Detection System (IDS). Moreover, 
the UDP/TCP port number used by the server is different for 
different users and a shared secret between the server and the 
client. This mechanism simplifies both the detection and it does 
not require any change to existing protocols. This port switching 
technique is compatible with the UDP and TCP protocols.  This 
system can be implemented in real time successfully. Now 
this paper proposed a new policy to encrypt the data by using 
UNICODE  and Colours (supported by computer). This paper 
introduces a new technique for protecting the distribution of 
data by digital images through UNICODE and colours in universe 
(supported by computer).
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I. Introduction
Generally we are using many techniques for encrypting data 
before sending. For this, there is a need of one common secret 
key between source and destination. By using that key, the 
sender encrypts the data. After receiving, the receiver decrypts 
the received data by using the shared secret key. Now a days, 
many tools and techniques are available for crack those shared 
secret keys. 
Cloud [2,3] computing has been a hot topic in IT industry. 
If compute and storage service can be acquired easily like 
electronic and water, it will be a revolution of IT industry. In cloud 
[2,3] computing environments, data is stored in a public storage 
provider. Data security [4] is the most important aspect of cloud 
[2,3] storage. Cloud [2,3] storage is used by a large number of 
individuals and enterprises.  All data stored on their hard drive is 
not cared by user and no one knows where exactly data saved. 
Most of the data will be stored in a network computing system 
on top of the cloud [2,3], Data security [4] has become of great 
concern to the user. The same cloud [2,3] system may exist in 
different types of customers, enterprises, individuals.
Different users require different level of Data security [4], and 
the ability to pay is different too, so the cloud [2,3] computing 
system should prepare different levels of Data security [4] for 
different users. It does also embody the concept of cloud [2]

[3] computing on-demand services. And we are using “PORT 
switching” for providing security to the data which is stored in 
 data centre.

II. Existing Systems

A. Cryptography
Cryptography is the study and practice of encoding data using 
transformation techniques so that it can only be decoded by 
specific users. In simpler words, it is a theory of secret writing. A 
cryptographic algorithm, or known as cipher, is a mathematical 
function used in the encryption and decryption method. Within 
the context of any application-to-application communication, 
there are some specific security requirements, including:
Authentication: The process of proving one’s identity. (The 
primary forms of host-to-host authentication on the Internet 
today are name-based or address-based, both of which are 
notoriously weak.)
Privacy/confidentiality: Ensuring that no one can read the 
message except the intended receiver.
Integrity: Assuring the receiver that the received message has 
not been altered in any way from the original.
Non-repudiation: A mechanism to prove that the sender really 
sent this message.
Cryptography, then, not only protects data from theft or 
alteration, but can also be used for user authentication. There 
are, in general, three types of cryptographic schemes typically 
used to accomplish these goals: secret key (or symmetric) 
cryptography, public-key (or asymmetric) cryptography, and 
hash functions. In all cases, the initial unencrypted data is 
referred to as plaintext. It is encrypted into cipher text, which 
will in turn (usually) be decrypted into usable plaintext.

B. Unicode
ASCII which stands for American Standard Code for Information 
Interchange became the first widespread encoding scheme. 
However, it is limited to only 128 character definitions. Which 
is fine for the most common English characters, numbers and 
punctuation but is a bit limiting for the rest of the world? The 
people in the world naturally wanted to be able to encode their 
characters too. 
So there is a need of a new character encoding scheme was 
needed and the UNICODE [6] standard was created. The 
objective of UNICODE [6] is to unify all the different encoding 
schemes so that the confusion between computers can be 
limited as much as possible. These days the UNICODE [6] 
standard defines values for over 105,000 characters and 
can be seen at the UNICODE [6] Consortium. It has several 
character encoding forms, UTF standing for UNICODE [6] 
Transformation Unit: 
1. UTF-8: only uses one byte (8 bits) to encode English 
characters. 
2. UTF-16: uses two bytes (16 bits) to encode the most commonly 
used characters. 
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3. UTF-32: uses four bytes (32 bits) to encode the 
characters. 
4. UTF-32 is capable of representing every UNICODE [6] 
character as one number. 

1. Code Points
A code point is the value that a character is given in the UNICODE 
[6] standard. The values according to UNICODE [6] are written 
as hexadecimal numbers and have a prefix of “U+”. For example 
to encode the characters I looked at earlier, “A” is U+0041, “a” 
is U+0061, “1” is U+0031, “#” is U+0023. 

2. Code Units
The encoding schemes are made up of code units. For instance, 
with UTF-16 each 16-bit number is a code unit. The code units 
can be transformed into code points. For example, the flat note 
symbol “♭” has a code point of U+1D160.

C. Colours supported by Computer
Careful measurements of our visual system’s best performance 
have been made by psychophysicists (people who study human 
responses, like seeing colour, to things in the world, like light). 
They have shown that we can see about 1000 levels of light-
dark, 100 levels of red-green, and 100 levels of yellow-blue 
for a single viewing condition in a laboratory. This means that 
the total number of colours we can see is about 1000 x 100 
x 100 = 10,000,000 (10 million). A computer displays about 
16.8 million colours to create full colour pictures, really more 
than necessary for most situations. 

D. Cryptography with UNICODE & Colours
This method is fully based on Private-key cryptography. In secret-
key cryptography schemes, a single key is used to encrypt 
& decrypt data. A secret key may be held by one person or 
exchanged between the sender and the receiver of a message. 
If secret-key cryptography is used to send secret messages 
between two parties, both the sender and receiver must have 
a copy of the secret key. The method is to send it via another 
secure channel or even via overnight express, but this may be 
risky in some cases.
In this method, the sender will decide the range of colours 
which will be assigned to1,05,000 UNICODE [6] characters. 
The selection of Colours is in the following way:

In this proposed new policy, the sample binding between 
character / symbol/digit, UNICODE [6] and Colour is in the 
following way:

Fig. 1: Sample mapping of Char/symbol/digit, UNICODE and 
Colour

1. What is the use of Private-key?
A computer displays about 16.8 million colours to create 
full colour pictures, really more than necessary for most 
situations. Now we are considering 10 million Colours only. 
And the UNICODE [6] standard defines values for over 105,000 
characters and can be seen at the UNICODE [6] Consortium. 
Now 10 million colours and 105,000 characters are available 
in a computer system. 
Now we can create a dynamic mapping table like fig. 1. If we 
select starting position is 225,001. Then 225,001st colour is 
assigned to the first UNICODE [6] character. The 225,002nd 
colour is assigned to the second UNICODE [6] character. And 
so on. Finally the 330,000th colour is assigned to 105,000 
UNICODE [6] character.

2. Encryption
This is kind of cryptography is fully based on UNICODE [6] 
and colours. First of all, it checks each and every character 
in the given file. Then it finds concerned UNICODE [6] of each 
character is. Then it gives the corresponding colour for each 
UNICODE [6] character according to the predefined mapping.
According to the starting-point, the dynamic mapping table 
is created before encryption. Next, it takes the first character 
from text and finds the UNICODE [6]. According to the UNICODE 
[6], it will take concerned colour. Then it will take the 2nd 
character and so on. Now all characters are translated into 
corresponding colours. It means, all characters are encrypted 
into colour-charts.
Now it takes the first character from shared secret-key and 
finds the concerned colour. And overlap all colour-charts with 
this new colour. Then it takes the 2nd character, finding the 
concerned colour and overlaps recent colour-charts with colour 
and so on.
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3. Decryption
The sender and receiver know the private-key. According to 
private-key, the receiver prepares a mapping between alphabet/
special character/digit, UNICODE [6] and Colour. By using this 
chart, the receiver easily identify the COLOUR->UNICODE [6]-
>character. 

E. Explanation with an Example
Suppose we want to encrypt the message “balajeem” with 
shared secret key “abc”. Now the above message is translated 
into the following UNICODE [6] characters:
balajeem->U+0042 U+0041 U+006C U+0041 U+0051 
U+0045 U+0045 U+006D

1. Encryption
Then these UNICODE [6] characters are translated into the 
following colour-chart.

Fig. 2: Basic Colour Chart of given Message

Here shared secret key is “abc”. Assigned colours are as 
follows:

In first iteration, the Basic Colour Chart (BCC) is overlapped with 
the corresponding colour of the first character in shared secret 
key ‘a’. It is called First Colour Chart (First CC). In 2nd iteration, 
the recent Colour chart overlapped with the corresponding 
colour of ‘b’ and so on. After completion of overlapping, the 
Final Colour Chart (FCC) is looking like the following:

After receiving the colour-chart, the receiver prepares Mapping 
between alphabet / special character / digit, UNICODE [6] and 
Colour. According to private-key it is very simple to find equaling 
UNICODE [6] then character. 

2. Decryption
By using the mapping table like Fig 1, we can decrypt the 
encrypted message like the following:

Step1: 

Step2: 

Step3: 
In this the first cell  is converted into . 
By using the mapping table, the corresponding character of this 
cell  is ‘b’. If we apply same procedure to remaining 
cells then we can get the actual message “balajeem”.

III. Proposed System and Implementation
In Proposed system, there is a need to apply the following 
concepts:
1. Encryption & decryption using UNICODE [6] and Colours.

2. PORT switching
3. Conversion tool in client side (Decryption tool which is used 
to decrypt the Colour-chart into message).
Initially the owner stores the data in Data Centre in Cloud [2,3] 
Environment by applying encryption method (Encryption using 
UNIDOCE & Colours). So the owner need not bother about his/
her data which is stored in Data Centre that is administrated 
by Third Party. Because the Data Centre is having encrypted 
data only. 
And the Data is stored in 5 locations with different formats in 
Data Server. Here each format is accessible through a particular 
Port only. So the user has a right to access one format of Data 
through a fixed Port only.
Before accessing the data in Data Centre in Cloud [2,3] 
Infrastructure, the user has to get registration by giving UserID, 
Password and ISD code. After completion of registration, it 
sends a tool (named D-Tool) that is used to decrypt the received 
information.  When the user wants to get data from Data Centre, 
he/she has to open D-Tool. It looks like the following:

Here UserID: User Name, Password: password, ISD Code: ISD 
Code of the location where the user is staying, URL: Address 
of the Data Server and Port: port number in the Data Server 
(Actually it is fixed and it is different for different users).
When the given details are correct, then the user will receive 
encrypted data from Data Centre and D-Tool decrypt the 
received data by taking the shared secret key from the user. If 
given data is wrong then immediately it sends information to the 
user as well as owner of the Data which indicates “Somebody 
has tried to hack your data” and immediately it blocks the IP 
in user-side.
In this way, it provides security to the Data which is administrated 
by Third Party. It maintains same data in 5 locations in 5 
different formats to increase the security to the Data (and for 
maintaining backup [5]) which is stored in Data Centre. There 
is no chance to hack the data because he/she has to give 
some details including Port Number.

IV. Implementation of the Proposed System

Fig. 3 : Overview of Proposed System
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V. Conclusion
In cloud [2,3] computing, the data is administrated by Third party 
only. For security reasons, the owner of the data should store 
encrypted data only. By using different colors and UNICODE [6] 
characters, we can implement encryption and decryption. For 
any user, this framework provides a single port for accessing 
data. This proposed policy is very simple to implement provides 
security as well as backup [5] also. But the future projects will 
provide high security by using UNICODE [6] characters and 
recent technology.
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