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Abstract
Control provide accountability for individuals who are accessing 
sensitive information on application, system software and 
server. This accountability is accomplished through access 
control mechanisms that require identification, authentication 
& authorization  through the audit function. These controls 
must be in accordance with and accurately represent the 
organization’s security policy. Assurance procedures ensure 
that the control mechanisms correctly create, manage, measure 
and control ( CMMC) the security policy for the entire life cycle of 
an information system. Control is inversely proportional to the 
risk. ( C=k/R) This paper focus to the risk assessment by help 
of the various controls system. The objective of this synopsis 
to develop new control, that one is automated or system based 
programmed control which is define in proposed method. This 
topic is based on major practical approach  and less theoretical 
idea. Main objective is that how to protect to the complex 
operating system on web based multi-tires IT infrastructure.
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I. Introduction
All controls needs to have a few basic characteristics to 
be considered valid and effective. First, they need to be 
documented. Without a written record of the control and its 
intent, there is little proof that it really exists and no way to 
communicate its use to others in a consistent manner. The 
control needs to be applied in a consistent manner and with 
as few exceptions as practical, in order to effectively manage 
the risk that it was put in place to an address. Control need 
to be timely in their actions and operation. Control that let us 
know some things went wrong last week may not be effective in 
reducing losses. These controls need to be specific enough to 
manage the risk without stopping the other desired things from 
occurring. The amount of specificity required to describe the 
boundaries of the  controls action will be unique to the threats 
and risks, but some definition of the details will be required 
in order to be able to determine the controls effectiveness. 
A control need to fit the situation and need of the business. 
Some controls are better suited to managing certain risks and 
outcomes than others. A control should not be overkill nor 
insufficient for the need of the business. Finally, each control 
applied should be efficient and cost effective. Controls need 
to be reasonable in terms of cost and benefit in order to be 
effective. Controls that cost more than the loss expectancy are 
not worth implementing.      
Information system controls are the controls applied to the 
organization at the management level, which provide overriding 

guidance and direction for the IS organization as a whole. These 
controls include the policy and standards that are applied to 
everyone as well as every components ( Hardware, software, 
operating system, network, middle ware, database) in the IS 
business. However, they also include managements way of 
doing business, the culture of the organization and the IS 
governance exceptions. The exceptions that the organization 
has of its managements behavior, based on their previous 
actions, stated direction and policy, layout a certain control 
structure that defines the business culture and behaviors within 
the IS infrastructure of the business.  A permissive and easy 
going management style would lead one to use a different 
disciplinary reaction to a minor policy violation than one used 
in a strict authoritarian business culture that is characterized 
by formal dress codes, deviation intolerance from the approved 
processes,and an flexibility in the acceptance of personal 
situations that impact the needs of the business, for an 
example. There are certain expectations that we can presume 
with each of these control structures that may carry forward 
into other aspects of the business as well. This is not a hard 
and fast rule, but it illustrates how IS as well as management 
controls can work in an organization.
Management controls also can be applied for all security-
related aspects of a business or process and development 
efforts or change management activities. Many useful places 
exist to find management control at work, providing direction 
for all processes or parts to the business that fall under the 
category for which they applied.

II. Literature Survey: (Data collection) [7,8]
Initially, we done the survey as well as investigation from 
various documents, agency like: Information audit & control 
association ( ISACA), British Standard (BS7799), CISCO, HIPPA, 
National Institute of Science & Technology, National Security 
Agency, Certified Information system security professional, 
UNIX system administration-O’relly Publication, Red Book & 
ISO17799. No where collectively  defines and developed the 
various  control assessment for IS organization and   security 
level control over the IS. There is no sequence of control on 
the operating system, utilities, shell programming on various 
components of the system like operating system (UNIX, NT, 
Window), network component, database, application & server. 
In our past experience, we observed on  operating system as 
well as network server,  there are many system parameters 
are defaults and not developed many more issue which is very 
high level risk to the Information System.

III. Existing Control [20, 21]
The following are the three major  categories of operations 
security controls:

A. Preventive controls [8]
Preventive controls are implemented to stop the loss related 
to a risk from occurring when the risk situation presents itself, 
the preventive control kicks in and prevent the loss. Preventive 
technique are the most complete form of stop loss control, 
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because the loss is prevented by their nature. There are costs 
associated with preventive control that must be considered to 
get the full picture of the impact to the business. Prevention 
can mean the continuous close examination of each case, 
performing on analysis for the risk condition and stopping the 
risk whenever it is identified. This can be more expensive way to 
control than simply enabling the process to perform, identifying 
errant exceptions after they have occurred and taking them out 
of the process stream for corrective action in due course of time.  
While attempting to prevent errors whenever it is cost effective 
to do so, many production lines in the manufacturing sector also 
use detective technique to weed out errors, which is a more cost 
effective way of dealing with all of the possible permutations of 
error conditions that may exist in the process. The alternative 
of building preventative controls for each scenario would be 
cost prohibitive.
The monitoring & management of the preventive controls also 
will need to be considered when determining what is best for the 
business. The prevention of events that would otherwise have 
occurred must be examined to assess the impact to any down 
stream processes that may have been expecting an action to 
occur or even Dependant on it happening. Prevention is usually 
better option is real life business practice
Preventive control is inversely proportional to risk ( PC=k/R)
As a brief, in the operational security domain, preventive controls 
are designed to chive two things: to lower the amount and 
impact of unintentional errors their are entering the system and 
to prevent unauthorized intruders from internally or externally 
accessing the system. An example of these controls might be 
p renumbered forms or a data validation and review procedure 
to prevent duplications.

B. Detective controls [8]
Detective controls are used in situations where it is more 
important to understand that some things has happened that 
it was to prevent from happening. In some cases, a detective  
control will ensure that a desirable event did indeed occur, 
providing feedback that the process is working as intended. 
Evaluation of the detective controls require proving that the 
detection occurs with a high degree of accuracy and reliability. 
When it is important to detect that an action has occurred, it 
will be equally important to rely on the control to not miss any 
valid occurrences where that detection should be taking place 
and to flag only those valid occurrences of predefined interest. 
To assess these controls, we will need to understand the trigger 
event and the mechanism used to identify it. Testing will lead 
us to conclude that falsely identifying occurrences, which were 
not valid ( false positive ), and falsely ignoring occurrences. 
Which should have  been caught ( false negative), are within 
some predetermined acceptable range of error rate? Detective 
controls do not prevent, deter or correct data or actions 
associated with an event that is occurring. The risk associated 
with detective control are the risk of not knowing a situation or 
event has occurred .If this failure to detect happens regularly , 
the control cannot be assessed as defective. When evaluating 
the cost-benefit for  this control type , we must review what 
happens to the process if the events or situation is not detected 
and then assess the costs of this  scenario against the cost of  
developing, implementing and maintaining the control. 

C. Corrective controls [8]
A corrective control fixes errant situations or events as they are 
identified . It assumes some amount of detection is inherent 
in its mission of fixing out-of-bonds conditions .These controls 
are useful when simple corrections are easily found and 
fixed a process without lot of risk and complexity. The risk of 
not finding and fixing these items must be considered when 
assessing the total cost and benefit of such a control. It will 
need to be determined that corrective actions are possible 
and performed accurately to the satisfaction of the process 
in order to draw conclusions that these kinds of controls are 
effective. Determining what is acceptable in terms of corrective 
actions will be part of this process. Those situations that are 
not caught and fixed that does not require attention will need 
to be identified and examined for false positive and false 
negative implications. Comparing this control to one that 
prevented the need for correction in the first place may be 
valid assessment when evaluating whether the right kinds of 
controls are employed to mitigate risk in a process. The cost 
to fix along with cost to identified or cost to prevent all will now 
need to be part of the cost/benefit analysis.  
The following are the additional control categories:

1. Deterrent Controls [8]
Deterrent controls are used to encourage compliance with 
external controls such as regulatory compliance. These controls 
are meant to complement other controls, such as preventative 
and detective controls. Deterrent controls are also known as 
directive controls. 

2. Application Controls [8]
Application controls are the controls that are designed into 
a software application to minimize and detect the software 
operational irregularities. In addition, the following controls are 
also example of the various types of application controls.

3. Translation controls
Transaction controls are used to provide control over the various 
stages of a translation-from initiation to output control through 
testing & change controls. There are several types of transactions 
controls: input controls, output controls, processing controls, 
change controls and test controls.

4. Automated controls
We develop this method based on our past experience of the 
hardening of operating system and network issue. Part of our 
assessment of the controls will necessitate an evaluation of 
the use of automated or programmed controls to mitigate risk 
as opposed to manual controls that also may be implemented 
to perform similar functions. The common wisdom is that 
programmatic controls will work without fail because the 
machine-driven control does not have an opportunity to ignore 
its programming as human process might. However automated 
controls come at price. They must be tested, coded, monitored 
and maintained to be effective. When circumstances or risks 
changes, these controls must be reconfig.d and go through 
another rigorous development and testing cycle. They  will not 
work just as automatically when systems are not set up correctly 
as they would work effectively when the implementation of the 
control  is done correctly. Automated systems do not think or 
recognize bad instructions in most cases. However, they are 
much more reliable than manual controls and can be  assumed 
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to be working in an unattended fashion, with only minor 
monitoring to ensure continued effectiveness once hay are up & 
running. When drawing conclusions on the overall effectiveness 
and cost of automated controls, the building, maintaining, 
and monitoring costs must be  offset by the potential losses 
to best understand the cost effectiveness of the controls. 
Additionally, the reliability or net effectiveness of the controls, 
which are assumed higher in automated and programmatic 
implementation, also must be factored in. Where loss due to 
risk cannot be left to change, automated controls should be 
recommended. Because we will no doubt, be focusing on the 
high risk situations as we triage our work and provide risk-based 
solutions to our clients these will be our recommendations 
more often than not. Proper research, investigation, survey, 
implementation and routine monitoring are a prerequisite. 
Hardening is a major action plan for control system which 
prevent the major components of IT infrastructure.
There are number of hardening as well as control procedure 
are out line and reflected to minimize the risk. The hardening 
and control checklist is based on the comprehensive security  
policy & procedure develop by CIS ( Information Security Officer) 
with a particular focus on configuration issue of the UNIX (OS) 
base files system. Mean while the current tools & technique 
are requiring for risk assessment after the hardening activities. 
(JASS, JAAS, BART, Solaris tool kits, Tripwire. ISS Real Secure). 
Installed the following tools as per policy and guide lines:  mod_
ventila for user security on the distributed systems, mod_perl 
for apache share share services, mod_ssl for HTTPS apache 
web server. SMART for hard drive. Disable unwanted devices 
& services on UNIX OS & network services.  Hardening the 
various components as per guide lines as  per CERT ( Computer 
Emergency Response Team).

IV. Automated Control Methods & Procedure 

A. Our action plan as well as contribution 
The following methods and case study are developing for  
control  the operating system. We have to fix up various issue 
by developing various control.. We can maximize the profit by 
utilizing highest level of tools in minimum cost. Risk can be 
minimizing at lowest level. Then we can achieve minimum 
risk by utilizing these automated change control system on 
application and UNIX operating system.

B. Existing system ( preventive & detective control [4]
Cryptography Enable through SSH development and 
implementation: AES 128-256 bits (cbc) 
Chipper block  chain [16].The following directives  in  etc/ssh/
sshd_config. This directives 
currently used in our SSH daemon configuration on operating 
system level. The existing ssh key 
generation  is supporting only 1024. Our objective is to be 
maintained up to 2048 keys and  more 
up to 4096 and even  more. But depend on the Nth bits 
Microprocessor capability.

Table 1:

Reagent 
Script

Description Control defect Existing state of 
condition

etc/ssh/
sshd_config

Secure shell 
configuration 
files

High
Vulnerabilities

Cryptography 
enable 
through ssh 
development.
 AES: 256 
bits chipper ( 
existing system )
chipper blowfish-
CBC,aes256-
CBC, aes256-
chr.
ssh-key gen -b 
1024 -f /etc/
ssh_host_key 
-N ‘’
chmod 000 /
etc/ssh/ssh_
config.

/etc/
services

Ssh port 22 High
Vulnerabilities

Mean while 
disable the 
various ports 
like ftp, telnet, 
printer as per 
requirement. 
( preventive 
control )

/etc/host. 
allow

IP enable High 
Vulnerabilities

Preventive 
action

/var/adm/
message 
>> /var/
temp.txt

Audit 
message

High 
Vulnerabilities

Preventive & 
detective control

We have to follow-up the existing file /etc/ssh/sshd.conf :
# this is ssh server system wide configruation file.
Port 22
listen Address 192.168.1.1  ( /etc/host. allow)
Host key/etc/ssh/ssh_host_key
Server key Bits 1024, 2048, 4096 ( depend on N-bits 
microprocessor, number of CPU) 

C. Generate /etc/ssh_host_key
ssh-keygen -b 1024 or 2048 or 4096 -f /etc/ssh_host_key 
-N, ‘’ ( step 1)
Primary control we have only available up to 1024 key generation 
in the most of the OS. But,  we can try out up to 4096 or more key 
generation. For this purpose we, have  effort our best knowledge 
to gain better control system.
We have to incorporate the following methods as well as change 
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management for controlling better security system as follow:
/etc/syslog.conf ( for reviewing system activities logs for 
detection purpose ) ( Step 2)
/var/adm/message ( to detect the activities of system related  
time stamp & date for internal control purpose ).
Proposed Method: Internal control- UNIX operating system level: 
(System Program) [24]
We have to develop the new idea to discover the new method 
to controlling the system behavior. The system behavior can be 
review through system  auto generated  dynamic log. 
We can apply the advance encription standard & objected 
oriented technology like  Java based programming language.
 Finally, the  AES supports with  the 128-bit key size. But we can 
extended up to 256 as well as 512  but depend on the 32-bit, 64 
bits, 128 and 256 bits microprocessor, multi-plexier, Arithmetic  
logic unit , memory , RAM, buffer and cache  capabilities etc.  
In this method, we will be work on primarily focus of the  AES 
that would be work on J2EE platform. 
 We have to use AES like any other cipher. We have to use it 
to  AES, instead of Blowfish (another symmetric cipher). Then  
we  have to develop and updated occurrences of Blowfish to  
Advance Encryption Standard. As we can review, the  develop 
and implemented java based program  to accommodate AES 
under the JCE framework is very general and extensiblefor  
control of IS  information system. Normally, the larger key sizes 
is not available on the on the most of the platform. We have 
to use AES with 128, 192 ,256  and 512 bits key sizes, we 
need unlimited strength of cryptography to prevent our high 
end operating system.
Strong Versus Unlimited Strength Cryptography. (server key bits 
1024 -4096 bits /etc/sshd.conf). After installing the unlimited 
strength version, to use key sizes of 128, 192, 256, 512 bits, 
simply provide the required length of the key. The following line 
of code illustrates how to set the key size to 512 bits: kgen.
init(512); (64-128-256-512-1024 and so on bits available. 
Note: may not be  support all the system . But fully depends on 
Nth bits microprocessor, RAM & multiplexers & demultiplexier  
of the operating system. The Java Control Extension is  examples 
given here show how to use Advance Encryption.
Standard for different key sizes like 128, 192, 256, and 512 
and depend on hardware  issues , like key management or key 
exchange algorithms. In practice, we may be more  likely to use 
a protocol like Secure Socket Layer (SSL), which negotiates 
session keys (session management) on transport  layer security 
(TLS). 
Public keys that are subsequently used for bulk encryption in 
the security world. The development & implantation of  AES  
Java based security around SSL, and the APIs are responsible 
for key negotiation and subsequent encryption and decryption. 
The sample set of programs is developing for key generation 
purpose.
Since, this  articles are some what better for 512 key generation, 
note that the key store and trust store entries will have to 
replace by later versions of the corresponding files. AES is a 
Federal standard for private-key or symmetric cryptography. It 
supports combinations of key and block sizes of 128-256-512. 
The following java codification and algorithm standard highly 
support to  advanced encryption standard  for 512 key as per 
Rijndael  &  Belgian cryptographers.  

D. Proposed Java Program (step 3)
import javaxnet.* 
import java.security.*; 
import javax.crypto.*;
import javax.crypto.spec.*;
import java.io.*;
import java.util.regex.*;
import javax.net.ssl.*;
import javax.net.ssl.*;
 /**
* This program generates a AES512 key, retrieves its raw bytes, 
and
* then reinstantiates a AES512 key from the key bytes.
* The reinstantiated key is used to initialize a AES512 cipher 
for
* encryption and decryption( AES-ADS ).
*/
public class AESFIVEONETWO {
 /**
* Turns array of bytes into string
*
* @param buf Array of bytes to convert to hex string
* @return Generated hex string
*/
 public static String asHex (byte buf[]) {
 StringBuffer strbuf = new StringBuffer(buf.length * 2);
 int i;
 for (i = 0; i < buf.length; i++) {
 if (((int) buf[i] & 0xff) < 0x10)
 strbuf.append(“0”);
 strbuf.append(Long.toString((int) buf[i] & 0xff, 16));
 }
 return strbuf.toString();
 }
 public static void main(String[] args) throws Exception {
 String message=”This is just an example----AES512”;

// Get the KeyGenerator
 KeyGenerator kgen = KeyGenerator.getInstance(“AES512”);
kgen.init(512); // 128,192,256 and 512 bits 
may not be available as per system specification 

 // Generate the secret key specs.
 SecretKey skey = kgen.generateKey();
 byte[] raw = skey.getEncoded();
 SecretKeySpec skeySpec = new SecretKeySpec(raw, “AES512”); 

 // Instantiate the cipher block
 Cipher cipher = Cipher.getInstance(“AES”);
 cipher.init(Cipher.ENCRYPT_MODE, skeySpec);
 byte[] encrypted =
 cipher.doFinal((args.length == 0 ?
 “This is just an example” : args[0]).getBytes());
 System.out.println(“encrypted string: “ + asHex(encrypted));
 cipher.init(Cipher.DECRYPT_MODE, skeySpec);
 byte[] original =
 cipher.doFinal(encrypted);
 String originalString = new String(original);
 System.out.println(“Original string: “ +
originalString + “ “ + asHex(original));
 }
 }
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we have to compile the programm : javac AESFIVEONETWO.
java  and then run java

E. AESFIVEONETWO ( step 4)
We have to review how is behaving the system. Mean while we 
can review the various parameter through( /var/adm/message 
>> /var/temp.txt). we have already highlighted the issue in 
existing control (step 5).
There are various issue is bring up to the notice of the real 
reseacher ( space, time, processor ) for further advancement 
of this article. Control is directly proportional to AES512. 
(C=kAES512) where k is the constant factor, then automatically 
reduced the risk. But, there is some limitation of processor 
capability of the operating system.
As per the transitive relation, it follow that if  satisfiability  α  C, 
satisfiability α A, satisfiability α S as well as C α A or C α A or S 
α A or  C α S vise versa ( Where C is the control, A is the AES,  
S is the server key bits , R is the Risk, K is the proportionality  
constant) . Ultimately, C=K/R [24] (step 6).
Therefore, reducibility is the satisfiability to AES512(A) as well 
as server key ( S) bits size 4096 in ssh file at the time of key 
generation. In this way we can reduced the risk  factor and maximize  
our return on investment ( ROI).

V. Benefits
We can improve the total cost ownership (TCO)  and maximize 
the return on investment( ROI) by developing these above 
automated methodologies.
Yet, the cost for such solutions is high and the complexity of 
many such tools had stopped people from using them. Minimize 
the risk verses maximize the benefits. Mean while reduce the 
maintenance cost. The operating system hardening is short 
term as well as long term plan for any size of organization. 
Establish the trust relationship and enhance the business with 
technology of other company and hence do more business as 
well as profit. We can have more confidence in the integrity of 
your data• Performance improvements can be experienced 
since unnecessary services are removed, and inefficiencies in 
system configuration are detected; The company’s reputation 
is protected; Clients are happier as a result of fewer system 
failures or delays.

Increased visibility throughput, accurate and continuous 1. 
risk assessment process.
Considerable time, cost and manpower reduction through 2. 
automation control processes.
Prioritized action plans for optimal remediation - focusing 3. 
on the 1-2% exposures that really matter.
Reduce resource dependency as well as ineffective patch 4. 
or mitigation projects.
Improve IT security by shrinking the window of exposure 5. 
from months to hours.
Compliance with risk management control objective and 6. 
compensating controls .
Documentation requirements.7. 
Demonstrate effectiveness of compensating controls (such 8. 
as firewalls and intrusion). 
Prevention systems) for compliance reporting - can reduce 9. 
workload by 95% or more.

VI. Conclusion
Risk can be mitigate by on going process of various action 1. 
plan of control of OS, Network, Database, Application 

and devices as well as relevant resources of the IT 
infrastructure.
To minimize the risk, operating system hardening, 2. 
preventive, detective, corrective and automated action 
plan is the most well advanced action plan for the long term 
business activities of the every organization. Therefore, 
contingency plan is the most effective & efficient plan 
for safe guard of the organizational assets. Therefore 
operating system hardening, anti-virus solution, periodically 
security issue patches updation are the most preventive, 
detective and corrective action plan of the any organization 
to survive. In summary, the risk assessment process is 
about making decisions to minimize the risk. The impact of 
a successful attack and the level of acceptable risk for any 
given situation is a fundamental policy decision. Likewise, 
vulnerabilities are design issues and must be addressed 
during the design, development & implementation of 
information resources. 
It is important for financial institutions to develop and 3. 
implement appropriate information security programs. 
Whether systems are maintained in-house or by third-party 
vendors, appropriate security controls and risk management 
techniques must be employed. A security program includes 
effective security policies and system architecture, which 
may be supported by the risk assessment tools and 
practices discussed in this guidance paper and appendix. 
Information security threats and vulnerabilities, as well as 
their countermeasures, will continue to evolve. As such, 
institutions should have a proactive risk assessment 
process that identifies emerging threats and vulnerabilities 
to information systems. 
A sound information security policy identifies prevention, 4. 
detection, and response measures. The appendix provides 
more details on risk assessment tools and practices that 
may be used to improve information security programs. 
Preventive measures may include regularly using 
vulnerability assessment tools and conducting periodic 
penetration analyses. Intrusion detection tools can be 
effective in detecting potential intrusions or system misuse. 
Institutions should also develop a response.
By reading through this paper and utilizing the checklist 5. 
for preventive, detective and corrective action plan of that 
organisation, an OS and Security administrator now has 
a base knowledge of security, server hardening, intrusion 
detection, auditing, and security tools. This knowledge can 
be directly applied to their servers and many vulnerable 
holes will now be filled. Bear in mind that many holes that 
exist have yet to be discovered. Therefore, it is critical that 
every unix security-minded administrator maintains their 
knowledge of security by researching and referring to the 
Internet resources that have been attached. If there is ever 
a question about implementation of any of the suggested 
features, refer to the UNIX server Security manuals that 
were designated with the specified feature (all features 
have been documented). 
Help other IS developer, programmer and administrators by 6. 
documenting all change control and vulnerabilities found. 
Many times one system programmer and administrator will 
find a hole and fix it, while many other servers that may be 
on the same network are left vulnerable. Communication 
and documentation is very essential to keep OS & network  
servers in secure way. By utilizing this research paper and 
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the logs and checklist the overall security of all IS systems 
will be dramatically improved for further research.
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