
IJCST Vol. 2, ISSue 4, oCT. - DeC. 2011ISSN : 0976-8491(Online)  |  ISSN : 2229-4333(Print)

w w w . i j c s t . c o m  InternatIonal Journal of Computer SCIenCe & teChnology 31

Abstract
Jitter plays a very important role in implementation of Packet 
Telephony. It is a measure of packet ordering and mutual delay(s). 
In mobile ad-hoc network routing is done in decentralised 
manner with each node playing an equally important role in 
it. Any node with malicious intention has lot of scope to disrupt 
overall network performance with respect to various quality-of-
service parameters including jitter. In this work authors have 
tried to evaluate the amount of adverse effect malicious nodes, 
in mobile ad-hoc network carrying packet telephony could made 
on jitter.   
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I. Introduction
Jitter represents the relative delay between successive packets 
arriving at destination. It is a measure of delay variance. Ideally, 
jitter should be zero and each packet must take equal time in 
travelling from source to destination. But this is not probable 
in practical environment due to various network related factors 
including unequal queuing delays, congestions etc. 
Packet telephony  [1] also termed as Voice over Internet Protocol 
(VoIP) represents a technique where telephonic conversations 
are transported as IP packets. The basic mechanism of packet 
telephony is illustrated next:
Here to start with the caller speaks into the mouthpiece. This 
telephonic conversation is then received by some appropriate 
codec. Codec digitizes and compresses these conversations so 
that they can be readily transported over the digital computer 
network. These conversations travel to network layer and 
are packetized there. Then these IP packets are transported 
over the network to the receiver using the underlying routing 
protocol. At receiver’s end reverse process occurs and voice 
is synthesized back from these packets and produced at 
receiver’s earpiece. 
As the voice is transported as a number of IP packets, jitter 
becomes critical and if the jitter was high it would not be 
possible to reproduce true replica of transported conversation. 
As per ITU-T recommendations for packet telephony jitter must 
remain below 40ms.
Today’s solutions to the problem of communication are wire-
free wireless networks. Wireless networks have been classified 
into two broader categories viz. one having some sort of fixed 
infrastructure and other without any fixed infrastructure as back-
bone. In second type of wireless networks the responsibility 
is shared among all participating nodes. These networks are 
termed as mobile ad-hoc networks, where each node is free 
to move. Each participant node in a mobile ad-hoc network is 
a potential router and forwards the packets routed though it 
towards next node in the route. Mobile ad-hoc networks are 
distinguished from other type of networks due to their unique 
characteristics like mobile node, dynamic configuration, 
decentralised routing, limited bandwidth, limited power, limited 

node range etc. Mobile ad-hoc based on license free ISM band 
around 2.4 GHz have become really popular due to the hassle-
free solutions to various networking problems provided by them. 
A Mobile ad-hoc network can be highly beneficial in situations 
where setup time in hand is limited. The cost involved in their 
setup is also limited. Some major areas of their application 
include warfronts, natural calamities and emergency like 
situation triggered by some event.
Implementation of packet telephony over mobile ad-hoc network 
has been an area of interest for computer science fraternity. 
If realized such network would be highly beneficial in providing 
solutions like wireless intercom and fixed to mobile convergence 
(FMC) [2].
This problem of implementing packet telephony over mobile 
ad-hoc network has been difficult to realize due to the inherent 
characteristics of mobile ad-hoc network as listed above. 
More specifically due to the dynamic nature of nodes in these 
networks their configuration keep on changing leading to the 
requirement of frequent re-routing.   Any proposed solution 
for packet telephony over mobile ad-hoc network must meet 
stringent QoS requirements in terms of various quality-of-
service parameters including jitter. 
Moreover like other wireless networks, mobile ad-hoc networks 
are prone to various types of security threats coming from 
outside the network or even originating from inside due to the 
selfish or malicious nature of participating node(s). This should 
make realizing QoS values even more difficult. 
Attacks originating with in the network are classified into two 
broader categories based on the intention of culprit i.e. selfish 
vs malicious.  A selfish node is one that in order to save own 
resources tries to hide himself from taking part into network 
chores thereby violating the first basic rule, cooperation, for 
implementation of mobile ad-hoc networks.  A malicious node 
is a compromised node with mal-intentions of disrupting the 
functioning of network.  So, we can say that malicious attacks 
pose a serious threat to successful implementation of packet 
telephony over a mobile ad-hoc network and hence author 
decided to evaluate the amount of effect that a malicious node 
can have on the value of jitter. 
As discussed earlier jitter plays an important role in the 
successful implementation of packet telephony. It represents 
the time elapsed between arrival of successive packets at the 
destination. A jitter of less than 40ms is must for successful 
implementation of packet telephony. Higher jitter would 
mean out-of-order packet delivery and hence distorted voice 
communication. A denial of service attack may lead to variation 
in and hence increase of Jitter thereby making network to 
perform in unacceptable manner.  The rest of paper is organized 
as:
First the network is simulated and then various malicious 
attacks are identified and imposed. The results of simulation 
would be plotted next to study the effect of attacks on Jitter.  

II. Related Work
Packet telephony over mobile ad-hoc network was dealt in 
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details by authors in [3]. In this work authors have stressed 
on MAC and proposed complete system architecture for their 
implementation. The proposed architecture was then evaluated 
by the authors in terms of various quality-of-service (QoS) 
parameters like Call Drop Rate, MOS etc. 
Authors in [4] have proposed a possible architecture for 
successful implementation of Packet Telephony. In this work 
authors have proposed a network architecture involving RTP/
UDP/IP protocol stack. The G.729 codec was employed for 
encoding and compression of telephonic data. The legacy IEEE 
802.11 based MAC and Physical layers were employed by the 
authors. 

III. Network Architecture
For implementation of packet telephony we used the most 
preferred five layer architecture as outlined in fig. 1.

Application Layer
(G .729 Codec working at 8kbps)

Transport Layer
(RTP over UDP)

Network Layer
(IP with DSR Routing algorithm)

Data Link Layer
(LLC or IEEE 802.11 based MAC

Physical Layer
(IEEE 802.11 PHY working at 2.4 GHz)

Fig. 1: System Architecture

A. Application Layer
At application layer voice conversations are to be digitized 
and compressed. For VoIP over wireless networks ITU-T has 
recommended using G .729 [5] codec. The telephonic calls 
would be made as per recommendations of ITU-T in terms of 
single/double talk times, silence period and inter-call arrival 
times [6]. 

B. Transport Layer
Transport layer plays very important role in end-to-end transfer. 
It is very much established that TCP is of no use in real time 
voice applications as anyway the retransmission of lost packet 
would mean huge delay i.e. unacceptable in packet telephony. 
On the other hand huge control traffic can put more stress on 
bandwidth constrained networks like mobile ad-hoc network. 
In other words caring about delay is more important than 
caring about 100% delivery as some loss can be recovered 
through various approximation procedures. The other obvious 
transport layer solution would be to employ UDP but this do 
not work on controlling delay so Real Time Protocol, RTP [7] is 
run on the top of UDP to control delay and sequencing of voice 
packets. Hence the transport layer employed would be RTP/
UDP. One important thing to be mentioned is that the RTP/

UDP connection does not ensure packet delivery rather tries 
to improve working in terms of various QoS parameters. Any 
packet lost is a permanent loss.  

C. Network Layer
A number of routing protocols have been proposed by a number 
of authors. Each protocol has its pros and cons. No single 
protocol has been identified as best upto now. We have used 
DSR [8][9]. Moreover DSR has provision for multiple routes 
and should be more equipped to cater the dynamic nature of 
mobile ad-hoc networks.

D. Physical and MAC Layer
A number of hardware devices working in ISM band around 2.4 
GHz based on two major technologies in WiFi and Bluetooth are 
available in market. So, we decided to use the IEEE 802.11g 
[10] based Physical and MAC layers.

E. Scenario generation
Conclusion arrived at are subject to the problem scenario used 
to derive them. In this work random waypoint model was used 
where to start with each node moves in a random direction 
with random speed constrained by a specified maximum speed. 
At the destination it pauses and then again moves in random 
direction as earlier.

F. Simulation
The system was simulated [11] using network simulator (version 
ns2.34) running on Fedora Core 14 based machine.

IV. Simulation
A malicious node [12] can rely on a number of mechanisms 
including:

1. Dropping the route request
It may drop the route request thereby depriving the source of 
a possible optimal route to the destination.

2. Dropping Route Replies
Malicious node may drop the route reply thereby again depriving 
the network of fruitful routes.  

3. Dropping route requests as well as replies
Malicious nodes may drop both route request and replies so 
that it is never in any legitimate route and thereby extending 
selfish behavior.

4. Dropping Data packets
Malicious nodes may drop all the packets or may opt for 
selective dropping of packets.

5. Dropping control packets
Malicious node may drop control packets in order to disrupt 
the working of network
All above malicious acts were simulated and the Jitter was 
plotted under normal circumstance and under various other 
scenarios. The observations are summarized next:

A. Scenario One: Maliciously dropping route request   
The network was simulated with 75 users (nodes) moving 
with a maximum speed of 20KMPH in a square area of 4 
KM2. A total of 7 telephonic calls were simulated. The Jitter is 
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plotted with respect of number of malicious nodes (fig. 2). It 
was observed that with increase in number of malicious nodes 
Jitter increases exponentially and remains acceptable, in terms 
of QoS requirements iff a small fraction of nodes behaves 
maliciously. If the number of malicious nodes is increased the 
performance of system under study becomes unacceptable. 
This would mean increase in number of maliciously behaving 
would lead to out-of-order packets and hence depleted system 
behaviour.

B. Scenario Two: Maliciously dropping route reply
The Jitter is plotted with respect of number of malicious nodes 
(fig. 3). It was observed that with increase in number of malicious 
nodes jitter increases but remains in the acceptable range even 
for quite a good proportion of malicious nodes. 

C. Scenario Three: Maliciously dropping route request 
as well as route reply
The Jitter is plotted with respect of number of malicious nodes 
(fig. 4).The behaviour of the curve depicts that with increase 
in number of malicious nodes Jitter increases and it becomes 
unacceptable with proportion of malicious nodes in the network 
being high.

Fig. 2 : Study of Jitter with number of malicious nodes in a 
network with DSR routing algorithm while keeping other 
parameters constant as Number of Nodes =75, Speed = 20 
KMPH, Network Size= 04 KM2 (square area) and Number of 
Active Calls= 07.

Fig. 3 : Study of Jitter with number of malicious nodes in a 
network with DSR routing algorithm while keeping other 
parameters constant as Number of Nodes =75, Speed = 20 
KMPH, Network Size= 04 KM2 (square area) and Number of 
Active Calls= 07.

D. Scenario Four: Effect of maliciously dropping data 
packets
The transport layer in the network architecture is modelled as 
RTP/UDP and dropping a data packet would more or less mean 
loss of conversation due to the underlying unreliable nature 
of UDP and hence it is very important to study the effect of 
malicious data packet drop on Jitter.  The Jitter is plotted with 
respect of number of malicious nodes (fig. 5).
It was observed that with increase in number of malicious nodes 
Jitter increases but remains in acceptable range. One important 
point worth mentioning would be that we are employing RTP/
UDP transport layer. UDP is an unreliable protocol which do 
not ensure and hence acknowledges successfully delivery. The 
RTP is used to induce some sort of reliability but the system 
still is not reliable as with TCP. But the problem is TCP cannot 
be employed in bandwidth constrained systems and hence we 
have to depend on UDP. Overall a packet loss almost means a 
permanent loss and jitter is modelled for those packets which 
are successfully delivered and hence dropping of data packets 
does not show that much of effect on Jitter curve.

Fig. 4 : Study of Jitter with number of malicious nodes in a 
network with DSR routing algorithm while keeping other 
parameters constant as Number of Nodes =75, Speed = 20 
KMPH, Network Size= 04 KM2 (square area) and Number of 
Active Calls= 07.

E. Scenario Five: Maliciously dropping control packets
Finally the system was modelled for malicious dropping of 
control packets with other system setting being similar to above 
cases i.e. with 75 users (nodes) moving with a maximum speed 
of 20KMPH in a square area of 4 KM2. A total 0f 7 telephonic 
calls were simulated. The Jitter was plotted with respect of 
number of malicious nodes (fig. 6).
It was observed that effect of increasing number of malicious 
nodes is not that prominent on Jitter still it causes network 
performance to deteriorate in terms of Jitter and it keeps 
on attaining acceptable values even with large number of 
malicious nods.
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Fig. 5 : Study of Jitter with number of malicious nodes in a 
network with DSR routing algorithm while keeping other 
parameters constant as Number of Nodes =75, Speed = 20 
KMPH, Network Size= 04 KM2 (square area) and Number of 
Active Calls= 07.

Conclusion
In this work effect of DoS attacks on the performance of a 
mobile ad-hoc network carrying packet telephony was studied. 
The network architecture employed includes G .729 codes for 
digitization and compression of voice, RTP/UDP as transport 
layer with DSR as routing algorithm To increase the practicability 
of the system most popular IEEE 802.11g based MAC and 
physical layer working around ISM band at 2.4 GHz was 
employed.
Rather than studying individual DoS attack different mechanisms 
employed by various type of attacks were simulated including 
dropping route requests, dropping route replies, dropping 
control packets, dropping data packets etc.
It was observed that in the given network architecture dropping 
of route request packets hurts most in terms of Jitter.

Fig. 6 : Study of Jitter with number of malicious nodes in a 
network with DSR routing algorithm while keeping other 
parameters constant as Number of Nodes =75, Speed = 20 
KMPH, Network Size= 04 KM2 (square area) and Number of 
Active Calls= 07.
This fact can be explained by the very definition of Jitter in 
which delay for those packets which are successfully delivered 
is only considered. The packets that were never delivered do 
not contribute to overall jitter and hence such a study would 
not reveal the true picture of the system and one must try and 
model both Jitter and Packet delivery ratio to study the actual 
effect of malicious nodes on the performance a mobile ad-hoc 

network carrying packet telephony. Though it was observed 
that every type of malicious attacks leads to the deterioration 
of network performance and a proper check must be installed 
in the system to look for malicious nodes so that they are 
identified earlier even before causing any major effect on the 
performance of QoS based application like packet telephony 
over the mobile ad-hoc networks.
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