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Abstract
Security has become a primary concern in order to provide 
protected communication between mobile nodes in a hostile 
environment. Unlike the wireline networks, the unique 
characteristics of mobile ad hoc networks pose a number of 
nontrivial challenges to security design, such as open peer-to-
peer network architecture, shared wireless medium, stringent 
resource constraints, and highly dynamic network topology. The 
provision of security services in the MANET context faces a set 
of challenges specific to this new technology. In this paper, we 
discuss security issues, vulnerable nature of the mobile ad hoc 
network, security criteria and the main attack types that exist 
in it. Finally we survey the current security solutions for the 
mobile ad hoc network and then conclude this paper.
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I. Introduction
In recent years mobile ad hoc networks (MANETs) have received 
tremendous attention because of their self-configuration and 
self-maintenance capabilities. A Mobile Ad hoc network (MANET) 
is a system of wireless mobile nodes that dynamically self-
organize in arbitrary and temporary network topologies. People 
and vehicles can thus be internetworked in areas without a 
preexisting communication infrastructure or when the use 
of such infrastructure requires wireless extension [1]. In the 
mobile ad hoc network, nodes can directly communicate with 
all the other nodes within their radio ranges; whereas nodes 
that not in the direct communication range use intermediate 
node(s) to communicate with each other. In these two situations, 
all the nodes that have participated in the communication 
automatically form a wireless network, therefore this kind of 
wireless network can be viewed as mobile ad hoc network. 
Security has become a primary concern to provide protected 
communication between mobile nodes in a hostile environment 
[1]. Unlike wire line networks, the unique characteristics of 
mobile ad hoc networks pose a number of non-trivial challenges 
to the security design.

II. Vulnerabilities of MANET

1. Unreliability of wireless links between nodes:
 Because of the limited energy supply for the wireless nodes 
and the mobility of the nodes, the wireless links between 
mobile nodes in the ad hoc network are not consistent for the 
communication participants.

2. Dynamic topologies
Nodes are free to move arbitrarily; thus, the network topology-
-which is typically multihop--may change randomly and rapidly 
at unpredictable time. Because the topology of the ad hoc 
networks is changing constantly, it is necessary for each pair 
of adjacent nodes to incorporate in the routing issue so as to 
prevent some kind of potential attacks that try to make use of 
vulnerabilities in the statically config.d routing protocol. 

3. Lack of Secure Boundaries
The meaning of this vulnerability is self-evident: there is not 
such a clear secure boundary in the mobile ad hoc network, 
which can be compared with the clear line of defense in the 
traditional wired network. This vulnerability originates from the 
nature of the mobile ad hoc network: freedom to join, leave and 
move inside the network. Lack of secure boundaries makes the 
mobile ad hoc network susceptible to the attacks. Due to this 
mobile ad hoc network suffers from all-weather attacks, which 
can come from any node that is in the radio range of any node 
in the network, at any time, and target to any other node(s) 
in the network. To make matters worse, there are various link 
attacks that can jeopardize the mobile ad hoc network, which 
make it even harder for the nodes in the network to resist the 
attacks. The attacks mainly include passive eavesdropping, 
active interfering, and leakage of secret information, data 
tampering, message replay, message contamination, and 
denial of service [4].

4. Threats from Compromised nodes Inside the 
Network
Since mobile nodes are autonomous units that can join 
or leave the network with freedom, it is hard for the nodes 
themselves to work out some effective policies to prevent the 
possible malicious behaviors from all the nodes it communicate 
with because of the behavioral diversity of different nodes. 
Furthermore, because of the mobility of the ad hoc network, 
compromised node can frequently change its attack target and 
perform malicious behavior to different node in the network, 
thus it is very difficult to track the malicious behavior performed 
by a compromised node especially in a large scale ad hoc 
network. Therefore, threats from compromised nodes inside 
the network are far more dangerous than the attacks from 
outside the network, and these attacks are much harder to 
detect because they come from the compromised nodes, which 
behave well before they are compromised.

5. Lack of Centralized Management Facility
Ad hoc networks do not have a centralized piece of management 
machinery such as a name server, which lead to some vulnerable 
problems. Due to absence of centralized management facility 
problems detection of attacks, path breakages, transmission 
impairments and packet dropping, breakage of the cooperative 
algorithm take place because decision making process is 
decentralized.

6. Restricted Power Supply
Some or all of the nodes in a MANET may rely on batteries or 
other exhaustible means for their energy. For these nodes, the 
most important system design criteria for optimization may 
be energy conservation. The problem that may be caused by 
the restricted power supply is denial-of-service attacks [4]. 
Since the adversary knows that the target node is battery-
restricted, either it can continuously send additional packets 
to the target and ask it routing those additional packets, or 
it can induce the target to be trapped in some kind of time-
consuming computations. In this way, the battery power of the 
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target node will be exhausted by these meaningless tasks, and 
thus the target node will be out of service to all the benign 
service requests since it has run out of power.

7. Scalability
Scalability is the problem in the mobile ad hoc network [4]. 
Unlike the traditional wired network in that its scale is generally 
predefined when it is designed and will not change much during 
the use, the scale of the ad hoc network keeps changing all 
the time: because of the mobility of the nodes in the mobile ad 
hoc network, you can hardly predict how many nodes there will 
be in the network in the future. As a result, the protocols and 
services that are applied to the ad hoc network such as routing 
protocol and key management servicet should be compatible 
to the continuously changing scale of the ad hoc network.

III. Security Attacks on Protocol Stacks 

Layers Attacks
Multilayer 
Attack DOS, Impersonation, Reply, 

Man in the middle

Application 
Layer Repudiation, Data corruption

Transport 
Layer Session hijacking, SYN flooding

Network Layer

Wormwhole , Black whole,
Flooding,  Resource               
consumption ,Location 
disclosure

Data link
Layer

Traffic analysis, Monitoring, 
Disruption MAC,WEP weakness

Physical layer Jamming, interception,
Eavesdropping

A. Physical Layer Attacks

1. Eavesdropping
Signals broadcast over airwaves can be easily intercepted with 
receivers tuned to the proper frequency.

2. Jamming
Powerful transmitter with random noise and pulse.

3. Impersonating
Fake messages can be injected into network.

B. Link Layer Attacks

1. Disruption on MAC
A selfish or malicious node could interrupt either contention-
based or reservation-based MAC protocols.

C. Network Layer Attacks

1. Wormhole attack
An attacker records packets at one location in the network and 
tunnels them to another location.

2. Black hole attack
First the node exploits the mobile ad hoc routing protocol, 
such as AODV, to advertise itself as having a valid route to 
a destination node. Second, the attacker consumes the 
intercepted packets without any forwarding. [12] 

3. Routing messages flooding attack
hello flooding, RREQ flooding, Ack flooding,

4. Resource consumption attack
An attacker can attempt to consume battery life by requesting 
excessive route discovery, or by forwarding unnecessary packets 
to the victim node.

5. Location disclosure attack
It gathers the node location information, such as a route map, 
and then plans further attack scenarios.

D. Transport Layer Attacks

1. SYN flooding attack
The attacker creates a large number of half opened TCP 
connections with a victim node, but never completes the 
handshake to fully open the connection.
During the attack, a malicious node sends a large amount of 
SYN packets to a victim node, spoofing the return addresses 
of the SYN packets.

2. Session hijacking
The attacker spoofs the victim’s IP address, determines the 
correct sequence number that is expected by the target, and 
then performs a DoS attack on the victim. Thus the attacker 
impersonates the victim node and continues the session with 
the target. 

E. Application Layer Attacks

1. Repudiation attack
Authentication problem.1. 
Denial of participation in all or part of Communications2. 

B. Data corruption
The application layer contains user data, and it normally 
supports many protocols such as HTTP, SMTP, and FTP. Malicious 
code, which includes viruses and worms, is applicable across 
operating systems and applications.

F. Multi-Layer Attacks

1. Denial of Service (DOS)
Another type of packet forwarding attack is the denial-of-
service (DOS) attack via network-layer packet blasting, in 
which the attacker injects a large amount of junk packets into 
the network. These packets waste a significant portion of the 
network resources, and introduce severe wireless channel 
contention and network congestion in the MANET.

2. Impersonation attacks
A malicious node can precede an attack by altering its MAC 
or IP address.

3. Man-in-the-middle attacks
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An attacker sits between the sender and the receiver and sniffs 
any information being sent between two ends.

IV. Security Attributes
 Security of a MANET can be inspecting by analyzing the certain 
attributes. These are:

1. Availability
The term Availability means that a node should maintain its 
ability to provide all the designed services regardless of the 
security state of it [4].This attribute is affected by DOS.

2. Integrity
Integrity guarantees the identity of the messages when they 
are transmitted. Integrity can be compromised mainly in two 
ways [6]:
Malicious altering
Accidental altering
A message can be removed, replayed or revised by an adversary 
with malicious goal, which is regarded as malicious altering; on 
the contrary, if the message is lost or its content is changed 
due to some benign failures, which may be transmission errors 
in communication or hardware errors such as hard disk failure, 
then it is categorized as accidental altering.

3. onfidentiality
Confidentiality means that certain information is only accessible 
to those who have been authorized to access it.

4. Authenticity
Authenticity is essentially assurance that participants in 
communication are genuine and not impersonators [4]. It is 
necessary for the communication participants to prove their 
identities as what they have claimed using some techniques 
so as to ensure the authenticity. 

5. Authorization
Authorization is a process in which an entity is issued a 
credential, which specifies the privileges and permissions it 
has and cannot be falsified, by the certificate authority. 

6. Anonymity
Anonymity means that all the information that can be used 
to identify the owner or the current user of the node should 
default be kept private and not be distributed by the node itself 
or the system software. This criterion is closely related to privacy 
preserving, in which we should try to protect the privacy of the 
nodes from arbitrary disclosure to any other entities.

V. Security Scheme
There are basically two approaches to securing a MANET: 
proactive and reactive. The proactive approach attempts to 
thwart security threats in the first place, typically through 
various cryptographic techniques. On the other hand, the 
reactive approach seeks to detect threats a posteriori and 
react accordingly. Each approach has its own merits and is 
suitable for addressing different issues in the entire domain. 
For example, most secure routing protocols adopt the proactive 
approach in order to secure routing messages exchanged 
between mobile nodes, while the reactive approach is widely 
used to protect packet forwarding operations[5] [13].

1. Defense Method against Wormhole Attacks
Wormhole attack is a threatening attack again routing 
protocols for the mobile ad hoc networks [9]. In the wormhole 
attack, an attacker records packets (or bits) at one location 
in the network, tunnels them (possibly selectively) to another 
location, and replays them there into the network. The replay 
of the information will make great confusion to the routing 
issue in mobile ad hoc network because the nodes that get 
the replayed packets cannot distinguish it from the genuine 
routing packets.
A packet leash as a general mechanism for detecting and, 
thus defending against wormhole attacks. A leash is any 
information that is added to a packet designed to restrict 
the packet’s maximum allowed transmission distance. There 
are two main leashes, which are geographical leashes and 
temporal leashes. 
A geographical leash ensures that the recipient of the packet 
is within a certain distance from the sender. A temporal leash 
ensures that the packet has an upper bound on its lifetime, 
which restricts the maximum travel distance, since the packet 
can travel at most at the speed-of-light. Either type of leash can 
prevent the wormhole attack, because it allows the receiver 
of a packet to detect if the packet traveled further than the 
leash allows. 
A geographical leash in conjunction with a signature scheme 
(i.e., a signature providing no repudiation), can be used to 
catch the attackers that pretend to reside at multiple locations: 
when a legitimate node overhears the attacker claiming to be 
in different locations that would only be possible if the attacker 
could travel at a velocity above the maximum node velocity v, 
the legitimate node can use the signed locations to convince 
other legitimate nodes that the attacker is malicious.
Temporal lashes use TIK protocol that implements authentication 
for broadcast communication in wireless networks. TIK stands 
for TESLA with instant key disclosure, and is an extension of 
the TESL protocol [24]. When used in conjunction with precise 
timestamps and tight clock synchronization, TIK can prevent 
wormhole attacks that cause the signal to travel a distance 
longer than the nominal range of the radio, or any other range 
that might be specified. The TIK protocol has been proved to 
be efficient since it requires just public keys in a network with 
nodes, and has relatively modest storage, per packet size, and 
computation overheads. 

2. Defense against black hole attacks
Security-Aware Routing Protocol (SAR) is used. A security metric 
or trust level added into the RREQ. In the intermediate nodes 
if trust level is satisfied the node will process the RREQ. The 
destination generates RREP with the specific security metric. 
To prevent identity theft stronger access control mechanism 
is required.

3. Defense against impersonation and repudiation 
attack
ARAN provides authentication and nonrepudiation services 
using predetermined cryptographic certificates for end-to-end 
authentication. Each hop verifies the signature of the previous 
hop and replaces it with its own. Fig [1]
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                      Fig [1]

4. Watchdog and Path rater
Watchdog and Path rater are two main components of a system 
that tries to improve performance of ad hoc networks in the 
presence of disruptive nodes.
Watchdog determines misbehavior by copying packets to be 
forwarded into a buffer and monitoring the behavior of the 
adjacent node to these packets. Watchdog promiscuously 
snoops to decide if the adjacent node forwards the packets 
without modifications or not. If the packets that are snooped 
match with the observing node’s buffer, then they are 
discarded; whereas packets that stay in the buffer beyond 
a timeout period without any successful match are flagged 
as having been dropped or modified. The node responsible 
for forwarding the packet is then noted as being suspicious. 
If the number of violations becomes greater than a certain 
predetermined threshold, the violating node is marked as being 
malicious. Information about malicious nodes is passed to the 
Path rater component for inclusion in path rating evaluation. 
Path rater on an individual node works to rate all of the known 
nodes in a particular network with respect to their reliabilities. 
Ratings are made, and updated, from a particular node’s 
perspective. Nodes start with a neutral rating that is modified 
over time based on observed reliable or unreliable behavior 
during packet routing. Nodes that are observed by watchdog 
to have misbehaved are given an immediate rating of -100. 
It should be distinguished that misbehavior is detected as 
packet mishandling/modification, whereas unreliable behavior 
is detected as link breaks. 

5. Secure AD-HOC Routing approach using Localize Self 
healing Communities
The concept of “self-healing community” is based on the 
observation that wireless packet forwarding typically relies on 
more than one immediate neighbor to relay packets. Community-
based security explores node redundancy at each forwarding 
step so that the conventional per-node based forwarding 
scheme is seamlessly converted to a new per community 
based forwarding scheme. Since a self-healing community is 
functional as long as there is at least one cooperative “good” 
node in the community, there is no requirement that how many 
nodes in the community should be available to provide reliable 
packet forwarding services. There are one configuration and 
one reconfiguration protocol that can respectively be used to 
initially set up the self-healing community and fix the community 
if there is a shape loss due to the mobility or change of topology.
[7][8]

6. Secure Message Transmission (SMT)
A protocol, which, given a topology view of the network, 

determines a set of diverse paths connecting the source and 
the destination nodes. Then, it introduces limited transmission 
redundancy across the paths, by dispersing a message into N 
pieces, so that successful reception of any M-out-of-N pieces 
allows the reconstruction of the original message at the 
destination. Each piece, equipped with a cryptographic header 
that provides integrity and replay protection along with origin 
authentication and is transmitted over one of the paths. Upon 
reception of a number of pieces, the destination generates an 
acknowledgement informing the source of which pieces, and 
thus routes, were intact. In order to enhance the robustness of 
the feedback mechanism, the small-sized acknowledgments 
are maximally dispersed (i.e., successful reception of at least 
one piece is sufficient) and are protected by the protocol header 
as well. If less than M pieces were received, the source re-
transmits the remaining pieces over the intact routes. If too 
few pieces were acknowledged or too many messages remain 
outstanding, the protocol adapts its operation, by determining 
a different path set, re-encoding undelivered messages and 
re-allocating pieces over the path set. Otherwise, it proceeds 
with subsequent message transmissions. 

7. Intrusion Detection Techniques
An Intrusion Detection System (or IDS) generally detects 
unwanted manipulations to systems [5]. Each mobile node 
runs an IDS agent independently. It has to observe the behavior 
of neighboring nodes, detect local intrusion, Cooperate with 
neighboring nodes, make decisions and take actions. [14] 

8. Message Authentication Primitives
There are three cryptographic primitives widely used to 
authenticate the content of messages exchanged among 
nodes.
HMAC (message authentication codes) if two nodes share 
a secret symmetric key K, they can efficiently generate and 
verify a message authenticator hk() using a cryptographic one-
way hash function h. The computation is very efficient, even 
affordable for low-end devices such as small sensor nodes. 
However, an HMAC can be verified only by the intended receiver, 
making it unappealing for broadcast message authentication. 
Besides, establishing the secret key between any two nodes 
is a nontrivial problem. If the pair wise shared key is used, a 
total number of n(n-1)/2 keys will be maintained in a network 
with n nodes. SRP for DSR [13] takes this approach with pair 
wise shared keys.

9. Digital signature
Digital signature is based on asymmetric key cryptography 
(e.g., RSA), which involves much more computation overhead 
in signing/decrypting and verifying/encrypting operations. It 
is less resilient against DOS attacks since an attacker may 
feed a victim node with a large number of bogus signatures 
to exhaust the victim’s computation resources for verifying 
them. Each node also needs to keep a certificate revocation 
list (CRL) of revoked certificates. However, a digital signature 
can be verified by any node given that it knows the public key 
of the signing node. This makes digital signature scalable to 
large numbers of receivers. Only a total number of n public/
private key pairs need be maintained in a network of n nodes. 
SAODV [7] take the digital signature approach.
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VI. Conclusion
Importance of MANET cannot be denied as the world of 
computing is getting portable and compact. In this survey paper 
we discussed some typical and dangerous vulnerability in the 
MANET, attack types security criteria, which act as a guidance 
to the security-related research works in this area. 
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