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Abstract 
The growth of wireless broadband networks is expected 
to gradually outpace landline communications because 
advancements in these technologies have continued to enable 
higher broadband speeds. In this research paper discussion 
mainly concentrates on use of wireless technology and how 
changes in technology brought fast pace change at different 
levels.
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I. Introduction
Mobile and wireless telephony and high speed data 
communications have tremendously enhanced the way business 
is conducted since the new millennium. The technology allows 
employees, partners, and customers to access corporate data 
from almost anywhere and anytime. The need for universal 
data access, combined with increased worker productivity 
and effectiveness is driving the demand for enterprise mobile 
applications. The growth of wireless broadband networks is 
expected to gradually outpace landline communications as 
advancements in these technologies are enabling higher 
broadband speeds. The growth in broadband wireless networks 
can be attributed to high demand for wireless multimedia 
services such as voice, data, video and the development of new 
wireless standards. There are lots of other driving factors, which 
have been addressed elsewhere that have led to the rapid and 
continuous change of the wireless networks worldwide. Mobility 
is a major driver for mobile broadband networks because 
mobile professionals continue to demand access to their 
corporate networks remotely anywhere and anytime. The ever 
growing need for mobile Internet access, interactive services, 
training, and entertainment; the need for a single Standard 
for seamless roaming; interoperability across networks; and 
upward integration of earlier wireless network technologies are 
also driving factors for new developments in wireless networks. 
Generally, broadband wireless networks can be categorized 
into two types: fixed and mobile wireless as shown in fig. 1. The 
broadband fixed wireless network technologies of interest here 
are Wireless Fidelity (Wi-Fi), which is an IEEE 802.11 standard 
and Worldwide Interoperability for Microwave Access (WiMax), 
which is also an IEEE 802.16 standard. The two broadband 
mobile wireless network technologies are the third Generation 
(3G) and Fourth Generation (4G) networks. The 3G standards 
are defined by ITU-T, IMT2000 and the standards for the 4G 
are currently being defined.

A. Fixed Broadband wireless networks
Fixed broadband wireless technologies can be defined as high-
speed wireless networks that connect to stationary locations 
and are intended to serve nomadic users [4]. Wireless Fidelity 
(Wi-Fi) and Worldwide Interoperability for Microwave Access 
(WiMAX) technologies are the fixed wireless technologies 
that are examined in this paper. These two technologies are 
respectively governed by IEEE 802.11 and 802.16 specifications 
as shown in Table 1.

Table 1:

B. Wi-Fi
Wi-Fi is the first high-speed fixed wireless technology to penetrate 
the fixed wireless broadband market. The first WLAN (802.11) 
which was introduced in 1997 was capable of supporting 2 Mbps 
and 802.11b was approved by IEEE in 1999. There are currently 
many wireless products based on Wi-Fi technologies which 
include the approved IEEE 802.11a, b and g specifications, 
and a yet to be defined 802.11n specification.

C. WiMAX
Worldwide Interoperability for Microwave Access (WiMAX) is an 
emerging fixed broadband wireless technology that will deliver 
last mile broadband connectivity in a larger geographic area 
than Wi-Fi. It is expected to provide coverage anywhere from 
one to six miles wide. Such WiMax coverage range is expected 
to provide fixed and nomadic wireless broadband connectivity 
without necessarily having a line-of-site (LOS) with a base 
station. WiMAX will also enable greater mobility, higher speed 
data applications, range and throughput than its counterpart, 
Wi-Fi.
WiMAX uses the IEEE 802.16 standards specifications (802.16d 
and g). The IEEE 802.16d specification is primarily tailored to 
wireless wide area networks (WWANs). The recently approved 
IEEE 802.16e specification, the mobile version of WiMAX, on the 
other hand is primarily used for mobile wireless metropolitan 
networks (WMANs).

II. Comparison of Mobile and Fixed Wireless 
Broadband
There have many standards, except for the 4G where one 
single standard is expected. In terms of multiplexing and 
access methods, scalable OFDM and OFDMA are the main 
technologies in use for 4G and WiMAX, though the method for 
each of the other technologies varies in terms of design and 
implementation. The 3G and 4G are well suited for Wireless 
Wide Area Network; whereas, the WiMAX is well suited for 
Wireless Metropolitan Area Network (WMAN). On the other 
hand, the Wi-Fi is best deployed for Wireless Local Area Network 
(WLAN) with limited coverage. The 4G Network is expected to 
have coverage of up to 30 miles and similarly, the WiMAX is also 
expected to have a total coverage of up to 30 miles between 
point to point backhaul and much lower for other operating 
methods. Furthermore, the coverage a WiMAX base station can 
achieve is substantially lower than 3.xG (3G enhancements) 
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and Hence 3.xG operators will be able to deploy a smaller 
number of base stations to cover the same geographic area. 
The 3G coverage is in range of up to 6 miles and the Wi-Fi has 
a coverage area of just 300 feet. 
The Air Interface of the various technologies differs from OFDMA 
for Wi-Fi to OFDMA/FDD for WiMAX. Furthermore, the 3G uses 
CDMA2000 or W-CDMA and 4G uses the OFDMA/OFCDMA. In 
a recent report by Arthur D. Little, a management consultant 
firm finds that the HSPA, the 3.5G would account for the 
majority of investment in global mobile broadband networks 
over the next five years, while WiMAX will account for at most 
15%. Despite this observation, the tide seems to be turning in 
favor of WiMAX because in the recent 3GSM World Congress, 
many executives of prominent telecom operators pushed for 
WiMax as the way-forward and Sprint, the number three ranked 
operator in the US has adopted WiMAX for its 4G initiative. 
It gives a relative comparison between the fixed and mobile 
wireless broadband technologies with respect to speed of data 
transfer & mobility.

Fig. 1:

III. The IEEE 802.16 StandardsDevelopment Effort
NIST began looking at a different wireless application: fixed 
broadband wireless access providing high-speed network access 
to businesses, homes, and other stationary sites, generally 
through rooftop antennas. NIST found little evidence of U.S. 
or worldwide efforts to standardize such services, although an 
early program in the European Telecommunications Standards 
Institute (ETSI) had begun. This application seemed ripe for 
standards, but industry needed a catalyst. NIST assumed the 
role and called a meeting to discuss the topic in August 1998, 
and crafted a plan to initiate the standardization process.
This group did not follow the traditional telecommunications 
model of creating one or more national standards leading to 
international standards competition. Instead, they followed 
traditions established in data communications that had led 
to the global standards underlying the Internet. Following 
that model, the NIST-initiated group, after considering 
possible consortium development, elected to proceed with 
standardization through the ANSI-accredited IEEE Standards 
Association (IEEE-SA), which is the standards developing arm 
of the Institute of Electrical and Electronics Engineers (IEEE), 
a transnational nonprofit technical society of over 350,000 
members. In particular, that group approached the IEEE 802 
LAN/MAN (Local/Metropolitan Area Networks) Standards 
Committee.

A. Overview of WiMAX Market and Potential Benefits
Prior to any significant WiMAX adoption, broadband wireless 
access (BWA) in 2005 generated worldwide service revenues 
totaling $1.8 billion and equipment revenues of $750 million 
(Fellah and Sputa 2006, p. 138).5 Most of the equipment sold in 
2005 was non-conformant or proprietary technology. However, 
WiMAX is gaining traction in the marketplace as adoption of 
the industry-wide standards enables both service providers 
and technology vendors to make commercial commitments to 
the technology, forming the foundation of a WiMAX ecosystem. 
During 2006 service provider trials moved into launch phase in 
many areas. WiMAX service revenues in 2006 are estimated by 
analysts in the hundreds of millions of dollars and equipment 
revenues range from $143 million (Fellah and Syputa 2006) to 
$549 million6. For 2007, world-wide sales of WiMAX equipment 
totalled nearly $800 million, representing 46% growth.7 WiMAX 
chipsets will be embedded into laptops by 2008, handheld 
devices by 2009, and consumer electronics in of 2010. These 
developments will spur mass market adoption.
Full adoption of such services by significant numbers of 
consumers requires an ecosystem of devices that can 
connect to the service. WiMAX is now promoting new mobile 
devices with advanced functionality and that support high-
speed handoffs, roaming and multiple antenna technologies. 
Initial mobile WiMAX equipment will include notebook-based 
subscriber units (mini PCMCIA cards, PCI Express, PCI Express 
mini, USB modules, etc.) and desktop units. Various mobile 
devices now are available with embedded WiMAX devices, 
such as notebooks, Ultra Mobile PCs (UMPC), PDAs, smart 
phones and other wireless devices. In addition to VoIP, other 
real-time applications like mobile video and audio streaming, 
videoconferencing, and gaming will greatly benefit from the 
quality of service and low latency offered by WiMAX. New 
applications and functionality not yet considered may also 
result.

B. Benefits to Actors & Stakeholders in WIMAX can be 
aggregated as follows

1. Operators
Operators include the subscription service providers for 
telephony, communication, data, and other network services 
to end users. Some of these are major phone and internet 
service providers whose networks cover huge areas, while 
others can be small and specialized, both in regional area 
and in customer base.

2. Legacy Incumbents
These are existing fixed voice and data service providers using 
technologies, primarily DSL and cable, and to a lesser extent 
fiber optics.

3. Vendors/Manufacturers
These include makers and marketers of chipsets, devices, base 
stations and servers, peripherals, and test and certification 
systems as well as consulting services to owners and operators 
of communications systems.

4. SDO’s/SSO’s
Standards development organizations and standards setting 
organizations develop families of standards. IEEE is the 
dominant SDO stakeholder in this group.
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5. Governments
A key metric for inter- and intra-national comparisons is the depth 
of broadband consecutiveness within countries. Governments 
therefore have a public policy interest in broadband projects.

C. Industry Benefits
WiMAX has been gaining traction in the marketplace as 
the establishment of industry-wide standards enables both 
service providers and technology vendors to make commercial 
commitments to the technology, thereby forming the foundation 
of a WiMAX ecosystem. This technology looks to be a major 
component of the broadband wireless industry. The standard 
has created opportunities to expand the size of the market 
well beyond what it has been to date. Although three years 
have passed since the adoption of 802.16(2004), significant 
market impact is only in the beginning phases. The initial 
results in terms of market success achieved by industry 
actors is not readily available and as a result the ability to 
conduct a quantitative analysis on revenues (or cost savings) 
attributable to the standard is limited. It is expected that WiMAX 
will increase revenues for the companies participating in the 
new ecosystem. Projected revenue estimates were not provided 
by our survey respondents except for one firm, and the answer 
it gave was very general. However, six of the respondents stated 
that the 802.16 standards effort has hastened adoption of 
WiMAX technology,& therefore have accelerated revenues 
or cost savings for the company. Four stated an acceleration 
of 1 to 2 years, while two suggested an acceleration of 3 or 
more years, pointing out that there might have been very little 
adoption at all without a consensus standard. Another key 
benefit of the standard is increased efficiencies. These can 
manifest themselves in a number of ways. Within the WiMAX 
industry some of these include reduction of entry barriers to 
new entrants, evident from the large number of firms which 
participated in the IEEE 802.16 process as well as the very 
large membership of the WiMAX Forum, including many 
small companies. Also, fewer base stations required greatly 
reduces network capital and maintenance costs. Another key 
benefit of the standard is increased efficiencies. These can 
manifest themselves in a number of ways. Within the WiMAX 
industry some of these include reduction of entry barriers to 
new entrants, evident from the large number of firms which 
participated in the IEEE 802.16 process as well as the very 
large membership of the WiMAX Forum, including many small 
companies. Also, fewer base stations required greatly reduces 
network capital and maintenance costs. The WiMAX standard 
has allowed for interoperability between products from different 
vendors which has an impact on cost. According to our survey 
respondents, market access/creation was the largest single 
benefit of adopting the 802.16 standard for their company and 
was identified by 80% of the respondents.

Fig. 2:

D. Impact on Innovation and Competitiveness
Standardization can both support and hinder innovation. A 
standard can precede innovation by establishing a baseline for 
design and performance that will satisfy user requirements—
such standards must provide enough flexibility that suppliers or 
manufacturers can vary features, function or price to establish 
a niche that positions them with a marketplace advantage. In 
other cases, innovation comes first, and the resulting standard 
becomes the physical documentation of an agreed-upon 
solution that has already been tested and proven. Timing is 
an important issue in such cases. Blind has proposed that 
there is a dynamic dimension to communications technology 
standards, because they play a crucial role in research and 
innovation with various feedback loops along the research 
and development cycle, from pure basic research through the 
diffusion of new products (Blind 2006).

E. Security Issues and Challenges in Wireless  Sensor 
Networks
Security aspects of multi-hop wireless networks such as WMNs 
and WSNs are gaining interests of researchers as there are still 
numerous unresolved issues which needed to be addresses 
before large scale exploitation take place. WMN is an integrated 
broadband technology which not only provides high bandwidth 
internet facility to users but also integration of other wired 
and wireless networks such as IEEE 802.11, IEEE 802.16, 
IEEE 802.15, and LANs. Special features of WMN include its 
low cost, easily deployable, self-healing and self-configuring 
network. WSN is purpose-based application-specific wireless 
network which ensure large scale real time data processing 
in complex environment. Few applications of WSN are traffic 
controlling, habitat monitoring, flood informing, health care etc. 
However, both these tremendous wireless networks face critical 
security challenges due to their few vulnerable characteristics, 
which the attackers try to exploit and bring serious performance 
degradation. Three common security requirements for any 
wireless networks are confidentiality, data integrity and service 
availability [5]. Confidentiality deals with end-users traffic and 
it ensure that the traffic is not listened or viewed by any entity 
except the intended recipient. Confidentiality is protected by 
using strong authentication and encryption mechanisms. Data 
integrity ensures that the packets are received by the receiver 
in the same format and sequence as sent by the sender, 
here the purpose is to keep the attackers away from packets 
modifications, alteration, disruption and absorption.
WMN & WSN are both multi-hop infrastructure-based wireless 
networks; however both have significant different purposes and 
objectives. WMN is integrated broadband wireless network 
which not only ensures high bandwidth internet provision to 
the end users but also form integration between other wired 
and wireless networks such as LANs, WLANs, WMANs and 
cellular networks. The important special features of WMN are 
its self-healing, self-configuring, easy deployment, low cost & 
de-centralized architecture.
WSN is application specific & are specially designed to serve in 
emergency environments such as battle field, flood alarming, 
habitat monitoring, health care etc. sensor nodes are generally 
small in size having little memory & computation power, and are 
densely deployed in the coverage area so that to get accurate 
results & figures.
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F. Wireless Medium
Both WMN and WSN use frequency band for wireless 
communication. In WMN, mesh nodes are either connected 
wirelessly with mesh routers or another mesh node using 2.4 
GHz free frequency band.
In WSN, nodes are connected with each other, and the traffic 
pattern is toward the sink through the gateways, uses variable 
bands of frequency depending upon the nature and type of 
application, as for example, the WSN used for animal tracking 
or habitat monitoring uses 174 MHz, while most of the alarming 
sensor nodes use 434 MHz frequency band.
Jamming and scrambling are common security threats for the 
wireless medium of WSN and WMN. In jamming, the attacker 
uses a specialized hardware device to introduce a strong noise 
so that to create serious interference in the communication 
channels. Scrambling is periodical short term jamming in which 
the strong noise is introduces after specified interval of time, 
hence the communication channels of wireless.
As a whole jamming and scrambling is used as a weapon 
against the wireless networks particularly in WMN and WSN, 
it can be used for  jamming

Mesh nodes to isolate them from network services and 1. 
resources.
Mesh routers to isolate a portion of network.2. 
Mesh gateways to completely bring down the broadband 3. 
services and resources.
Sensor nodes to isolate them from the rest of the 4. 
network.
Sensor gateways to stop the traffic flows toward the sink.5. 

Here the low intensity jamming attack is against the sensor and 
mesh nodes, while the most severe type is the jamming attack 
against the mesh and sensor gateways, as jamming gateways 
mean that the complete network is down.
In wireless networks, the strategy is that to keep the location of 
the gateway hidden so that to prevent the physical damage and 
jamming kinds of attacks, as gateways are the core and most 
important backbone devices. However, the attackers locate the 
gateways [3] by first conducting a passive homing attack. In 
homing attack, the intruder passively monitors and observes 
the traffic pattern in the network, as in both WMN and WSN; 
the traffic pattern is from nodes toward the gateways. After 
successful homing attack, now the attacker is aware of the 
gateways locations, and hence jamming is possible.

G. Possible research directions
Some facts needs to be considered before designing and 
proposing any security mechanism for WMN, such as

As a large scale broadband network, WMN consists of fixed 1. 
backbone mesh routers and gateways infrastructure, which 
is not power constraint.
Majority of mesh nodes are static which have no power 2. 
limitations; however there is also support for mobile 
nodes.
WMN is an integrated technology, which can enable 3. 
integration amongst other wireless networks such as IEEE 
802.11 WLANs, IEEE 802.16 WMANs.
In WMN, most of the traffic is from gateways toward the 4. 
users for Internet services.
Throughput reduction for longer hop communication.5. 

For WMN, there is a need of such security mechanism, which 
considers the three level operations as discussed earlier. The 

lower level mesh nodes and the middle level mesh routers are 
more vulnerable to most of the security attacks. Any proposed 
solution should be defined by adapting the fundamental 
operational nature of the WMN; the proposed security systems 
must meet the security requirement and perform well in the 
multi-hop, large scale, integrated broadband environment of 
WMN.
Both WMN and WSN are multi-hop wireless networks 
having some common limitations and challenges. The open 
wireless medium, multi-hop architecture, power restrictions 
and cooperative and shared MAC are such characteristics 
which impose many security challenges in them. The security 
challenges may be physical threats such as jamming and 
scrambling, MAC related risks such as MAC selfishness or 
exploitation of RTS/CTS mechanism, routing attacks such 
blackhole, greyhole, sybile, and sleep-deprivation attacks 
to drain the power resources. Spread spectrum, frequency 
hopping, or cognitive radios may be considered to prevent the 
jamming attacks, but these techniques are not suitable for WSN 
due to the simplicity and low power of the sensor nodes. Routing 
attacks due to the multi-hop architectural complexity can be 
solved by secure routing protocols for WSN and WMN. The 
WiMAX family of standards has started to impact lives around 
the world in many ways, including individuals representing 
global firms who helped develop the standard, developers of 
the technology and the service providers, and end-users or 
consumers of the new products and services that will result 
from WiMAX. Although both business and technical challenges 
remain, millions are expected to be users of this technology. The 
benefits to industry of participation in the standards working 
group have been identified and the costs have been estimated 
to be at a minimum approximately $27 million. NIST’s total cost 
relative to industry’s is likely to be somewhere between 5-10%, 
more likely closer to 5 percent considering that the $27 million 
is a lower bound. Industry appreciated the leadership role of 
NIST in the standards development process as an unbiased 
facilitator and believes that development of the standard was 
expedited as a result. It remains for a further more detailed 
study to determine the actual economic impact, but a net 
positive benefit is anticipated.

IV. Conclusion
The future for information technology is practically limitless. 
WiMAX is poised to play a very significant role in bringing 
transformational communications capabilities to people, 
enterprises, and governments across the globe including 
hard reaching locations. Development of the standards that 
enable WiMAX serves as a model of successful public/private 
cooperation in the standards arena. There has been an 
unprecedented rapid growth in the demand for mobility globally, 
seamless communication, data services, and ubiquitous 
computing. Fixed broadband wireless networks are helping 
users meet the growing need for broadband wireless access 
at hotspots and beyond, while broadband mobile technologies 
are expected to enable broadband wireless network access for 
highly mobile users. Advances in DSP and antenna technologies 
along with earning potentials are fuelling the tremendous 
growth in broadband wireless. Enhancements in High Speed 
Packet Access (HSPA) are expected to be a major investment 
area in this decade while the fixed broadband wireless would be 
more of a niche service for operators during the same period. 
The fixed and mobile broadband wirelesses in many ways 
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complement each other & also in some ways compete with each 
other.  There are now many mobile handsets with embedded Wi-
Fi technology. 3G which was first deployed in 2002 by Do Como 
is becoming a commonplace, but its very existence has been 
challenged by WiMax. In the 3GSM Congress held in February 
2007, most of the doyens in the field were evangelizing WiMax 
as the way forward. Sprint, the third ranked operator in the US 
chose WiMax in August 2006 for 4G technologies. In 2006, 
In-Stats reported that the WiMax subscribers will exceed 14 
million by the end of 2011. However, it is the contention of the 
authors that although WiMax is gaining momentum, it would 
take more than a decade to catch up with 3G, during which 
time the technologies should have matured & also tending 
towards obsolescence.
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