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Abstract
A wireless ad-hoc network is a temporary network set  up by 
wireless nodes usually moving randomly and communicating 
without a network infrastructure. Due to security vulnerabilities 
of the routing protocols, however, wireless ad-hoc networks 
may be unprotected against attacks by the malicious nodes. 
In this study we investigated the effects of Black Hole attacks 
on the reactive and proactive manet protocols,namely AODV 
and OLSR.
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I.Introduction
Wireless ad-hoc networks are composed of autonomous nodes 
that are self- managed without any infrastructure. They usually 
have a dynamic topology such that nodes can easily join or leave 
the network at any time and they move around freely which 
gives them the name Mobile Ad hoc networks or MANETs. They 
have many potential applications, especially in military and 
rescue operations such as connecting soldiers in the battlefield 
or establishing a temporary network in place of one which 
collapsed after a disaster like an earthquake. Wireless ad-hoc 
networks are usually susceptible to different security threats 
and black hole attack is one of these. In term of MANET black 
hole means swallow the data packets. The black hole uses 
the concept of  generating false route and dropping data.The 
black hole performed two steps .
1. Black hole malicious node advertises itself having a valid 
fresh routing paths etc. shortest and stable path to the 
destination node.
2.Once black hole node attract the traffic toward itself and when 
the flow of traffic come to node its start dropping the forwarding 
packet and do not forward the packet as result all packet 
through malicious node is lost. In our study, we simulated black 
hole attacks in wireless ad-hoc networks and evaluated their 
effects on the network performance. We choose AODV and 
OLSR  protocol because it is widely used and it is vulnerable 
to these attacks because of the mechanisms it employs. The 
paper is organized as follows: section II cdescribes the routing 
protocols  and black hole attacks are described in section III 
performance metrices are presented in section IV and network 
simulator NS2 is described in section V followed by conclusion 
and future scope in section VI.

II. Routing Protocols

A. AODV protocol
Ad-hoc On-Demand Distance Vector (AODV)  is an on demand 
routing protocol which is used to find a route between the source 
and destination node as needed.It uses control messages such 
as Route Request (RREQ) as shown in fig. 1, and Route Reply 
(RREP) as shown in fig. 2, for establishing a path from the source 

to the destination. When the source node wants to make a 
connection with the destination node, it broadcasts an RREQ 
message. This RREQ message is propagated from the source, 
and received by neighbors (intermediate nodes) of the source 
node. The intermediate nodes broadcast the RREQ message 
to their neighbors. This process goes on until the packet is 
received by destination node or an intermediate node that has a 
fresh enough route entry for the destination in its routing table. 
Fresh enough means that the intermediate node has a valid 
route to the destination established earlier than a time period 
set as a threshold. Use of a reply from an intermediate node 
rather than the destination reduces the route establishment 
time and also the control traffic in the network. This, however, 
leads to vulnerabilities as explained earlier. Sequence numbers 
are also used in the RREP messages and they serve as time 
stamps and allow nodes to compare how fresh their information 
on the other node is. When a node sends any type of routing 
control message, RREQ, RREP, RERR etc., it increases its own 
sequence number. Higher sequence number is assumed to 
be more accurate information and whichever node sends the 
highest sequence number, its information is considered most 
up to date and route is established over this node by the other 
nodes.

Fig. 1: Propagation of RREQ                           

Fig. 2: Propagation of RREP
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B. OLSR protocol
OLSR  is a point-to-point routing protocol based on the 
traditional link-state algorithm. In this strategy, each node 
maintains topology information about the network by 
periodically exchanging link-state messages. The novelty of 
OLSR is that it minimises the size of each control message 
and the number of rebroadcasting nodes during each route 
update by employing multipoint replaying (MPR) strategy. To 
do this, during each topology update, each node in the network 
selects a set of neighbouring nodes to retransmit its packets. 
This set of nodes is called the multipoint relays of that node. 
Any node which is not in the set can read and process each 
packet but do not retransmit. To select the MPRs, each node 
periodically broadcasts a list of its one hop neighbours using 
hello messages. From the list of nodes in the hello messages, 
each node selects a subset of one hop neighbours, which 
covers all of its two hop neighbours. For example, in fig. 3, 
node A can select nodes B,C,K and N to be the MPR node s. 
Since these nodes cover all the nodes, which are two hops away. 
Each node determines an optimal route (in terms of hops) to 
every known destination using its topology information (from 
the topology table and neighbouring Table), and stores this 
information in a routing Table.

Fig. 3: Multipoint relays.

Therefore, routes to every destination are immediately available 
when data transmission begins.

III. Black hole attack
In a blackhole attack, a malicious node sends fake routing 
information, claiming that it has an optimum route and causes 
other good nodes to route data packets through the malicious 
one. The blackhole attack has two properties.
First, the node exploits the mobile ad hoc routing protocol, 
such as AODV,to advertise itself as having a valid route to 
a destination node, even though the route is spurious, with 
the intention of intercepting packets. Second, the attacker 
consumes the intercepted packets without any forwarding. 
However, the attacker runs the risk that neighboring nodes will 
monitor and expose the ongoing attacks. There is a more subtle 
form of these attacks when an attacker selectively forwards 
packets. An attacker suppresses or modifies packets originating 
from some nodes, while leaving the data from the other nodes 
unaffected, which limits the suspicion of its wrongdoing.

A. Black hole attack on AODV protocol
In AODV, the attacker can send a fake RREP (including a fake 
destination sequence number that is fabricated to be equal or 
higher than the one contained in the RREQ) to the source node, 

claiming that it has a sufficiently fresh route to the destination 
node. This causes the source node to select the route that 
passes through the attacker. Therefore, all traffic will be routed 
through the attacker, and therefore, the attacker can misuse 
or discard  the traffic.
Fig. 4, shows an example of a blackhole attack, where attacker 
A sends a fake RREP to the source node S, claiming that it 
has a sufficiently fresher route than other nodes. Since the 
attacker’s advertised sequence number is higher than other 
nodes’ sequence numbers, the source node S will choose the 
route that passes through node A.

Fig. 4: blackhole attack on AODV.

B. Black hole attack on OLSR  protocol
A node acting as black hole sends fake HELLO messages. In 
these messages an attacking node claims to have links to more 
neighbours than it actually has.Thus, there is a high probability 
that this node is chosen as an MPR by its neighbour. The more 
neighbours the attacking node claims to have, the larger the 
potential impact of the attack. Due to the fake messages of the 
attacker, in its neighbourhood falsified TC messages with too 
few entries or no TC messages due to an empty MPR selector 
set are propagated. Thus, the attacker is able to capture routes.  
Fig:6 shows the OLSR network presented in Fig:5.This time 
node F has been taken over and acts as black  hole. This leads 
to some changes in the network. In this figure, the lines just 
show Node A’s view of the network. is the fake Hello message 
of the black hole node. It contains nodes A,B,C,D and E. This 
leads to Node A selecting only the black hole node as MPR . 
Since Node A does not select nodes B,C as MPRs, these send 
TC messages not containing Node A . Additionally, instead of 
sending data packets to nodes D,E via nodes B respectively 
C, node A tries to send these data packets via the black hole 
node . Therefore, the black hole has gained control over the 
connections from A to D and E. 

Fig. 5: OLSR without black hole attack
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Fig. 6: OLSR with black hole attack

IV. Performance Metrics
For the comparison of protocols under  security attacks, various 
metrics have been chosen.some of them are showm below:

A. Delay (sec)
This is the average end to end delay of all the packets received 
by the wireless LAN MACs of all WLAN nodes in the network. 
The lost packets are not included in this measurement because 
the delay of the lost packets is infinity.

B. Network Load (bits/sec)
Represents the total load (in bits/sec) submitted to wireless LAN 
layers by all higher layers in all WLAN nodes of the network.

C. Retransmission attempts (packets)
Total number of retransmission attempts by all WLAN MACs in 
the network, until either packet is successfully transmitted or it 
is discarded as a result of reaching short or long retry limit.

D. Throughput (bits/sec)
Also known as packets delivery ratio or normalized throughput. 
It is the ratio of the number of packets received by the CBR sink 
to the number of packets sent by the CBR source.

V. Simulation
The simulation is done with the help of NS-2 (v-2.34) network 
simulator. NS-2 provides faithful implementations of the 
different network protocols. The implementation of the protocol 
has been done using C++ language in the backend and tcl 
language in the frontend on the Ubuntu Linux 10.04 operating 
system. 

Fig. 7: simulation overview

Whole simulation study is divided into two part one is create the 
node (that may be cell phone, internet or any other devices) i.e. 

NS-2 output. Its called NAM (Network Animator) file, which shows 
the nodes movement and communication occurs between 
various nodes in various conditions or to allow the users to 
visually appreciate the movement as well as the interactions 
of the mobile nodes. And another one is graphical analysis of 
trace file (.tr). Trace files contain the traces of event that can 
be further processed to understand the performance of the 
network.  Fig. 5, depicts the overall process of how a network 
simulation is conducted under NS-2. Output files such as trace 
files have to be parsed to extract useful information. The parsing 
can be done using the awk command (in UNIX and LINUX, it is 
necessary to use gwak for the windows environment) or perl 
script. The results have been analyzed using Excel or Matlab. 
A software program which can shorten the process of parsing 
trace files (Xgraph and TraceGraph) has also been used in this 
paper. However, it doesnt work well when the trace file is too 
large. To generate trace file and nam file, we call tcl script in 
CYGWIN command shell.

VI. Conclusion And Future Scope
In this paper we have presented a survey of how black hole 
attack effects the performance of aodv and olsr protocol.This 
paper shows how aodv and olsr protocol works with or without 
black hole attack. The future work includes the simulation study 
which shows  performance analysis of aodv and olsr protocol 
by  using  NS2 simulator.The performance analysis shows that 
the amount of  packet loss in case of presence of black hole is 
much more than that in the absence of such a node.
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