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Abstract
Open and distance education altogether has a different 
meaning as far Information and communication technology is 
concerned. Open and distance education is becoming more 
popular because Information and communication technology 
is helpful in meeting the requirements of Open and distance 
education. Because of limited resources in the old distance 
education system, the need of the hour is using the Information 
and communication technology. The paper discusses the 
bottlenecks and scope of communication, processing and 
information transfer. The paper also explains the security 
issues of a service in terms of its availability, authenticity, 
confidentiality and access control so that one can ensure a 
service to the utmost satisfaction of a learner in open distance 
education system.
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I. Introduction
In distance education system, participants are far from the 
institution and are in big numbers. It is difficult for participants 
to visit the institution every day to get a service/support as 
available in a conventional system and at same time, it is even 
difficult to the institution itself to provide various services to 
the participants at different phases of a student learning life 
cycle, due to limited human resource available.  Information 
and Communication Technology (ICT) is a prime resource to 
overcome such limitations.
Information and communication technology is group of 
technologies by which various support services [1, 2] shall 
be provided at different phases of student learning life cycle 
in distance education. The various phases  are the admission 
phase (progamme details, fee structure, admission procedure 
and  registration & re-registration), the learning phase 
(learning schedule, programme delivery(lectures through 
video conferencing, audio & video programmes, multimedia 
presentations  and case studies), the evaluation phase 
(examination schedule, internal & external assessment, 
examinations, improvement, valuation, revaluation and result 
declaration) and the certification phase ( marks/grades updates, 
certificate printing & issuing  and convocation schedule). 
The Internet, supported by various digital technologies, is well-
suited for open, flexible, and distributed e-learning. Designing 
and delivering instruction and training on the Internet requires 
thoughtful analysis and investigation, combined with an 
understanding of both the Internet’s capabilities and resources 
and the ways in which instructional design principles can be 
applied to tap the potential of the Internet. This paper identifies 
seven categories of e-learning components or tools that can 
be used in e-learning programs to provide various features 
conducive to education. New developments in learning science 
and technology provide opportunities to create well-designed 
meaningful learning environments for diverse participants. 
With the increasing use of a variety of approaches in learning in 
the information age, participants are moving away from wanting 
to be taught mostly in lectures or direct training sessions. 

There is no doubt that they now expect more variety in the 
ways that they can learn, and flexible learning helps provide 
this variety. Today, participants expect on-demand, anytime/
anywhere, high-quality instruction with good support services. 
To stay viable in this global competitive market, providers of 
education and training must develop efficient and effective 
education systems to meet participants’ needs. Therefore, 
there is a tremendous demand for affordable, efficient, easily 
accessible, open, flexible, well-designed, learner-centered, 
distributed, and facilitated learning environments.
In conventional system, participants are able to interact with 
one another face-to-face, which is a prerequisite to more 
meaningful social intercourse. Since, there is no such facility 
in the distance education, web-based student learning and 
support system shall be developed and implemented using ICT 
to provide services at all different phases in student learning 
life cycle and also for knowledge and information sharing as 
done in a conventional system of education.
With the rapid growth of the Internet and digital technologies, 
the Web has become a powerful, global, interactive, dynamic, 
economic, and democratic medium of learning and teaching 
at a distance. The Internet provides an opportunity to develop 
learning-on-demand and learner centered instruction and 
training. There are numerous names for online learning 
activities, including e-learning, web-based learning (WBL), web 
based instruction (WBI), web-based training (WBT), Internet-
based training (IBT), distributed learning (DL), advanced 
distributed learning (ADL), distance learning, online learning 
(OL), mobile learning (or m-learning) or nomadic learning, 
remote learning, E-learning and off-site learning. 
Designing and delivering instruction and training on the Internet 
requires thoughtful analysis and investigation, combined with an 
understanding of both the Internet’s capabilities and resources 
and the ways in which instructional design principles can be 
applied to tap the Internet’s potential. Designing e-learning 
for open, flexible, and distributed education environments is 
new to many of us. After reflecting on the factors that must be 
weighed in creating effective open, distributed, and flexible 
learning environments for learners worldwide, the following 
definition of E-Learning is formulated in this paper.
E-Learning can be viewed as an innovative approach for 
delivering well-designed, learner-centered, interactive, and 
facilitated learning environments to anyone, anyplace, anytime 
by utilizing the attributes and resources of various digital 
technologies along with other forms of learning materials suited 
for open, flexible, and distributed education environments. 
This definition of e-learning raises the question of how various 
attributes of e-learning methods and technologies can be used 
to create learning features appropriate for diverse learners in 
an open, flexible, and distributed environment.
Distance education is a means to that end. It is “an educational 
process in which a significant proportion of the teaching is 
conducted by someone removed in space or time from the 
learner”[3]. Distance education is an organized educational 
programme, often accredited, where the learner is at a 
geographical and/or time distance from the learning provider 
– the educational institution and tutors – and where all or much 
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of the communication between teachers and participants is 
conducted through electronic or print mediums. To overcome the 
physical distance and build in interaction, the provider may try 
to use the two-way potential of, for example, mailed assignment 
marking, emails, telephone, Tele -and video-conferencing, call-
in radio or TV, as well as pre-recorded video or audio materials. 
It may also build in face-to-face components such as bringing 
dispersed students in for occasional tutored group meetings 
at a study centre or summer school.
Conversely, the central provider can send travelling tutors to 
the participants or enter into agreements for locally-provided 
support (e.g. by a formal or community school, or university). 
An example would be a programme, offered by a national open 
university, providing initial teacher training at a distance to 
unqualified school-based teachers. The programme allows the 
teacher to remain in situation, and the chance to experiment with 
new practices in their immediate classrooms. The combination 
of the approach, opens learning, with the method, distance 
teaching, is called open and distance education.
When combined with ICT in a well-designed, local school-based 
support system, open and distance education can meet the 
challenges that education systems in India is facing today. The 
term ODL or open and distance learning is frequently used as 
an umbrella term to cover educational approaches that reach 
participants in places that are convenient or accessible to them, 
provide learning resources for them, or enable them to qualify 
without attending school or college in person, or open up new 
opportunities for keeping up to date no matter where or when 
they want to study. While understandable, the conflation of the 
terms can be confusing and in this research we will substitute 
open learning as the umbrella term, with distance education 
as one type of open education.
Distance education provides major benefits to at least five main 
markets or categories, such as: Expanding access: Distance 
education can reach underserved populations of students who 
cannot attend a school that offers the educational services 
they desire, perhaps because they live too far away. 

A. Cost reduction
Distance education can turn production of content into a 
repeatable and durable learning tool that does not require 
as much infrastructure. As most material can be packaged in 
an easy to deliver “just-in-time” format, the expanding payroll 
of educational institutions becomes unnecessary. Emerging 
market opportunities: Distance education fuels the public’s 
need for lifelong learning in education by providing access to 
participants not in the traditional k-12 age group. Adapting to 
new technology and environments: Educational institutions 
may adopt distance education as a means to adapt to the 
rapid changes in technology being used in education today. 
New fund-raising opportunities: Distance education creates 
new graduates who might be willing to donate money to the 
school who would have never have been associated with the 
school under the traditional system.
The types of available technologies used in distance education 
are divided into two groups: synchronous and asynchronous. 
Synchronous technology is a mode of online delivery where 
all participants are “present” at the same time requiring a 
timetable to be organized. Web Conferencing is an example of 
synchronous technology. Asynchronous technology is a mode of 
online delivery where participants access course materials on 
their own schedule. Students are not required to be together 

at the same time. Message board forums, e-mail and recorded 
video are examples of asynchronous technology.

II. ICT Infrastructure in Open Distance Learning 
Open distance learning system requires ICT infrastructure to 
provide various services effectively at different phases of a 
student life cycle. The ICT infrastructure include the network 
infrastructure, the computing infrastructure,  the system 
and application software, the Internet Service Provider(ISP), 
the bandwidth, the policy framework and  the security 
infrastructure.

A. The network infrastructure
The institution, that provides education in open distance 
learning mode requires a structured network at all its 
operational nodes (headquarters, the regional  and study 
centers) and interconnected each other through a dedicated 
network so that all student services can be accessed easily by 
all operational nodes, students and other public. The network 
shall include adequate and standard network components 
that are used at gateway and other parts of the structured 
network. The standard network components are the router, 
the network switches, the standard network cable (fiber and 
UTP). Wireless connectivity (Wifi/Wi-max) shall also be used, 
where ever needed.

B. The computing infrastructure
The standard computing infrastructure include standard 
computer hardware such as servers(database servers, web 
servers, backup/recovery servers  and application servers) 
to host various student learning and support services and 
personal computers (desktop computers, laptops and net 
books) to access and use  services. 

C. The stable system and application software
The system and application software is required to develop 
software for various student educations and support services 
that are needed at various phases of student learning life cycle. 
The software is a main component in open distance education 
by which various support services shall be provided to students 
and other public in large scale. The present Web technologies 
support to develop web-based software for various services that 
can be accessed any where and any time. Web technologies 
broadly categorized as LAMP (Linux, Apache, MySQL and PHP) 
and WAMP (Windows, Apache, MySQL and PHP). There are 
several learning management systems (LMS) available and 
MOODLE is one of popular LMSs. LMS is a complete system 
that covers all phases of a student learning life cycle.

D. The internet service provider (ISP) and internet 
bandwidth
Internet bandwidth is needed to access web-based student 
education and support services. The amount of internet 
bandwidth required is directly proportional to the number of 
users, who access the service(s) and is one of the parameters 
to access a service easily with no time.  The accessibility of 
a service depends on the availability of internet bandwidth 
reserved in a particular institution, where service is hosted. 
The internet service provider is an organization who provides 
internet bandwidth.
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E. The security infrastructure
Security infrastructure is essentially required to protect the 
systems (servers and personal computers), software, applications 
and the data that are being used in an institution, where student 
education and support services are made available in open 
distance education system. Security infrastructure enhances 
the security of a System/Application/data and are intended to 
counter security attacks. The gateway (the starting and ending 
point for inbound and outbound traffic) of systems shall be 
protected with security devices. The standard security devices 
are the firewall, intrusion detection system (IDS), intrusion 
prevention system (IPS), the antivirus software and other 
monitoring systems. Security for a service shall be ensured 
by protecting its network domain where service is running, its 
system domain on which the service is hosted and the service/
application itself.  Each security device shall be configured with 
proper access controls.

F. The policy document
Policy document covers various policies that are to be enforced 
in an institution where student learning and support services 
are made available in a open distance education system. 
The policies shall broadly categorized to operational policies, 
behavioral policies, resource access (system, service and 
network) control policies, security policies and organizational 
policies. The policy document is dynamically changed based 
on need and deed. The policy document helps to setup the ICT 
infrastructure properly and to have access control. 

III. The challenging issues of ICT infrastructure setup & 
usage in Open and Distance Education 
Information and communication technologies playing a prime 
role in supporting various services in open distance education 
in large scale and at same time there are many issues and 
challenges [4] in setup and usage of ICT infrastructure. The 
following are various issues and challenges:

A. Application/service compatibility with respect to the 
computer hardware and software
Technology is changing very frequently, but it is difficult every 
time to develop application software for various services using 
such technology. New technology has always flexible features 
that are needed in ODL system to meet the demands of the 
participants in large scale, but it is a challenging task to choose 
ideal hardware and software that have compatibility with 
existing application software. Application compatibility with 
respect to hardware and software can be achieved by placing 
platform independent infrastructure (the hardware, software 
and application).

B. Scalability issues
Open distance education is a more flexible education system 
than any other conventional education system. Due to this, the 
student enrollment is very high and at same time expectations 
from participants also high. As participants are more in scale and 
remote to the institution, most of the activities being performed 
remotely through the online services that are provided by the 
institution. Since, the learners and their usage is increasing  
progressively, time to time ,it is a challenging issue to maintain 
always scalable resources in terms of memory space, handle 
number of users and their transactions. This issue can be 
addressed by anticipating the scalable load at network level, 

system level, application/service level and data storage level 
at least for a period of 5 to 7 years and place an   adequate 
computing, storage and network infrastructure.

C. Ensure data compatibility
As database technology is changing time to time, ensuring data 
compatibility with changing database technology is a challenging 
task. If the old data is not compatible with new database 
technology, it is very difficult to use and access data through 
various services/applications. Data compatibility problem can 
be achieved by encouraging data migration process in various 
stages time to time so that the data is always compatible to 
new database technology to use and access it all the times.

D. Dynamic allocation of Internet bandwidth 
Dynamic allocation of internet bandwidth to a specific service 
is a challenging issue. The accessibility of a service shall be 
ensured only with the availability of internet bandwidth as it is 
one of the prime parameters. As allocation of internet bandwidth 
to a specific service is directly proportional to the amount of 
usage of that service, there is a need of dynamically allocation 
of bandwidth time to time to that service. The problem can 
be achieved by introducing bandwidth management and load 
balancing system to ensure availability of a service. As online 
services are essential in ODL, it is ideal to have more than 
one ISP so that the availability of a service can be ensured 
always.

E. Policy updates
Due to flexibility in open distance education system, there 
will be frequent changes in admission criteria, evaluation 
criteria and even in education procedure and policies to be 
adopted accordingly. As there is a frequent change in policies, 
it is a difficult task to update the policies every time, but if 
policy updation has not been done in time, it leads to many 
other operational problems. This issue can be addressed by 
introducing dynamic policy updation and enforcement approach 
in open distance education system. 

F. Dedicated network connectivity among various 
operational nodes
In open distance education system, participants are remote 
to the institution in many ways and getting services through 
one of its operational nodes (the headquarters, regional and 
study centers in case of IGNOU). It is a difficult to have proper 
network connectivity among various operational nodes to 
provide/access services due to non availability of technical 
manpower. This problem can be achieved by establishing 
dedicated network connectivity among various operational 
nodes in form of intranet by using MPLS/VPN technology.

G. Support services
In open distance education system, participants are remote to 
the institution many ways and require various online support 
services to perform their activities. Since ODL is a flexible 
system, the operational policies need to be changed frequently 
and is difficult to provide updated support services in time 
due to laps at various levels in the system. This problem can 
be addressed by involving all related personnel at the time of 
initiation of an activity so that   its impact, if any on existing 
services can be discussed and find timeframe to provide 
support services in time.
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H. Manpower inline with change in technology
As technology is frequently changing time to time, it is a 
difficult task to have updated manpower inline with change 
in technology. It is even very difficult to have such manpower 
in government organizations. This problem can be achieved 
by introducing brainstorming and counseling sessions time 
to time and also to impart training/workshops on change in 
technology time to time. 

IV. Security in Open Distance Education
In open distance education, many online learning and support 
services are made available to its participants and other public. 
As usage of services is increasing day by day, at same time 
hackers/attackers are playing a vital role to deny the service 
and damage system resources. Security is essential   to protect 
the resources from hackers and in turn protect the sensitive 
information and data. 
Hackers take advantage of different security flaws in a network 
service, hosting infrastructure and exploit the vulnerability to 
compromise the system. The following are various security 
flaws by which a hacker will play a role:

Lack of proper hardening of Servers1. 
Insufficient network boundary security controls2. 
Flaws or bugs in application/service software3. 
Insecure design and coding of hosted software (OS, 4. 
application, etc)
Weak passwords5. 
Social engineering6. 
Lack of operational control7. 

Security of a system/service/data shall be ensured by 
protecting the sensitive resources at network, system and the 
application/service domains. Some of the security parameters 
are authentication, access control, availability, confidentiality, 
integrity and non-repudiation. Violation in any of the parameter 
leads a breach in security.  All these security parameters to be 
enforced along with security policy on the ICT infrastructure 
being used in open distance learning. The following are some 
of the policies to be framed and implemented for smooth 
functioning of ICT infrastructure in open distance education 
system: 

Network security policy1. 
Host/ Server security policy2. 
Application software security3. 
Database security4. 
Content management policy5. 
Web server logging policy6. 
Backup a policy7. 
Password management policy8. 
Encryption policy9. 
Audit, Incident handling and Recovery policy10. 
Physical security policy11. 

V. Conclusion
It is true that ICT is playing a vital role in open distance education 
but at same time there are many issues and challenges that 
are to be addressed for smooth functioning of various online 
services that are to be implemented for its participants and 
other public. In this paper, the required ICT infrastructure and 
various issues and challenges in usage and setting up of ICT 
infrastructure in open distance education are addressed. The 
institution that is providing education in ODL mode should look 
at   all the addressed issues and challenges and take necessary 

precautions with a proper action plan along with timeframe.
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