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Abstract
In the recent years, internet multimedia applications have 
become very popular.  Valuable multimedia content such as 
digital images, however is vulnerable to unauthorized access 
while in storage and during transmission over a network.  As the 
computers are more and more integrated via the network the 
distribution of digital media is becoming faster.  For effective 
protection of intellectual properties like security, integrity, 
confidentiality of the organization’s data is an  important 
issue. This paper deals with the confidentiality of the data 
that organization manages and works with. And also  proposes 
a new approach to encrypt the image  using the concept of  
Merkle - Hellman Knapsack Cryptosystem. The Challenge is to 
design a system  that would operate on extremes of Scalability, 
Usability, Accountability of  digital data.
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I. Introduction
Today internet users demand not only text but also audio, 
images, and video. In order to satisfy user demand need for 
security and privacy have come to existence.  The threat of 
unauthorized access during transmission over networks and the 
threat of illegal copy increase significantly [5]. Image encryption, 
therefore can be used to minimize these problems. Each type of 
data has its own features, therefore different techniques could 
be used to protect confidential data from unauthorized access.  
Hence a novel  approach  is proposed based on Merkle Hellman 
cryptosystem [1].  In general  message is considered as a plain 
text. The process of disguising a message in such a way has 
to hide its substance is encryption.  An encrypted message is 
cipher text.  The process of turning cipher text back in to plain 
text is decryption.  There are two  types of key-based algorithms 
one is symmetric and the other one is asymmetric key (public 
key-private key algorithm) [5].  Symmetric key algorithms 
requires that the sender and receiver agree on a key before 
they can communicate securely. Complexity theory provides 
a methodology for analyzing the computational complexity of 
different cryptographic techniques and algorithms.  It compares 
cryptographic algorithms and techniques and determines 
their security. An algorithm’s complexity is determined by the 
computational power needed to execute it. The computational 
complexity is measure by time complexity and space complexity 
as a function size of the input.  There are other measures of 
complexity: the number of random bits, the communications 
bandwidth, the amount of data, and so on. The concept of 
public-key cryptography is its contribution that keys could come 
in pairs-an encryption key and a decryption key-and that it 
could be infeasible to generate one key from the other [6]. 

Merkle-Hellman is an asymmetric-key cryptosystem, meaning 
that for communication. [3]. The public key is used only for 
encryption, and the private key is used only for decryption. The 
Merkle-Hellman system is based on the  sub set problem. In 
Merkle-Hellman, the keys are knapsacks [2]. The public key 
is a ‘hard’ knapsack, and the private key is an ‘easy’, or super 
increasing, knapsack, combined with two additional numbers, 
a multiplier and a modulus, which were used to convert the 
super increasing knapsack into the hard knapsack [7,8]. These 
same numbers are used to transform the sum of the subset 
of the hard knapsack into the sum of the subset of the easy 
knapsack, which is solvable in polynomial time.

A. Research Motivation
In  the  last few years, network security and data encryption 
have become an important and high profile issues. Innovation 
encryption techniques need to be developed for effective 
data encryption  for financial institutions , e-commerce, and 
multimedia applications. For future internet applications on 
wireless networks, besides source coding and channel coding 
techniques, cryptographic coding techniques for multimedia 
applications need to be studied and developed.  In this paper 
we focus on the subject of image encryption.

B. Image Encryption
Image encryption  is an open area for  research.  It is identified for 
protecting digital images. Password codes to identify individual 
users will be replaced with biometric images of fingerprints and 
retinal scans in the future.  However, such information will likely 
be sent over a network.  During this process, an eavesdropper 
may duplicate or reroute the information.  By encrypting these 
images, the content still has some degree of added security.

II. Proposed Method
In this approach each pixel of the image is encrypted considering 
the super increasing sequence of 8 bits of Merkle Hellman 
Knapsack cryptosystem this strengthens the confidentiality 
of the data, which is the prime necessity of any organization 
looking forward for data security. Fig. 1, represents the block 
diagram of the encryption and decryption process of the 
biometric image of retina of  an individual which is taken as 
input.  

Fig. 1: Block Diagram of the proposed method

III. Mathematical Approach

A. Encrypting Messages
To encrypt a message, a subset of the hard knapsack is 
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chosen by comparing it with a set of bits (the plaintext), equal 
in length to the key, and making each term in the public key 
that corresponds to a 1 in the plaintext an element of the 
subset, while ignoring the terms corresponding to 0 terms in 
the plaintext. The elements of this subset are added together, 
and the resulting sum is the cipher text.
To encrypt an n-bit message
α = (α1, α2, ..., αn), 
where αi is the i-th bit of the message and {0, 1}, 
calculate

The cryptogram then is c.

B. Key generation
To encrypt n-bit messages, choose a superincreasing 
sequence 
w = (w1, w2, ..., wn) 
of n nonzero natural numbers. Pick a random integer q, such 
that

, 
and a random integer, r, such that gcd(r,q) = 1 (i.e. r and q 
are coprime).
q is chosen this way to ensure the uniqueness of the ciphertext. 
If it is any smaller, more than one plaintext may encrypt to the 
same ciphertext. r must be coprime to q or else it will not have 
an inverse mod q. The existence of the inverse of r is necessary 
so that decryption is possible.
Now calculate the sequence
β = (β1, β2, ..., βn) 
where,
βi = rwi mod q. 
The public key is β, while the private key is (w, q, r).
Hence,
The sum of all values wi is smaller than q and hence is 

also in the interval [0,q-1]. Thus the 

Take the largest element in w, say wk. If wk > c’ , then αk = 0, if 
wk≤c’ , then αk = 1. Then, subtract wk×αk from c’ , and repeat 
these steps until you have figured out α.

C.  Decryption
Decryption is possible because the multiplier and modulus 
used to transform the easy, super  increasing knapsack into 
the public key can also be used to transform the number 
representing the cipher  text into the sum of the corresponding 
elements of the   knapsack. Then, using a  greedy algorithm, the 
easy knapsack can be solved using  O(n), arithmetic operations, 
which decrypts the message . In order to decrypt a ciphertext c a 
receiver has to find the message bits αi such that they satisfy

This would be a hard problem if the βi were random values 
because the receiver would have to solve an instance of the 
subset sum problem, which is known to be NP-hard. However, 
the values βi were chosen such that decryption is easy if the 
private key (w, q, r) is known.

The key to decryption is to find an integer s that is the modular 
inverse of r modulo q. That means s satisfies the equation s r 
mod q = 1 or equivalently there exist an integer k such that sr 
= kq + 1. Since r was chosen such that gcd(r,q)=1 it is possible 
to find s and k by using the Extended Euclidean algorithm. Next 
the receiver of the ciphertext c computes

Hence,

Because of rs mod q = 1 and βi = rwi mod q follows

Hence,

The sum of all values wi is smaller than q and hence 
is also in the interval [0,q-1]. Thus the receiver has to solve 
the subset sum problem

Example
First, a superincreasing sequence w is created
w = {2, 7, 11, 21, 42, 89, 180, 354}
This is the basis for a private key. From this, calculate the 
sum.

Then, choose a number q that is greater than the sum.
q = 881
Also, choose a number r that is in the range [1,q) and is coprime 
to q.
r = 588
The private key consists of q, w and r.
To calculate a public key, generate the sequence β by multiplying 
each element in w by r mod q
β = {295, 592, 301, 14, 28, 353, 120, 236}
because
2 * 588 mod 881 = 295
7 * 588 mod 881 = 592
11 * 588 mod 881 = 301
21 * 588 mod 881 = 14
42 * 588 mod 881 = 28
89 * 588 mod 881 = 353
180 * 588 mod 881 = 120
354 * 588 mod 881 = 236
The sequence β makes up the public key.
Say Alice wishes to encrypt “a”. First, she must translate “a” 
to binary
01100001
She multiplies each respective bit by the corresponding number 
in β
a = 01100001
0 * 295
+ 1 * 592
+ 1 * 301
+ 0 * 14
+ 0 * 28
+ 0 * 353
+ 0 * 120
+ 1 * 236
= 1129
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She sends this to the recipient.
To decrypt, Bob multiplies 1129 by r −1 mod q 
1129 * 442 mod 881 = 372
Now Bob decomposes 372 by selecting the largest element in 
w which is less than or equal to 372. Then selecting the next 
largest element less than or equal to the difference, until the 
difference is 0:
372 - 354 = 18
18 - 11 = 7
7 - 7 = 0
The elements we selected from our private key correspond to 
the 1 bits in the message
01100001
When translated back from binary, this “a” is the final decrypted 
message.

IV. Experimental Results
In the proposed method an image of size 32x32 is taken, each 
pixel of the image is encrypted using the super increasing 
sequence. The generated cipher text is tabulated below. In 
this each pixel encryption is one column value. cipher  text 
consists of M=(M1,M2…..M32). To extract M1 read column 1, 
column 2, column 3, column 4 respectively.

V. Conclusion
We introduced a new approach for image encryption using 
Merkel Hellman cryptosystem which is an emerging technology 
used for owner ship assertion. Experimental results evaluated 
for image size of 32 X 32.  The evaluation scheme can be 
extended for images of larger sizes. In the evaluation process, 
each pixel is encrypted by considering the same  super 
increasing sequence. To meet requirement of  confidentiality  to 
the maximum extent  each pixel of the image  is to be encrypted 
with  different super increasing sequence.

VI. Future Scope
The future of the  proposed scheme  is that it can extended for 
encrypting the video messages as well as sound encryption 
process.
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Table 1: Message and the calculated pixel values

Message Column 
1

Column 
2

Column 
3

Column 
4

M1 0 709 1939 1939
M2 0 709 1939 1939
M3 0 709 1939 1939
M4 0 236 1939 1939
M5 0 0 1052 1939
M6 0 0 737 1939
M7 0 0 356 1939
M8 0 0 236 1939
M9 0 0 236 1939
M10 0 0 236 1939
M11 0 0 236 1939
M12 0 0 236 1939
M13 0 0 737 1939
M14 0 0 709 1939
M15 0 0 356 1939
M16 0 0 589 1939
M17 893 0 356 1939
M18 1188 0 278 1939
M19 1202 0 932 1939
M20 1202 0 709 1939
M21 1202 0 737 1939
M22 1202 0 1052 1939
M23 1230 0 1052 1939
M24 1583 0 1052 1939
M25 1703 0 1052 1939
M26 1703 0 1052 1939
M27 1703 0 751 1939
M28 1939 0 751 1052
M29 1939 0 737 1939
M30 1939 0 737 1939
M31 1939 0 709 1939
M32 1939 0 709 1939
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