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Abstract
In this paper, we introduce the concept of three way security 
using Public- Key and the usage of Phishing mechanism. 
Whenever the user is enters the username and password, a 
mobile alert will be taken place. This type of security can be 
implemented in CAPTCHAS where the message alert will be 
activated whenever the user enters the wrong login details for 
three times. Also, the CAPTCHAs contain a user-specific image 
object and a pattern (for e.g. a sub-string) of a secure channel 
invariant (for e.g. the Public-key of the authentic web-server), 
wherein the image object and pattern are linked. By virtue of 
a built-in one/two-way implicit challenge mechanism and this 
verifiable association between the image object and the specific 
sub-pattern of the Public key, they help in detecting/resisting 
automated or human-assisted Phishing attacks. Finally, with 
the help of the Public key, the message will be alerted to the 
mobile with the registered number.
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I.  Introduction
I A CAPTCHA is a program [19] that can generate and grade 
tests that: 
1. Most humans can pass, BUT
A Gimpy CAPTCHA. The task is to list 3 different words from 
the image. 
2. Current computer programs can’t pass
CAPTCHA stands for “Completely Automated Public Turing test 
to Tell Computers and Humans Apart”.The concept behind such 
a program arose from real world problems faced by internet 
companies such as Yahoo and AltaVista. Yahoo offers free 
email accounts. The intended users are humans, but Yahoo 
discovered that various web pornography companies and 
others were using “bots” to sign up for thousands of email 
accounts every minute from which they could send out junk 
mail. The solution was to require that a user solve a CAPTCHA 
test before they receive an account. 
When it comes to Username and Password-based authentication 
mechanisms, inspite of the various problems associated with 
them, they have proved to be the most popular means of User 
authentication over the Internet. They offer the most simplicity 
in terms of plaintext-equivalence usage, which is easiest for 
humans to remember and use. Additionally, they also provide 
for easy provisioning and life-time manageability. However, 
with very low intrinsic entropy, they have also ended up easy 
targets for dictionary-based attacks. With this background, the 
goal of this paper is the design of an easy-to-use Anti-Phishing 
mechanism, augmenting the popular Username/Password-
based authentication, yet without any need for alertness or 
intelligence on the part of Users. We propose a method of 
authentication w.r.t mobile alert when the user enters the wrong 
username and password for three times. Again, a public key is 
generated for every entered details, if the user details does not 
match for three times, then the public key will generate an sms to 
the registered user mobile. The rest of the paper is organized as 
follows. Section II backtracks from a successful Phishing attack 

to present a set of solution ideas. In section III, we propose the 
central idea of this paper viz. Public Key-embedded Graphic 
CAPTCHAs and describe the in-built challenge mechanisms, 
whereas section IV, describe how theses ideas can be used 
for building a phishingresistant Authentication mechanism . 
Finally in section V, we present our conclusions.

II. What is a  PHISHING ATTACK
we consider a Phishing attack within a practical setting and 
then analyze it step-by-step to guide us towards the proposed 
ideas of this paper. We believe that such an exercise, instead 
of immediately presenting the solution, should give a better 
insight into the solution as well as its effectiveness. A successful 
Phishing attack: Typically, Users are fooled into clicking a link 
which takes them to an authentic-looking Phishing website, 
so that Users do not notice anything wrong.  In this paper, 
we assume that the Phishing website is hosting a secure 
HTTP-based webpage, as it would like to give an impression 
of security. Internet Users seem to have been trained (9), 
to accept presence of a secure HTTP page to mean ‘safe to 
proceed’. Unfortunately, these indicators can be easily faked 
by Phishers. Also, Users have shown almost zerotolerance for 
security-based pop-ups describing the installation of a new 
certificate from an unknown certifying authority. Effectively, the 
Phishing website succeeds in not only gaining the confidence of 
the Users, that they are accessing a secure web-site, but also 
in registering a certificate from a dubious Certifying Authority. 
The act of sending an e-mail to a user falsely claiming to be 
an established legitimate enterprise in an attempt to scam the 
user into surrendering private information that will be used for 
identity theft. The e-mail directs the user to visit a Web site 
where they are asked to update personal information, such as 
passwords and credit card, social security, and bank account 
numbers, that the legitimate organization already has.

A. Evolution of Phishing Attacks
Phishing, the act of harvesting personal, bank, and credit 
information by way of forged email and fake web sites, has 
exploded in popularity within the criminal sector of the Internet. 
The Anti-Phishing Working Group estimates that the volume 
of phishing e-mail is growing at a rate of over 30%, month 
after month. Furthermore, the attacks are becoming more 
sophisticated as attackers leverage vulnerabilities in client 
software (mail user agents and web browsers) as well as design 
vulnerabilities in targeted website applications. 
Authentic website in control: If the Phisher is forced to prove 
knowledge of some user-specific information, then it is 
effectively forced to contact the authentic website. Now, the 
control is in the hands of the authentic website, to take the next 
step to somehow detect and prevent the User from being under 
a Phishing attack. Since, the authentic web-site cannot detect 
this on it’s own, it needs to convey sufficient information to the 
User, so that they can detect if they are under a Phishing attack. 
However, this information must be conveyed in a manner which 
is somehow hidden from the Phishing website, who by having 
launched a secure channelbased MitM attack, is effectively 
in a position to pick up all information that goes through to 
the User.
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III. Public Key-Embedded  Graphic Captchas

A. Generation
CAPTCHA encoded with partial Public Key: As hinted in the 
previous section, if the authentic website were to generate 
a CAPTCHA (ensuring that the Phisher cannot solve it) with 
encoded secure channel MitM-resistant invariants (enabling 
the User to check them with the actual session characteristics 
of its secure channel), then the authentic web-site can present 
a mechanism to the User to detect (and effectively prevent) 
a Phishing attack. The Public key associated with a website 
is tightly coupled with the web-site’s identity, as exposed 
within the Server Certificate message within a TLS handshake 
protocol. Though the actual identity itself may be dubious (in 
case of Phishing website), it is still linked with the certificate 
as well as the corresponding Public/Private keys. The Public 
Key cannot be falsified once it has been exposed and used at 
the time of Secure channel establishment. At the same time, 
it cannot be simply duplicated from the Authentic website by 
the Phisher, as it would require the corresponding Private key 
for successful decryption. Thus, it qualifies as a MitM-resistant 
invariant of the secure channel. We propose that the Authentic 
website create a CAPTCHA by encoding it’s own Public key 
information. On solving such a CAPTCHA, the User could verify 
the usage of the same Public Key for session establishment 
and be assured that it was indeed generated by the authentic 
website. However, this mechanism is not sufficient in itself, 
due to variouss possible attacks
1. The Phisher could generate a new CAPTCHA with it’s own 
Public Key information. On solving this CAPTCHA, the user would 
find the Public Key of the TLS session matching with the one 
in the CAPTCHA (both  belong to the Phisher). This attack is 
dealt with in a later section.
2. However, the Phisher still has the challenge of solving the 
authentic website’s CAPTCHA and thus would require human 
assistance. A simple well-known attack is to pulling a different 
user to solve this CAPTCHA. Again, this attack is dealt with later, 
by encoding an implicit challenge which can only be answered 
by an authentic User client software, after a human has solved 
the CAPTCHA.
3. Since the Phisher knows the Public Key of the Authentic 
website, it can effectively solve the CAPTCHA. Hence, the 
Authentic website must not embed it’s complete Public key, but 
rather a specific sub-part for e.g. bits 0- 31, 32-63 etc. The trick 
lies in selecting which sub-part to embed within the CAPTCHA in 
a manner, so that it is not decipherable to the Phisher.CAPTCHA 
with specific object-based images: Though there have been 
recent advances allowing computers to solve simpler text-
based CAPTCHAs(5), graphic object-based CAPTCHAs are still 
considered to be mostly unsolvable. We suggest the following 
to take advantage of this limitation
4. The CAPTCHA would carry additional semantics, via the 
encoding of a certain type of object images. In further discussion, 
this is referred to as an Image List for the CAPTCHA viz. a List 
of the various type of Objects which can be included within the 
CAPTCHA. For e.g. Image List = [“car”, “house”, ...].
5. Additionally, the type of the object in the CAPTCHA would 
decide which specific sub-part of the Public Key is embedded 
with the CAPTCHA. This is referred to as the Bit Position Map, 
which provides a map from the objects in the Image List into 
various Bit Position ranges of the Public Key. For e.g. Bit Position 
Map = {“car” → 0-31 bits, “house” → 32-63 bits} etc.

B. Usage (with Defense against attacks)
Any successful Identification mechanism, is based on proof of 
Identity. One of the ways is to prove knowledge of some secret 
associated with that Identity. To enable the association of the 
Public Key-embedded Graphic CAPTCHAs with Identitybased 
relationship between the Authentic website and the User, we 
need a similar mechanism. Hence, we propose the Image List 
and the Bit Position Map to be a shared secret between the User 
and the website. Now, when the User Browser receives a Public 
Key-embedded Graphic CAPTCHA, it would ask the User to solve 
it. The User can easily recognize the object image as well as the 
embedded string of the Public-key sub-part. Then, the User’s 
browser (or an appropriate plugin) can validate whether the 
Public-key (which was presented by the website at the time of 
TLS session establishment) has the specific sub-part at the 
location (obtained by indexing the Object Image type contained 
in the CAPTCHA into the Bit Position Map) same as the Public-
Key sub-string encoded within the CAPTCHA. If this check fails, 
then the browser is immediately convinced of a phishing attack, 
and can take appropriate action. If the check succeeds, then 
it can be sufficiently convinced, that at least there is no MitM 
attack between itself and the website, which generated the 
CAPTCHA. At this point, it must be clarified that though novel in 
their own right, these steps of generating and issuing “graphic 
CAPTCHAs based on partial Public-key information indexed by 
the type of the Object in the graphic image” are not sufficient on 
its own, as they still do not yet satisfy the primary requirement 
of, “forcing a Phisher to contact the Authentic website”. 
Forcing a connection towards the Authentic website: It is easy 
to incorporate this requirement within our Public Keyembedded 
CAPTCHAs, by defining the Authentic website to maintain the 
Image List and the Bit Position Map, on a peruser basis. Thus, 
it is not possible for the Phishing website to launch an attack 
on the User, by generating a CAPTCHA including a sub-part of 
it’s own Public key. For launching such an attack successfully, 
it would need to guess the type of object images, which are 
expected and thus need to be encoded within the CAPTCHA, 
as well as their corresponding mapping onto specific sub-parts 
of the Public key. Indeed, it is forced to contact the Authentic 
website to get access to that information Identifying the 
authentic Website at the User’s Browser: For knowing which 
graphic object types to expect within the CAPTCHA, as well as 
the corresponding mapping to specific Public-Key sub-parts, the 
User’s Browser would need to store that information, indexed 
with the name of the Authentic Web-site. We propose that, this 
name be picked up from the identity which was exposed within 
the Server certificate, at the time of TLS session establishment. 
It is but natural that the Phishing website would present the 
same website name (as the Authentic Website) within its own 
dubious certificate to carry out a successful phishing attack. 
It may be argued, that a Phisher could include its own identity 
(dubious website name) within the certificate, but shows a 
webpage similar to the Authentic website, thus still trying to 
fool the User into entering correct credentials. However, to carry 
out such an attack successfully, the Phisher would need to i) 
solve the CAPTCHA issued by the Authentic web-site, and more 
importantly ii) have pre-installed the Image List and Bit Position 
Map for it’s own fake web-site (registered with it’s name) within 
the User’s system. Otherwise, the User’s Browser would not 
successfully execute the proposed protocol, of solving the 
CAPTCHA and comparing the Publickey subparts. We believe, 
that this attack is more difficult for the Phisher to execute, 
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yet can be defended by using the following mechanism. One 
possible attack (at least, theoretically) could be for a phisher 
to take help of a human user, to solve the authentic website’s 
CAPTCHA and identify the embedded Object and the sub-string. 
Based on it, it could search the location of that sub-string within 
the Authentic website’s Public Key. Then, it could generate 
another CAPTCHA with the   same/similar Object Image, but 
containing the sub-string at that location of the Phisher’s Public 
Key. However, within a typical 1024- bit Public Key, any bit-
pattern would surely repeat at various positions. Effectively, the 
Phisher has not one, but a set of locations to choose from, while 
selecting the bit-pattern from it’s own Public Key. The Phisher’s 
attack is now reduced to guessing from those locations, as 
the chances of have a recurring bit-pattern (though, different 
for both), at all the corresponding locations between both the 
Public Keys, are probabilistically small.

IV. Proposed Solution

A. Functional Architecture and Protocol Scenarios
In fig. 1, we bring together the various ideas presented earlier 
to propose an overall framework for generation and usage 
of Public Key-embedded Graphic CAPTCHAs. Due to space 
limitations, we leave the description of the framework, to the 
figure itself.

1. Protocol Scenario 1, One-way Authentication

Fig. describes how the proposed mechanisms can be used for 
augmenting the existing Username/Password authentication by 
making it resistant to MitM-based Phishing attacks. Essentially, 
this is a one-way authentication function, wherein the website 
is proving its authenticity to the User, but still requiring the 
User’s password for User Authentication. 

2. Protocol Scenario 2. Two-way Authentication
Fig. also describes the extended protocol flow, which has 
different steps from point ’A’ onwards, wherein the USF is using 
it’s knowledge about the Image List and Bit Position Map to 
indicate that it is representative of the correct User. The USF
does so by identifying and returning the Image Object tag, which 
corresponds to the the xthsub-part before/after the subpart, 
which was embedded within the CAPTCHA.
  

Fig. 1: Protocol Scenarios

B. Implementation Guidelines Secure Implementation 
of the User Support Function
The USF is most effectively implemented as a Browser Plugin, 
thus having the ability to access the Public Key of the web-site 
as well as rendering the CAPTCHA. Additionally, it needs to 
implement a local (to the User’s system) security mechanism 
(for e.g. a Username/Password or Biometric Authentication) 
to ensure secure access to the Image List and Bit Position 
Map database. 

1. Accessing from a Public Browser
The USF Browser Plugin could be appropriately modified to 
read the database from a removable storage device such as 
a pen-drive. There may be a potential security risk here, as the 
Browser on he Public computer could be compromised to make 
a local copy of the User-specific Image List and Bit Position 
Map, which would enable a human-assisted attack for the next 
login attempt. However, this security risk is not any different 
nor more severe than a similarly compromised Browser which 
logs the User key presses to extract the Username/Password 
for existing authentication mechanisms.

2. Exchanging and Refreshing the Image List and Bit 
Position Map
The initial Image List and Bit Position Map can be suitably 
formatted in a XML format and sent within the confirmation 
email, which is sent to Users when they register
for an account with the authentic web-site. As a general 
approach, the XML version of the Image List and Bit Position 
Map could be sent as a hidden parameter using inline XML 
within the HTML page which is rendered to the user, after
successful login. 



IJCST Vol. 2, ISSue 4, oCT. - DeC. 2011ISSN : 0976-8491(Online)  |  ISSN : 2229-4333(Print)

w w w . i j c s t . c o m  InternatIonal Journal of Computer SCIenCe & teChnology 359

Fig. 2: Protocol Architecture for generation and usage of public 
key embedded Graphic CAPTCHAs with User Interface SCI
 
The Browser Plugin would implement the
additional parsing logic to read and store it. This mechanism 
also have the advantage that it can be used uniformly after 
initial User registration at the website, as well as after every 
successful login. The website could also offer a hyperlink to 
enable the User to trigger creation and receive a new Image 
List and Bit Position Map. Such, a User-controlled remapping 
enables flexibility in choosing the right time for renewing the 
database. For e.g. when a User has accessed the website 
from a Public Computer, and later when they access it from 
their personal computer, they could trigger the refresh. As a 
result, if any Public Key-embedded CAPTCHA-related data was 
compromised at the Public computer, it is essentially nullified 
via the generation of a new Image List and Bit Position Map.

V. Conclusion
In this paper, we have presented a mutual authentication 
mechanism based on simple identification of an image and 
text within a CAPTCHA. The solution is based on the proposed 
concept of Public-Key embedded Graphic CAPTCHAs, which 
encode a challenge based on a unique mapping between 
Image object types and bit positions of the Public Key of the 
website. We have also described how the proposed solution 
can augment the legacy Password-based authentication 
mechanisms and make them resistant to Man-in-the-Middle 
Phishing attacks. We have also given a proposed functional 
architecture for the solution as well as a set of guidelines for 
effective implementation. We have implemented a browser 
plugin based on this ideas and plan to conduct User studies 
to test it’s effectiveness and user acceptance.
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