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Abstract
One of the most challenging problems in network security is to 
provide security in multicast groups as they are more vulnerable 
to attacks. In dynamic multicast groups the frequent joins and 
evictions is the major issue that makes to provide security. In the 
literature, most proposed solutions do not take this parameter 
into consideration and so suffer from the scalability problem. 
Group key must be updated and distributed securely and 
efficiently within the group, whenever membership changes.
The key distribution  problem is the major problem in the 
dynamic groups. Secure key distribution is one such solution 
in dynamic multicast groups.
In this paper, an efficient security to the group key is provided 
in dynamic multicast groups than earlier developed. This is 
because distribution of group key to members. A Hybrid key 
tree is proposed here with each node as a group member. 
The main advantages are less storage of keys for each member, 
the sponsor node selection burden is reduced during join or 
leave, takes less computations and the tree size is minimum 
than the earlier methods.
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I. Introduction
In the area of internet activities, multicasting has been at the 
centre of Internet and has already contributed to some major 
successes. To secure multicast communication, ensuring 
confidentiality of the data is the major objective so that 
legitimate group members are only able to access the data by 
decrypting it. Encryption is required to enforce confidentiality 
for group communication. This requires Key management 
which incorporates generation and distribution of group keys 
to group members without permitting unauthorized members 
to deduce the key. To achieve confidentiality group key should 
be updated with change in member in a group. This process is 
called Rekeying. Multicast group members are highly dynamic 
in nature. In this large and dynamic environment, the design of 
a secure multicast architecture has to face many challenges. 
One of the challenging issues is the scalable group re-keying 
which is the problem of delivering the updated keys to the 
members of the group in a reliable and timely manner.
Group based applications have to satisfy some constraints like 
forward secrecy, backward secrecy, collusion freedom, minimum 
bandwidth requirement, minimum storage requirement etc. 
The Group key management is major issue in securing group 
communication. Forward secrecy guarantees that a member 
is unable to know about the new group keys after he leaves 
the group. Backward secrecy ensures that the new member is 
unable to deduce the past information of the group. Collusion 
freedom tells that any set of evicted members are unable to 
deduce the current group key. Whenever there is change in 
membership, secrecy is maintained by updating the group 
key which is costliest process in multicast because of its 
dynamicity.

Fig. 1: Group key management hierarchy

In centralized key management scheme, a single key controller 
creates and distributes a common key to all the members in 
the group. It is inefficient, non-robust and not scalable for large 
dynamic groups. The main drawback of this method is single 
point failure, which makes the entire architecture to collapse 
and also suffers by “1 affects all” problem. In distributed/
contributed method, each and every member of the multicast 
group is responsible to create and distributes a key. The newly 
joined member in the group will receive the key from already 
existing controller. This scheme also suffers by “1 affects all” 
problem. In decentralized scheme, entire group is divided into 
subgroups thereby minimizing the problem of single point of 
failure. In this approach, hierarchies of key managers participate 
in the secure distribution of the group key. It overcomes the 
“1 affects all”.

II. Existing Methods
Baal protocol is proposed in “Dynamic Group Communication 
Security” project. It gives solution to the scalability problem of 
Group key management. It is independent of routing or unicast 
security protocols. The drawback is it is limited to the LAN and 
not used for hierarchical approaches which are more efficient 
for dynamic groups. There are some projects which are already 
developed for key distribution in multicast groups. These 
projects based on the either centralized key management or 
distributed key management which has drawback of “1 affect 
all” problem. In this project Decentralized key management 
protocol with tree hierarchy is used to provide efficient key 
distribution and secure communication in large and dynamic 
groups. It overcomes the “1 affect all” problem and solves 
the scalability problem. Rakesh Bobba, Himamshu Khurana 
proposed a DLPKH (Distributed Logical Public Key Hierarchy). 
It uses the concept of Logical Key hierarchy. It uses public keys 
for secure key distribution. The leaf nodes hold the private 
key and public key of their ancestor members. Also it holds 
the public keys of all siblings on their path. Generation and 
distribution of keys are dynamically selected by Sponsors and 
co-sponsors. The drawback of this scheme is that the private 
keys are revealed to every member. Dr.V.Valli Kumari, D.V. Naga 
Raju and Dr.K.V.S.V.N. Raju   are proposed a scheme where 
leaf node holds all its ancestor member public keys. Sponsor 
is created, if member join is occurs at a leaf node. This leads to 
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new node burden to group. Here Sponsor selection is different 
for join and eviction which leads to complexity overhead.

III. Key Distribution Approaches
Some of the key distribution approaches are described below 
which are used to distribute a group key in a secure way.

A. Scalable Multicast Key Distribution
SMKD uses the implicit multicast hierarchy for providing an 
efficient key distribution hierarchy, it cannot handle key change 
when the group membership changes.

B. Diffie-Hellman key distribution for groups
In this mechanism for securely establishing a shared key 
between members of a group was presented. This scheme 
is based on an extension of the Diffie-Hellman key exchange 
scheme. This scheme is in fact an M round protocol (where M 
denotes the number of members in the group). This is a limitation 
for such a scheme to be used for groups with a high cardinal. 
Which is almost always the case for multicast? Furthermore, 
the Diffie-Hellman scheme is computation consuming as it is 
based on exponential of big numbers.

C. Iolus
Iolus provides a scalable mechanism for key distribution for 
multicast. It is based on a hierarchy of Group Security Agents 
(GSA) which includes the Group Security Controller (GSC) and 
the Group Security Intermediaries (GSI). The GSC is the root 
of the tree hierarchy and the GSIs are trusted servers that act 
as proxies. GSA maintains the member join. Re-keying is done 
by the GSA. Its main drawback is as follows.
For a large multicast group, with ‘N’ GSA the size of the key 
update message is on average equal to O(M/N), which can 
still be very high.
To be efficient this scheme requires a high number of trusted 
authorities which makes the system more vulnerable since 
it is enough to succeed an attack over any one of the GSA to 
break the system.

D. Centralized key-distribution based on group 
partitioning
The presented scheme is very efficient to handle joining/leaving 
members and adapts very well to group size change, but it is 
vulnerable to an attack where several members coordinate 
their actions. Two members can coordinate their actions to 
join and leave the group officially while remaining able to have 
access to the group key.

IV. Proposed Scheme
Here the proposed scheme is decentralized key distribution 
with tree hierarchy. The tree is a binary tree where each member 
joins at a leaf node. The decentralized key distribution is efficient 
for large and dynamic groups. This can be based on two ways, 
one is Re-keying based on time and another one is Re-keying 
based on membership. In this scheme, Re-keying based on 
membership is presented because here group key is updated 
as member changes. When compared to Re-keying based on 
membership, Re-keying based on time is less efficient because 
if any member change occurs before time limit it ultimately 
affects the security. 
In decentralized key distribution entire group is divided into 
subgroup that solves the single point of failure problem and 

scalability. It overcomes the “1 affect all” problem.

A. Member join 
When a member wants to join a group it makes a join request 
to Group with its public key. The joining is at the leaf node. The 
Sponsor is the    node where the new member is to be joining 
that is its parent after join. Sponsor and the root create the 
new Group Key (GK). The sponsor encrypts the new group key 
with the old group key and broadcasts it to all the members 
in a group.
Encryption key by Sponsor is E (GK, GK1).

Fig. 2: Tree before join

Here sponsor is nothing but a node where new member joins 
i.e., its parent. 
 New Group key is created by sponsor and root by Diffe-Hellman 
key exchange algorithm. Sponsor encrypts the new group key 
and its public key with the new member public key and gives it 
to the new member. Sponsor gives the information about the 
group to new member.
KEY = E(PU(J),( GK1,PU(S))

Where,
PU is public key
J is new member
GK1 is new group key
S is Sponsor

Fig. 3: Tree after join

Here M is the new member. Node (2, 3) is the Sponsor.

B.  Member eviction
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Member eviction means leaving the member from a group. 
At that time it makes a leave request to its Sponsor. Then 
Sponsor broadcast the leave request to the group members. 
The Sponsor sibling’s private key is send to the root encrypted 
with root’s public key. Now root and sponsor creates a new 
group key and broadcast to group members. Sponsor updates 
its public key.
New public key = E(GK1,PU(S))

Fig. 4: Tree before eviction

Here M8 is the evicting member.

Fig. 5: Tree after eviction.

The proposed scheme reduces the difficulty of sponsor selection 
from previous approaches. Here the sponsor is its parent.
In join and eviction root and the sponsor uses Diffie-Hellman 
algorithm key exchange algorithm to exchange new group 
key.

C. Sponsor Activities
Sponsor is a group member.
It plays roll in the joining and evicting the member.
It updates the group key along with the root.
It gives encrypted key and tree structure to the new member.
It maintains Backward Secrecy and Forward Secrecy at join 
and eviction respectively.

V. Conclusion
In dynamic multicast group, frequent change of the member 
is the main factor that affects the system performance. So, 
security to multicast group communication is provided by better 
creation and distribution of group key to the group. In this 
project, group key creation is done by the Sponsor and the 
root. The advantages of this scheme is less storage of keys 

for each member, takes less computations and the tree size 
is minimum than the earlier methods. Here the storage of all 
ancestor public keys is not necessary.    
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