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Abstract
The design and development of Secured Data Carrier for 
Cryptographic Applications is to emphasis on the transportation 
of crypto keys securely from key generation centre either to the 
network where encryption systems are installed or to the site 
from where the crypto keys are uploaded over air. In this paper, 
in appreciation of the advantages of both microcontroller and 
CPLD, a versatile, powerful, failsafe and small form factor device 
has been devised for the cryptographic applications. These 
devices work at very low voltage, high speed and consume 
very low power. These features make the PLDs more versatile 
and increase the product reliability to the greater extent as 
the device count at the system level reduces enormously. 
Present solution has a built in Joint Testing Action Group (JTAG) 
interfaces for In-System programming purpose. This makes 
the device to be more flexible, in terms of design changes, up 
gradation. 

KeyWords
Micro-controller, CPLD, Development Cycle, JTAG, PLD, Flexible, 
Migration, Low power, Key seed, Algorithm, High Speed.

I. Introduction
In modern security, the need for safe cryptographic algorithms 
with sophisticated key management is of great importance. 
The need for updating crypto keys over AIR is inevitable due 
to proliferation of large number of encryption systems across 
huge communication networks especially used by the defence 
forces of any country. In order to achieve the goals of the 
sophisticated key management strategies, the design and 
development of secured key transceiver and data carriers are 
the most important aspects [1].
There are inherent risks if proper key management procedures, 
policies are not followed because of the complexity involved in 
distributing keys to all the systems across the communication 
network used by various users. The loss or theft or compromise 
of the cryptographic keys could affect the integrity, confidentiality 
of the Communications [2].
If the proper guidelines or procedures are not followed while 
handling the cryptographic keys during their life cycle, the keys 
can be modified, or disclosed by the unauthorized authorities 
that could then disturb or intercept the communication. In order 
to update the key information in various encryption systems 
spread over the network periodically, the key management 
technique must be powerful, failsafe and easy to handle [3].
Programmable Logic Devices (PLDs) are critical components in 
embedded industrial designs. PLDs have evolved in industrial 
designs from providing simple glue logic, to the use of FPGAs 
as a coprocessor. This technique allows for I/O expansion and 
off loads the primary microcontroller (MCU) or digital signal 
processor (DSP) device in applications such as communications, 
motor control, I/O modules, and image processing [4].
To respond to the changing scenario of the huge communication 
networks with encryption systems a powerful, failsafe key data 
transportation device is the need of the hour.  Since the key 
data generation by itself is an important aspect of the secured 
communication protocol and hence safe transportation of crypto 
key data must be more versatile, robust, failsafe activity. In this 

paper, thrust is on the design and development of the secured 
fail safe key data carrier for the cryptographic applications 
to achieve the goals of the sophisticated key management 
followed in any secured communication network especially 
defence networks. 

II. Hardware Design And Development
Over the past few years, the density of the average programmable 
logic device has begun to skyrocket. As chip densities increased, 
it was natural for the PLD manufacturers to evolve their 
products into larger (logically, but not necessarily physically) 
parts called Complex Programmable Logic Devices (CPLDs). 
The larger size of a CPLD allows designers to implement either 
more logic equations or a more complicated design. In fact, 
these chips are large enough to replace dozens of those pesky 
7400-series parts. Present secured data carrier design uses 
ALTERA CPLD MAXII series EPM-570T144C5 TQFP144 package 
and AT89C51RD2 microcontroller of ALTERA to demonstrate 
its functionalities.

A. Features
On Board DC-DC converters.1. 
Low Power consumption.2. 
Visual indication for power, programming3. 
On board clock circuitry4. 
Seven segment display control interface 5. 
LED interface.6. 
Reverse polarity protection.7. 
On board microcontroller and CPLD8. 
LCD interface (Optional)9. 
RS232 interface with PC and network10. 
Functional keys interface11. 

B. Block diagram

       
Fig. 1: Block diagram of SDC

The block diagram of the present work is shown in figure 1. As 
indicated in the block diagram it consists of:

DC-DC Converters.1. 
RS232C Interface.2. 
LED Interface.3. 
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Clock circuit.4. 
CPLD and microcontroller5. 
Display6. 
Switches7. 
Input/output Connectors8. 

The developed prototype board used as secured data carrier 
simulator is shown in fig. 2.

    
Fig. 2: Prototype Board

III. Internal Hardware Design of CPLD
The Electronic Design Automation (EDA) tool called QUARTUS-II 
from Altera is used to design the internal hardware of the CPLD. A 
description of the hardware’s structure and behaviour is written 
in a high-level hardware description language (usually VHDL or 
Verilog) and that code is then compiled and downloaded prior 
to execution. Of course, schematic capture is also an option 
for design entry, but it has become less popular as designs 
have become more complex and the language-based tools 
have improved. The overall process of hardware development 
for programmable logic is shown in fig. 3.

Fig. 3: Programmable logic design process

It is essential that the cryptographic keys have to be safely 
transported to the respective distribution centres. In order 
to protect these cryptographic keys while transporting, there 
is a need for unique algorithm with sufficient cryptographic 
strength. The complexity and strength of the algorithm depends 
upon the amount of key data to be secured. In this paper to 
demonstrate the secure data carrier two sample algorithms 
have been used.  Any one of these two algorithms can be 
selected to run while encrypting the key data. These algorithms 
are described below.

A. Algorithm1-A5/1
A5/1 is the stream cipher used to secure over the air 
communication (GSM). This algorithm provides a reasonable 
amount of resistance to the attacks. It consists of three linear 
feedback shift registers (LFSR). The register lengths are 19, 22 

and 23. The output is the XOR of the three LFSRs.  A5/1 uses 
a variable clock control. Each register is clocked based on its 
own middle bit, XORed with the inverse threshold function of the 
middle bits of all the three registers. Usually, two of the LFSRs 
clock in each round. The structure of A5/1 is shown in fig. 4.

Fig. 4: Structure of A5/1 GSM Algorithm

B. Algorithm 2-GeffeGenerator
Geffe generator is also a stream cipher and its structure is 
presented in fig. 5.

Fig. 5: Structure of GEFEE Generator

It consists of three linear feedback shift registers LFSR-1, 
LFSR-2, LFSR-3 of degrees 31, 43, 59 and two-to-one multiplexer.  
The generator will have a linear complexity:

             (1)

             (2)
Therefore, the key data amounting to period (T) can be safely 
encrypted and transported using secured key data carrier. But 
the generator needs a modification to avoid being cracked. 

C. Algorithm block implemented within CPLD
Algorithms described above are implemented within CPLD and 
the structure is shown in fig. 6 

Fig. 6: Structure of Algorithms
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D. Seven Segment Display Driver
The structure of the BCD to seven segment decoder is shown 
in fig. 7, This is used to display the encrypted message along 
with the plain text generated using counter.

Fig. 7: Structure of BCD to Seven Segment Decoder

E. Binary Counter-8 Bit wide
8-Bit binary counter is used to generate the different clock rates 
for generating pseudorandom bit sequences (PRBS) to encrypt 
the plain text and also to divide the input clock frequency to 
the required value. All these are implemented using high level 
language VHDL and the top level is with Schematic. VHDL 
entities of various devices implemented within the CPLD are 
shown in fig. 8

Fig. 8: Few of VHDL entities

F. Setup simulator and flow diagram
The experimental setup used to simulate the secured key data 
carrier is shown in fig. 9 

Fig. 9: Secure Data Carrier Simulator

The process flow of the secured data carrier is shown in figure 
10.

   
Fig. 10: Process Flow Diagram

G. Synthesis Report
As discussed in the preceding sections Algorithm 1 
(A5/1),Algorithm 2 (Geffe Generator) and other glue logics 
have been implemented in VHDL. Even the counters, seven 
segment display driver have been implemented in VHDL. All 
these are combined and synthesized the code for CPLD. The 
same has been tested and confirmed the functionality of those 
implemented tasks. The synthesis report is shown in Table 
1.
Table 1:  Utilization of Resources

IV. Future Scope
The secured data carrier is simulated using a generic proto type 
board designed for various applications.  In order to increase the 
security level of algorithm, one may add number of polynomials 
to all the LFSRs used in both algorithms and all of them can be 
selected by means of key called key encrypting key. This will 
add lot of flexibility to the level of security. Further, few more 
algorithms can also be added as these can be implemented in 
CPLD if required. All the operations can easily be handled by 
microcontroller.  For user friendly operation and safe carrying 
the future prototype envisaged is as shown in fig. 11. 
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             Figure 11. Future Secured Data Carrier

V. Conclusion
In this paper, design and development of generic secured data 
carrier for cryptographic applications is presented. The pseudo 
process of encrypting the key data and its safe transportation 
is explained with simulator. The application of the same for real 
network usage is left to the users. In this paper the method 
of implementing the devices for cryptographic applications 
is detailed. Future extension of the design is submitted in 
brief.  The selected algorithms are very basic ones and are 
utilised to demonstrate the scope and design of the secured 
data carrier. The secured data carrier can be made very strong 
cryptographically by implementing proprietary algorithms with 
higher key lengths.  

References
[1] Nagaraj Hediyal, “Key Management for Updating Crypto-

keys over AIR”, IJCSNS International Journal of Computer 
Science and Network Security, Vol 11 No.1, 2011.

[2] A. Menezes, Paul C. Van Oorschot, Scott A, “Hand Book 
of Applied Cryptography”, CRC, Press 1996.

[3] "Public safety wireless Network", 2001.
[4] Nagaraj Hediyal,“Generic Complex Programmable 

Logic Device (CPLD) Board”,International Journal 
of Computer Science and Information Technologies 
(IJCSIT),Vol.2(5),2011, pp. 2004-2007.

[5] White Paper, “Using Low Cost, Non-Volatile PLDs in System 
Applications”, 2010.

[6] White Paper, “Five ways to Build Flexibility into Industrial 
Applications with FPGAs”, WP-01154-1.0, 2011.

[7] EftichiosKoutroulis, Apostolos Dollas, Kostas Kalaitzakis, 
“High-frequency pulse width modulation implementation 
using FPGA and CPLD ICs”, Journal of Systems Architecture 
52, 2006, pp. 332-344. 

[8] Kariappa B.S, Dr.M.Uttara Kumari, “FPGA Based Speed 
Control of AC Servomotor Using Sinusoidal PWM”, IJCSNS 
International Journal of Computer Science and Network 
Security, Vol 8 No.10, 2008.

[9] Adam Opara, Dariusz Kania, “Decomposition-Based 
Logic Synthesis for PAL-Based CPLDs”, Int. J. Appl. Math. 
Comput. Sci., 2010, Vol. 20, No. 2, pp. 367–384.

[10] Data Sheet, “ByteBlasterMV Parallel Port Download 
Cable”, 1999,Ver 1.01.

[11] Iqbalur Rahaman, Miftahur Rahaman, Abul L Haque, 
Mistafizur Rahaman, “Fully Parameterizable FPGA 
Based Crypto-Accelerator”, World Academy of Science, 
Engineering and Technology 59 2009.

[12] Praveen Malav, Bushan Patil, Rabinder Henry, “Compact 
CPLD board Designing and Implemented for Digital Clock”, 
International Journal of Computer Applications (0975-
8887) Volume 3- No: 11, 2010.

[13]  Muhammad Ali Mazidi, Janice Gillispie Mazidi, Rolin D, 
"McKinlay – The 8051 Microcontroller and Embedded 
Sytems", Second Edition; PEARSON Prentice Hall 2006.

Nagaraj Hediyal received his BE (Electrical 
Engineering), and M.Tech (Computer 
Applications in Industrial Drives) in 1989 & 2008 
from Bangalore University and Visvesvaraya 
Technological University.  Presently he is 
Vice President-Technical, leading R & D and 
Production divisions at Systems Aids Bangalore-

43. He was Divisional Head & Deputy General Manager- R 
& D, at Manatec Electronics Pvt Ltd, Puducherry. Formerly, 
Technical Manager, CG-CoreEl Programmable Solutions Pvt Ltd, 
Bangalore. He served as Head of the Section (Encryption) & 
Scientist, Core R & D, ITI Ltd, Bangalore-16. He was the main 
& leading designer of most of the encryption systems at ITI Ltd. 
The advanced high speed STM1, STM4 and E3 ATM encryption 
systems were his brain child’s to name a few. He has authored 
and co-authored number of proprietary encryption algorithms 
for Indian Defence networks used by Army, Navy and Air-force. 
He was honoured with letter of appreciations from both ITI Ltd 
and Indian Army.  He is a fellow of IETE. His research interests 
are Cryptography, VLSI, Industrial Electronics and Embedded 
systems.


