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Abstract
With rise in reliance on distributed information systems for 
daily business, all business organization are now vulnerable to 
security threats. A number of techniques are currently available 
to protect data when transmitted across sites. The data 
protection must also include mechanisms for enforcing access 
control policies based on data contents, subject qualifications 
and characteristics, and other relevant contextual information, 
such as time. The semantics of data must be taken into account 
in order to specify effective access control policies. The integrity 
and availability specifically tailored to database systems must 
be adopted. Therefore over the years the database security 
community has developed a number of different techniques 
and approaches to assure data confidentiality, integrity, and 
availability.
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I. Introduction
The data management technology available now a days is very 
crucial. Damage and misuse of data affect not only a single user 
or application, but may have disastrous consequences on the 
entire organization. The recent rapid proliferation of Web based 
applications and information systems have further increased 
the risk exposure of databases and, thus, data protection is 
today more crucial than ever. It is also important to appreciate 
that data needs to be protected not only from external threats, 
but also from insider threats. Security breaches are typically 
categorized as unauthorized data observation, incorrect 
data modification, and data unavailability. Unauthorized data 
observation results in the disclosure of information to users 
not entitled to gain access to such  information.  Incorrect 
modifications of data, either intentional or unintentional, 
result in an incorrect database state. Any use of incorrect data 
may result in heavy losses for the organization. When data is 
unavailable, information crucial for the proper functioning of the 
organization is not readily available when needed.  Techniques 
for information confidentiality may be used to implement privacy; 
however, assuring privacy requires additional techniques, such 
as mechanisms for obtaining and recording the consents 
of users. Also, confidentiality can be achieved be means of 
withholding data from access, whereas privacy is required even 
after the data has been disclosed. In other words, the data 
should be used only for the purposes sanctioned by the user 
and not misused for other purposes. Data protection is ensured 
by different components of a database management system 
(DBMS). In particular, an access control mechanism ensures 
data confidentiality. Whenever a subject tries to access a data 
object, the access control mechanism checks the rights of the 
user against a set of authorizations, stated usually by some 
security administrator. It is also important to note that an access 
control mechanism must rely for its proper functioning on some 
authentication mechanism. Such a mechanism identifies 
users and confirms their identities [1]. Moreover, data may 
be encrypted when transmitted over a network in the case of 
distributed systems.

II. Rationale
The relational data model, being a declarative high-level model 
specifying the logical structure of data, made the development 
of simple declarative languages for the specification of access 
control policies possible. These earlier models and the 
discretionary models in particular, introduced some important 
principles that set apart access control models for database 
systems from access control models adopted by operating 
systems and file systems [2]. The first principle was that 
access control models for databases should be expressed 
in terms of the logical data model; thus authorizations for a 
relational database should be expressed in terms of relations, 
relation attributes, and tuples. The second principle is that for 
databases, in addition to name-based access control, where 
the protected objects are specified by giving their names, 
content-based access control has to be supported. Content 
based access control allows the system to determine whether to 
give or deny access to a data item based on the contents of the 
data item. The development of content based access control 
models, which are, in general, based on the specification of 
conditions against data contents, was made easy in relational 
databases by the availability of declarative query languages, 
such as SQL. In the area of discretionary access control 
models for relational database systems, an important early 
contribution was the development of the System R access 
control model, which strongly influenced access control models 
of current commercial relational DBMSs. Some key features of 
this model included the notion of decentralized authorization 
administration, dynamic grant and revoke of authorizations, and 
the use of views for supporting content-based authorizations. 
Also, the initial format of well-known commands for grant 
and revoke of authorizations, that are today part of the SQL 
standard, were developed as part of this model. Later research 
proposals have extended this basic model with a variety of 
features, such as negative authorization, role-based and task 
based authorization, temporal authorization, and context-
aware authorization. Discretionary access control models 
have, however, a weakness in that they do not impose any 
control on how information is propagated and used once it has 
been accessed by subjects authorized to do so. This weakness 
makes discretionary access controls vulnerable to malicious 
attacks, such as Trojan Horses embedded in application 
programs. A Trojan Horse is a program with an apparent or 
actually useful function, which contains some hidden functions 
exploiting the legitimate authorizations of the invoking process. 
Sophisticated Trojan Horses may leak information by means 
of covert channels, enabling illegal access to data. The area 
of mandatory access control and multilevel database systems 
tried to address such problems through the development of 
access control models based on information classification, 
some of which were also incorporated in commercial products. 
Early mandatory access control models were mainly developed 
for military applications and were very rigid and suited, at 
best, for closed and controlled environments. The focus on 
the concurrency control mechanisms that, by synchronizing 
transactions running at different security levels, would introduce 
an obvious covert channel. However, solutions developed in 
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the research arena to the covert channel problem were not 
incorporated into commercial products. Interestingly, however, 
today we are witnessing a, “multilevel security reprise”, driven 
by the strong security requirements arising in a number of 
civilian applications [3]. Companies have thus recently 
reintroduced such systems. This is the case, for example, of 
the Labeled Oracle, a multilevel relational DBMS marketed 
by Oracle, which has much more flexibility in comparison to 
earlier multilevel secure DBMSs. Early approaches to access 
control have since been extended in the context of advanced 
DBMSs, such as object-oriented DBMSs and object-relational 
DBMSs, and other advanced data  management systems and 
applications, such as data made available through the Web and 
represented through XML, digital libraries and multimedia data, 
data warehousing systems, and workflow systems [4].
Even though early relational DBMSs did not support 
authorizations with respect to schema information, today 
several products support such features. In such a context, 
access control policies may also need to be protected because 
they may reveal sensitive information. 

III. Emerging Research in Database Security
An important issue is the development of query processing 
techniques for encrypted data. Several specialized encryption 
techniques have been proposed, such as the order preserving 
encryption technique. A second research direction deals with 
privacy-preserving techniques for databases, an area recently 
investigated to a considerable extent [5]. The Children’s Online 
Privacy Protection Act (COPPA) require organizations to put 
in place adequate privacy preserving techniques for the 
management of data concerning individuals. The new Web-
based applications are characterized by the requirement 
of supporting cooperative processes while ensuring the 
confidentiality of data. This research direction is characterized 
by a number of different approaches and techniques, including 
privacy-preserving data mining , privacy-preserving information 
retrieval, and databases systems specifically tailored toward 
enforcing privacy .

IV. Access Control for Relational Databases
Access control mechanisms of current DBMSs are based on 
discretionary policies governing the accesses of a subject 
to data based on the subject’s identity and authorization 
rules.  These mechanisms are discretionary in that they allow 
subjects to grant authorizations on the data to other subjects. 
Because of such flexibility, discretionary policies are adopted 
in many application environments and this is the reason that 
commercial DBMSs adopt such policies. An important aspect of 
discretionary access control is thus related to the authorization 
administration policy. Authorization administration refers to 
the function of granting and revoking authorizations. It is the 
function by which authorizations are entered into or removed 
from the access control mechanism. Common administration 
policies include centralized administration, by which only 
some privileged subjects may grant and revoke authorizations, 
and ownership administration, by which grant and revoke 
operations on data objects are entered by the creator (or owner) 
of the object. Most commercial DBMSs adopt ownership-
based administration with administration delegation. More 
sophisticated administration mechanisms can be devised such 
as joint administration, by which several subjects are jointly 
responsible for authorization administration.

V. The System R Authorization Model 
One of the first authorization models developed for relational 
DBMSs was defined by Griffiths and Wade in the framework of 
the System R DBMS [6]. Under this model, protection objects are 
tables and views, also referred to as virtual tables. The possible 
access modes that subjects can exercise on tables correspond 
to SQL operations that can be executed on tables. Thus, relevant 
access modes include: select (to retrieve tuples from a table), 
insert (to add tuples to a table), delete (to remove tuples from 
a table), and update (to modify tuples in a table). The same 
access modes are defined for views with the difference that 
some access modes may not be applicable to a view depending 
on the view definition. For example, very often, delete, insert, 
and update operations are not allowed on views defined as joins 
or containing aggregate functions. In the remainder, we use the 
term table to refer to both base tables and views. It is important 
to point out that this basic model is still prevalent today in 
commercially available DBMSs. Of course, current DBMSs have 
extended the basic model by introducing new types of objects 
to be protected as a consequence of extensions to the data 
model, and the set of protection modes that one finds in such 
DBMSs is much larger than the set defined as part of the basic 
model. For example, the introduction of trigger mechanisms in 
relational DBMSs has required the introduction of a specific 
access mode allowing a subject to create a trigger on a table. 
Similarly, the introduction of mechanisms for referential integrity 
through the use of foreign key has required the introduction 
of a related access mode allowing a subject to reference a 
table from another table. Authorization administration in the 
System R model is based on the ownership approach coupled 
with administration delegation. Any database user authorized 
to do so can create a new table. When a user creates a table, 
he becomes the owner of the table and is solely and fully 
authorized to exercise all access modes on the table. The 
owner, however, can delegate privileges on the table to other 
subjects by granting these subjects authorizations with the so-
called grant option. The possibility of delegating authorization 
administration introduces some interesting issues concerning 
the semantics of the revoke operations. A subject, to whom the 
administration right on a given table has been granted and then 
revoked, may have granted to another subject an authorization 
to access the table. The question is what happens to this 
authorization when the revokation takes place. The semantics 
of the revokation of an authorization from a subject (revoke) 
by another subject (revoker) is to consider as valid only the 
authorizations that would have been present had the revoker 
never granted the revoke the privilege. As a consequence, every 
time an authorization is revoked from a subject, a recursive 
revocation takes place to remove all authorizations for this. 
There are usually other objects to be protected in a database, 
such as application programs and stored procedures. We limit 
the discussion to tables and views to simplify the presentation. 
table from the revoke. The revoke operation takes into account 
the temporal sequence according to which the grant operations 
were made. The temporal sequence is determined according 
to the timestamps that are associated with the granted 
authorizations. A number of extensions to the basic model 
have been proposed with the goal of enriching the expressive 
power of the authorization languages in order to address a 
large variety of application requirements. A first extension 
deals with negative authorizations. The System R authorization 
model, as the models of most DBMSs, uses the closed world 
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policy. Under this policy, whenever a subject tries to access a 
table and no authorization is found in the system catalogs, the 
subject is denied access. Therefore, the lack of authorization is 
interpreted as no authorization. Such a model has been further 
extended with a more flexible conflict resolution policy, based 
on the concept of more specific authorization. Such a concept 
introduces a partial order relation among authorizations 
which is taken into account when dealing with conflicting 
authorizations. For example, the authorizations granted directly 
to a user are more specific than the authorizations granted to 
the groups of which the user is a member. Therefore, a negative 
authorization can be overridden by a positive authorization, 
if the latter is more specific than the former. If, however, two 
conflicting authorizations cannot be compared under the order 
relation, the negative authorization prevails. This line of work 
has been further extended by several other researchers and 
today we find a variety of approaches dealing with conflict 
resolution policies and with logical formalizations of access 
control policies. Such logical formalizations provide sound 
underlying semantics which is essential when dealing with 
complex access control models   

VI. Content-Based and Fine-Grained Access Control
Content-based access control is an important requirement that 
any access control mechanism for use in a data management 
system should satisfy. Essentially, content based access 
control requires that access control decisions be based on 
data contents. Consider an example of a table recording 
information about employees of a company; a content-based 
access control policy would be the one, “stating that a manager 
can only access the employees that work in the project that he 
manages”. Whenever a manager issues a query, the system has 
to filter the query result by returning only the tuples related to 
the employees that verify the condition of working in the project 
managed by this manager. Support for this type of access control 
has been made possible by the fact that SQL is a language for 
which most operations for data management, such as queries, 
are based on declarative conditions against data contents. In 
particular, the most common mechanism, adopted by relational 
DBMSs to support content-based access control is based on 
the use of views; this important use of views was recognized 
by the differentiation of views into two categories: protection 
views specifically tailored to support content-based access 
control and shorthand views specifically tailored to simplify 
query writing. A view can be considered as a dynamic window 
able to select subsets of column and rows; these subsets are 
specified by defining a query, referred to as a view definition 
query, which is associated with the name of the view. Whenever 
a query is issued against a view, the query is modified through 
an operation called view composition by replacing the view 
referenced in the query with its definition. An effect of this 
operation is that the “where clause”2 in the original query 
is combined, through the AND Boolean connective, with the 
“where clause” of the view definition query. Thus, the query 
which is executed against the base table, that is, the table 
on which the view is defined, filters out the tuples that do not 
satisfy the predicates in the view. There are several advantages 
to such an approach. Content-based access control policies are 
expressed at a high level in a language consistent with the query 
language. Modifications to the data do not need modification to 
the access control policies; if new data are entered that satisfy 
a given policy, these data will be automatically included as part 

of the data returned by the corresponding view. 

VII. RBAC Models
RBAC models represent arguably the most important recent 
innovation in access control models. RBAC has been motivated 
by the need to simplify authorization administration and to 
directly represent access control policies of organizations. 
RBAC models are based on the notion of role [7]. A role 
represents a specific function within an organization and can 
be seen as a set of actions or responsibilities associated with 
this function. Under an RBAC model, all authorizations needed 
to perform a given activity are granted to the role associated 
with that activity, rather than being granted directly to users. 
Users are then made members of roles, thereby acquiring the 
roles’ authorizations. User access to objects is mediated by 
roles; each user is authorized to play certain roles and, on the 
basis of the roles, he can perform accesses to the objects.  
Because a role groups a number of related authorizations, 
authorization management is greatly simplified. Whenever a 
user needs to perform a certain activity, the user only needs to 
be granted the authorization of playing the proper role, rather 
than being directly assigned the required authorizations. Also, 
when a user changes his function within the organization, one 
only needs to revoke from the user the permission to play the 
role associated with the function. Complicated authorization 
revoke operations, such as the ones discussed in the previous 
sections, are no longer needed.In addition, most RBAC models 
include role hierarchies, allowing one to represent role-subrole 
relationships, thus enabling authorization inheritance and 
separation of duty (SoD) constraints . SoD constraints typically 
prevent a subject from receiving too many authorizations. 
Dynamic SoD constraints are based on the history of role 
usage by users. Their enforcement is related to the notion of 
a session, which is another important notion underlying the 
RBAC model. A session represents a set of accesses performed 
by a user under one or more roles that can be considered as an 
atomic unit of work. A session could be a transaction execution 
in a conventional relational database system, or a task in a 
workflow. Dynamic SoD essentially restricts access to roles by 
a user based on the history of role usage by the user during 
the same session, or even, in some proposals, during previous 
sessions. As such roles can be considered as another type 
of “context sensitive” relation; an important research issue 
when dealing with SoD constraints is the verification of their 
consistency, especially when dealing with large constraint sets. 
RBAC models have been widely investigated. A standard has 
been developed as well as an XML-based encoding of RBAC. 
Relevant extensions include: the development of administration 
models; the introduction of temporal constraints, resulting in 
the TRBAC model; and the development of security analysis 
techniques [8]. RBAC models are also supported by commercial 
DBMSs. However, commercial implementations provided as 
part of DBMSs are very limited and only support a simple 
version of RBAC, referred to as flat RBAC, that does not include 
role hierarchies or constraints. The RBAC systems are also 
being developed for use in Web-service architectures, such 
as the Permis system and as part of products for enterprise 
security management. 

VIII. Security for advanced Data Management Systems
Though the relational database technology has today a 
central role to play in the data management arena, in the 
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past 20 years, we have seen numerous extensions to this 
technology [9]. These extensions have been driven on one 
hand by requirements from advanced applications, needing 
to manage complex, multimedia objects, and from decision 
support systems, requiring data mining techniques and data 
warehousing systems, and on the other hand by the widespread 
use of Internet and Web-based applications, that have fueled 
the development of interoperability approaches, like XML and 
Web services. A key requirement underlying all those extended 
data management systems and tools is a demand for adequate 
security and, in particular, tailored access control systems. 
Relevant features of such systems include:  Fine-grained flexible 
authorization models for complex, multimedia objects. Most 
innovative applications are characterized by objects whose 
structure is far more complex than the simple flat structure 
typical of relational data. This is the case, for example, of XML 
data  and object database systems, such object-oriented (OO) 
and object-relational (OR) database systems . Typical extensions 
that have been proposed to address such requirements include 
the notions of positive/negative authorizations, and implicit/
explicit authorizations . The presence of multimedia data makes 
content-based access control very difficult and, to date, the few 
proposed models are based on the use of metadata information 
rather than directly on the object contents.

IX. Access Control Systems for Object-Based Database 
Systems
The access control systems are a basic component of every 
commercial DBMS. Existing access control models, defined 
for relational DBMSs, are not suitable for an object-based 
database system because of the wide differences in data 
models. These models, in particular the discretionary ones, 
consider the relation, or the attribute as the access control 
unit, in the sense that authorizations are granted on relations 
or, in some cases, on relation attributes. Moreover, an access 
control system for object-based database systems should take 
into account all semantic modeling constructs commonly found 
in object-oriented data models, such as composite objects, 
versions, and inheritance hierarchies.
We can summarize these two observations by saying that the 
increased complexity in the data model corresponds to an 
increased articulation in the types and granularity of protection 
objects. In particular, as we will discuss in the remainder of 
this section, a key feature of both discretionary and mandatory 
access control models for object-based systems is to take into 
account all modeling aspects related to objects.

X. Discretionary Access Control Systems for Object-
Based Database Systems
The first comprehensive discretionary access control model has 
been defined in the context of the Orion object-oriented DBMS 
[10].  A key aspect of the Orion authorization model is the use 
of authorization implication rules supporting the derivation 
of additional authorizations, called implicit authorizations, 
from the ones explicitly specified by the application, called 
explicit authorizations. Implication rules are defined for all the 
three domains of authorizations, that is, objects, subjects, 
and modes. In particular, implication rules on objects support 
the derivation of authorizations from an object to all objects 
semantically related to it. For example, a read authorization on 
the root of a version hierarchy 4 implies read authorizations on 
all the versions in the hierarchy. However, it is also possible for 

an authorization to be granted on a single version of an object. 
The use of implication rules is instrumental in providing varying 
granularity levels of protection without performance penalties. 
The Orion model also supports negative authorizations; the 
main purpose of this type of authorization is the support for 
exceptions in derived authorizations. In particular, the combined 
use of derived and negative authorization allows one to concisely 
express a large number of access control policies. The users 
receiving authorizations on a program do not usually need to 
have the authorizations on the data accessed by the program, 
as these authorizations are checked against the program 
owner. In this way, it is possible to support authorizations on 
an application basis. Methods in object-oriented databases 
could be used in the same way, thus providing an extensible 
authorization mechanism.

XI. Privacy handling data management methods
 Large number of organizations collect data, often concerning 
individuals, and use them for various purposes, ranging 
from scientific research, as in the case of medical data, 
to demographic trend analysis and marketing purposes. 
Organizations may also give access to the data they own or even 
release such data to third parties [11]. The number of increased 
data sets that are thus available poses serious threats against 
the privacy of individuals and organizations. A first important 
class of techniques deals with privacy preservation when data 
are to be released to third parties. In this case, data once are 
released are no longer under the control of the organizations 
owning them. Therefore, the organizations that are owners of 
the data are not able to control the way data are used. The most 
common approach to address the privacy of released data is 
to modify the data by removing all information that can directly 
link data items with individuals; such a process is referred to 
as data anonymization .A second class of techniques deals 
specifically with privacy-preservation in the context of data 
mining. Data mining techniques are very effective today [12]. 
Thus, even though a database is sanitized by removing private 
information, the use of data mining techniques may allow one 
to recover the removed information. Several approaches have 
been proposed, some of which are specialized for specific data 
mining techniques, such as tools for association rule mining or 
classification systems, whereas others are independent from 
the specific data mining technique. 

XII. Conclusion and future work
The protection of data from unauthorized accesses remain 
important goals of any data management system.  Here ,In this 
paper, we qualitatively discussed research results and practical 
developments. The database security includes several other  
topics likes inference control and statistical database security,  
The web security issues are of much importance now a days 
and probably the area needs more exploration. 
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