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Abstract
Radio Frequency Identification (RFID) is one of the popular, next 
generation, globally accepted, wireless technologies   acting as 
a replacement to the existing barcode system. This emerging 
technology was invented way back in 1948, but didn’t open 
up for use commercially until 1980s. Mainly used for fraud 
detection, enhancing productivity, tracking objects, to name a 
few, RFID lacks a great sense of security in that the radio waves 
get easily interrupted, the server, reader(s) and tag(s) get easily 
tampered compromising the integrity and confidentiality of the 
information that is communicated between the tag(s) and the 
reader(s) and the back-end server . Hence, we, in this paper, 
propose to extend the application of RADIUS server that, being 
located in a remote place, will authenticate, authorize and 
account for multiple tags, with the knowledge and feel of the 
tags that they are authenticated by the back-end server.
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I. Introduction
As a replacement to barcode technology [5], Radio Frequency 
Identification (RFID)–one of the popular, next generation, 
globally accepted technology, has found applications in diverse 
fields like Supply Chain Management System, [1] Intrusion 
Detection System, Business Intelligence applications, Aviation, 
Pharmaceuticals, and many more. Long back in 1948 [14], 
as it was invented as a technology without requiring line-of-
sight configuration, didn’t opened up for commercial use till 
1980s. In spite of  vast applications,  however, RFID technology 
lacks a great sense of security [3]in that the radio waves get 
easily interrupted, the server, reader(s) and tag(s) subject 
to tampering, compromising the integrity and confidentiality 
[12-13] of the information that is communicated between the 
tag(s) and the reader(s) and back-end server. Hence, we, in this 
paper, propose to extend the application of RADIUS server, that 
being located in a remote place, will authenticate, authorize 
and account(AAA)for multiple tags, with the knowledge and 
feel of the tags that they are authenticated through by the 
back-end server. As of now, many authentication protocols 
like Lightweight Mutual Authentication Protocol (LMAP) [2], 
protocols based on External Re-encryption scheme [3-4]. One-
time Pad based on XOR [3, 5] operation have been designed to 
mutually authenticate the tags by the reader. However, it has 
been observed that these protocols fail to combat different 
attacks encountered by readers, tags and server as well as 
fail to provide complete authentication of tags.

A. Working of RFID Technology
RFID (Radio Frequency Identification), an globally emerging, 
wireless technology, without requiring line-of-sight configuration, 
is made up of three basic components:- tags, readers and the 
back-end server [6]. The tags and the reader communicate with 
the help of Radio Frequency Signals, where the carrier signal is 
generated by the Reader and sent to the tags. The tags modify 
these signals and send them back to the Reader.

Fig. 1: Working of RFID technology

In this paper, we have tried to compare the services of KERBEROS 
with that of RADIUS in order to exploit the competitive advantages 
of RADIUS server- as an authentication service provider over 
that of KERBEROS [7-8].
This paper is organized in the following way: Section II describes 
the problem of authenticating multiple tags and also describes 
the related work done till date. Section III makes a comparative 
analysis of RADIUS with that of KERBEROS. Section IV intends 
to exploit the features of RADIUS and explains the working of 
RADIUS server as an authenticator for multiple tags. Section 
V concludes the article and Section VI lists out the reference 
articles.

II. Realted Work
Although many mutual authentication protocols have been 
designed such as based on Lightweight Mutual Authentication 
Protocol (LMAP), some protocols based on XOR operations, 
and a few protocols based on hash functions, they neither 
“authenticate” multiple tags nor combat the “replay” 
attack thereby compromising the authenticity, integrity 
and confidentiality. In other schemes, only a single tag was 
authenticated by the reader, with the tags having the knowledge 
of the presence of the reader. Therefore, it becomes easier for 
an un-authorized tag to gain access to the reader as well as it 
becomes easier for an un-authorized reader to gain access to 
the network. Hence, in this article, we have proposed to extend 
the application of RADIUS to the RFID network so that the 
legitimate tags get authenticated, authorized and accounted 
in a proper manner from a remote location. We have also tried 
to compare the features of KERBEROS with that of RADIUS, so 
as to exploit and extend the features of RADIUS.

III. Comparative Analysis
This section compares KERBEROS – an authentication service 
with that of RADIUS in order to exploit the competitive advantage 
of RADIUS [9].
KERBEROS is a strong authentication system involving a third-
party. It assumes the security of the third-party, providing a 
single “password” for login to different servers by a single 
user, provides storage of passwords at a single place and 
authentication of the links that provides the connectivity 
to the database. At the same time, the RADIUS (Remote 
Authentication Dial-In User Service) is an industry-based 
standard protocol that is adopted by different authentication 
vendors as a common method for communication. KERBEROS 
provides security against un-authorized access and replay 
attack by means of DES (Data Encryption Scheme) encryption 
and CRC-32 integrity. Compared to this, RADIUS uses MD5 
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(Message Digest version 5).  RADIUS provides authorization, 
authentication, and accounting (AAA concept) between a client 
and an authentication server. Compared to this, KERBEROS 
provides only authorization and authentication between the 
client and the authentication server. Finally to conclude, RADIUS 
provides another additional step of “accounting” compared to 
KERBEROS. Besides RADIUS provides remote access to various 
clients through Remote Access Server (RAS).

IV. Proposed Model For “RADIUS” [9] And Working 
Method

Fig 2: Working of proposed model

A. Working Methodology
The “tags” communicates with the Network Access Server(NAS) 
using either Point-to-Point protocol(PPP protocol) authentication 
or Challenge Handshake Authentication Protocol, The Network 
Access Server (NAS) either asks for user-name and password, if 
Password Authentication Protocol (PAP) is used, or, challenges 
the clients/tags, if Challenge Handshake Authentication 
Protocol (CHAP) is used. The clients/tags replies either with 
their respective user-names and passwords, or, accepts the 
challenge. The Network Access Server (NAS) act as a client for 
the RADIUS server, passing on the user-name and encrypted 
password to the RADIUS server. RADIUS server replies with 
Accept, Reject or Challenge. The RADIUS clients take actions 
according to the services or service parameters, that are 
combined with the “Accept” or “Reject” message.
If permission is granted, Network Access Server (NAS) allows 
the clients/tags to access the Reader and the Radio Signals to/
from the Reader is communicated. The Reader finally passes 
the information, received from the clients (tags) to the back-
end server.

V. Conclusion
RADIUS is the only protocol that provides roaming facility 
between the service providers. However, due to roaming 
facility, users are prone to different kinds of security attacks 
compromising their integrity and confidentiality, since RADIUS is 
based on Message Digest version 5(MD5) which is considered 
to be insecured. Therefore, even though several proofs exist 
for authenticating multiple tags (proposed by Juels, Saito and 
Sakurai) [11], they cannot combat “replay” attack. Therefore, 
the future work involves designing techniques for combating 
the “replay” attack [10], as well as for providing security 
while roaming. Another topic that is discussed is the proper 
authentication of multiple tags from a remote location without 
the knowledge of the tags. We have proposed to extend the 
application of RADIUS server, so that RFID network can be 
made more secured through remote authentication.
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