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Abstract
The rapid growth of digital media and communication network 
has highlighted the need for Intellectual Property Rights (IRP) 
protection technology for digital multimedia. Watermarking of 
multimedia data has become a hotspot for research in recent 
years. Watermarking can be used to identify the owners, 
license information, or other information related to the digital 
object carrying the watermark. Watermarks can provide the 
mechanism for determining if a particular work has been 
tampered with or copied illegally.
In this thesis, we present a novel algorithm for robust audio 
watermarking in image using wavelet transform based on image 
entropy. The motivation of choosing image as a cover is driven 
by the fact that human visual system is less sensitive than 
human auditory system thus an image provides better masking 
effect. The algorithm is based on decomposition of images using 
Haar wavelet basis.The hidden data can be recovered reliably 
under certain attacks such as cropping, compression, noise 
effect, geometrical attacks and contrast enhancement. As a 
necessary background, a literature survey of the watermarking 
techniques is presented. The last part of the thesis analyzes the 
watermarking results of wavelet-based watermarking technique 
on different images and audio samples, using various quality 
assessment metrics.

Keywords
Audio Watermarking, Wavelet Tarnsform, Digital Media and  
Communication Network.

I. Introduction
The increased sharing of digital data among multiple users, 
distributed over the network calls for the protection of the data 
against unauthorized copying. Digital watermarking has gained 
reputation due to its significance in content authentication 
and copyright protection for digital multimedia data. It hides 
information in the data in such a way that the basic appearance 
of the data is not destroyed [1]. Watermarking problem can be 
mathematically represented as
XN= KN(SN ) +αM
Where, M is the watermark to be embedded in SNwith the 
embedding strength‘α‘using KNsecret key function that operates 
on the host message to deliver watermarked message X Nthat is 
sent from the transmitter. YN is the watermarked data received 
at the receiver end from which M’ is extracted.
A fair amount of research has been done related to watermarking 
a binary sequence in an audio [2-3] or an image [4-5] which 
is relatively easy as the watermark consists of just two binary 
values and deviation of the coefficients of the transformed host 
from a predefined threshold are monitored to find out either a 
‘1’ or ‘0’ value of the watermark. However an audio signal spans 
between a limited range and inserting it in an image results 
in severe tampering of its amplitudes. Watermarking an audio 
file within an image is still a very amateur area [6]. The basis 
for using an image as a cover for watermarking an audio is 
the fact that Human Visual System (HVS) is less sensitive than 

Human Auditory System (HAS) and provides better masking 
properties. The study emphasizes on devising an algorithm that 
allows minimum audible distortion to the audio by embedding 
watermark in the wavelet coefficients (decomposition of image 
using wavelet basis) that belong to high textured area. The 
technique achieves reliable recovery of hidden data even if 
the watermarked image is subjected to certain attacks. The 
property of texture is used as a criterion to identify the target 
area for embedding the watermark.

II. Implementation &Simulation setup

A. Proposed scheme
The rapid growth of digital media and communication network 
has highlighted the need for Intellectual Property Rights (IRP) 
protection technology for digital multimedia. Watermarking of 
multimedia data has become a hotspot for research in recent 
years. Watermarking can be used to identify the owners, 
license information, or other information related to the digital 
object carrying the watermark. Watermarks can provide the 
mechanism for determining if a particular work has been 
tampered with or copied illegally [7]. In Digital watermarking, a 
low-energy signal is imperceptibly embedded in another signal. 
Watermarking systems can be characterized by properties such 
as imperceptibility, robustness and capacity. The importance 
of each property is dependent on the requirement of the 
application and the role the watermark will play. The process 
of embedding the watermark requires modifying the original 
image and in essence the watermarking process inserts a 
controlled amount of distortion in the image. The recovery of this 
distortion allows one to identify the owner of the image. Invisible 
or transparent watermark makes use of the properties of the 
human visual system to minimize the perceptual distortion in 
the watermarked images.
This study presents a novel scheme of watermarking of digital 
images for copyright protection and authentication. In this study 
we proposed a method of embedding owner’s speech signal. 
Speech being a biometric data, the watermark signal in this 
method is expected to be more meaningful and has closer 
correlation with copyright holder. The main issue of concern 
here is the capacity because the speech data has large number 
of samples. Here, speech samples are imperceptibly inserted 
into one of the frequency band of wavelet transform of image. 
Applications for such a speech hiding scheme include copy 
protection, authentication and covert communication.
The proposed technique uses the wavelet transformation 
domain to embed the data so as to exploit the advantages of 
wavelet transformation being resistant to frequency attacks. 
The algorithm uses simple substitution method in wavelet 
coefficients of the cover image for embedding as the encoding 
and decoding is faster when using a substitution technique that 
is one of the merits of the algorithm. The cover image used is 
a gray scale image of size 256 x 256. fig. 1, and fig. 2, shows 
the block diagram of the proposed scheme.
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Fig. 1: Watermark Embedding

Fig. 2: Watermark Extraction

The proposed scheme used the DWHT (Discrete wavelet Haar 
Transformation) which is used to get coefficients of both, cover 
as well as watermark to be embedded. Then the embedding is 
done in the sub-band coefficients of the cover.
The proposed technique uses the wavelet transformation 
domain to embed the data so as to exploit the advantages of 
wavelet transformation being resistant to frequency attacks. 
The algorithm uses simple substitution method in wavelet 
coefficients of the cover for embedding as the encoding and 
decoding is faster when using substitution techniques that is 
one of the merits of the algorithm. The cover image used is a 
gray scale image of size 256 x 256, and is capable of carrying 
payload capacity of 128 x 128 to 2* 128 x 128 images. fig. 1 
and fig. 2, shows the block diagram of the proposed scheme 
The proposed scheme used the DWHT (Discrete wavelet Haar 
Transformation) which is used to get coefficients of both, cover 
as well as finger print to be embedded. Then the embedding is 
done in those sub-band coefficients of the cover which possess 
the maximum Entropy without changing its approximate 
coefficients. The pay load capacity in the current algorithm is 
25% to 50% of the cover image. 

B. Motivation
Watermarking an audio file in an image is motivated by several 
features. First and foremost it allows secret transfer of an audio 
file and prevents illegal transfer of multimedia content providing 
copyright protection. Moreover, HAS ismore sensitive than HVS 
[9], therefore transferring a secretaudio file using image file 
as a medium instead of an audio file exploits the feature of 
HVS weakness and achieves a better degree of concealment. 
Robustness and transparency of digital watermarking are two 
basic and most important requirements of the digital image 
watermarking technique. In order to make thewatermark robust, 
its strength is to be increased and it is to be placed in the 
significant parts of the image that can stand low-pass filtering 
or noise, however, that makes it less transparent and results in 

the degradation of the host image.Therefore the requirements 
of robustness and transparency are contradictive to each other. 
The need of the hour is to strike a balance between both the 
parameters to achievemaximum of both without trading off 
either of them.

III. Methodology

A. Target area selection based on entropy
Entropy is a statistical measure of randomness that can be 
used to characterize the texture of the input image.
R = -sum (x.*log(x))
Where x signifies the histogram counts for a gray-scale image 
[10].
The properties of HVS are exploited in the proposed technique 
to find the target areas perceptually suitable for embedding 
of audio watermark. The HVS suggests that human eye is less 
sensitive to changes in high-textured area in an image as 
compared to low-textured area [8].

B. Watermark Embedding
Given a permuted watermark, Mp host image S, watermark 
embedding inserts the watermark into the target area of the 
host image. The cover image is decomposed to the level Lusing 
DWT as the transform domain. The decomposition structure 
is
C= {CAl, CDl, CDl-1,……………CD1}
Where C is the decomposition structure while CAl and CDl mark 
the approximation and the detail coefficients at resolution 
level L respectively. Next, the entropy of each sub-band at a 
resolution level L is calculated. The sub-band with the most 
textured nature qualifies as the target sub-band.The randomly 
generated key of size of 1/4th of the cover image is used while 
embedding. The coefficients in the qualifying block are modified 
with the scaled secret data,
CDl=CDl+α (Cw) +k (i, j)
where CDl marks the transformed coefficients after embedding 
stego data Cw with an embedding strength α. The cover 
image is further reconstructed using Inverse Discrete Wavelet 
Transform.

C. Watermark Extraction
Given the secret keys the watermark extraction algorithm 
delivers the audio watermark. The watermarked image is 
transformed to the level L using DWT as the transform domain 
at the receiver end. Entropy of each sub-band is calculated 
at resolution level L. The target area is identified and the 
watermark is extracted from the qualifying sub-band. The 
embedding of an audio watermark causes to increase the 
details in the target sub-band therefore its entropy remains 
the highest and it qualifies as the most textured sub-band at 
the receiver end. The recovered watermark is then divided by 
the embedding strength α. 
The propose algorithm encoder is as follows:
1. Two level discrete wavelet transformation (DWT) is performed 
on the cover image as well as the watermark. Then the samples 
of the watermark are embedded in sub-band coefficients of the 
cover image which do not contain the significant details.
2. The randomly generated key of size of 1/4th of the cover 
image is used while embedding.
Iw,m(i,j)= Iw(I,j)+k(I,j)
Iw,m(i,j) is the substituted pixel of thesub band of the cover image. 
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Iw(I,j)  is the pixel of the watermark to be embedded, k(I,,j) is key 
used.
3. Perform the inverse discrete wavelet transformation (IDWT) 
i.e. is the secure watermarked image.
(i). Obtain the two level discrete wavelet transformation of the 
watermarked image.
(ii). Use the key K and original cover image- to retrieve the 
watermark from the sub-band coefficients of the watermarked 
image.
Irw,m(i,j) =Iw,m(I,j) - k(I,j)-Iw(I,jn
Irw,m(i,j)   is the retrieved pixel. Key K must be the same used at 
embedding.
(iii). Perform the inverse discrete wavelet transformation of the 
retrieved watermark.
(iv). Using the finger print recognition system the retrieved 
watermark can be checked.

D. Merits of Proposed Algorithm
1.The algorithm is simple and fast as it uses simple arithmetic 
operations.
2. It is secure as the key used is very large i.e. 128x128x 8 
bits which is very difficult to compromise.
3. The algorithm is resistant to frequency attacks like Gaussian 
noise, speckle noise, Poisson noise, salt & pepper noise, jpeg 
compression and geometrical attacks.

IV.  Results & Discussions
The proposed technique has been experimented on a number 
of gray scale images and audio clips that were WAV files. To 
study the results of the proposed technique comprehensively, 
the images were resized. The results in this chapter are 
discussed for three images namely ‘home’, ‘Lena’ and ‘medical’ 
while as four audio samples of different durations namely ‘sa
mple1(1.7s)’,’sample2(2.9s)’,’sample3(3.0s)’ and ‘sample4-
(1.2s)’ are taken into consideration. The performance of the 
proposed scheme is gauged by different parameters. The visual 
imperceptibility of the audio watermark is measured by the 
Peak Signal to Noise Ratio (PSNR) and entropy of the host 
image and the watermarked image. The correlation between 
the original audio clip and the extracted audio clip is monitored 
by the respective Root mean Square (RMS) values of each. 
Further the subplots of original and extracted audio samples 
are shown for different combinations of cover images and 
audio watermarks.The robustness of the scheme is tested by 
considering the different types of image processing attacks 
like cropping, rotation, contrast enhancement, Gaussian 
noise,speckle noise,poisson noise and salt and pepper noise 
effect. The experimental result shows that the embedding 
watermark into subband coefficients is robust against different 
types of attacks.

V. Quality Metrics

A. Mean Square Error And Peak Signal to Noise Ratio 
In the mathematical world, the performance of watermarking 
algorithms is commonly measured by computing the Mean 
Square Error (MSE) for a set of images. Comparing an original 
image to a watermarked image and examining the pixel 
differences of corresponding pixels provide a metric that can 
be used to compare the efficiency of watermarking algorithms. 
When computing MSE, the difference is squared and the 
average is taken over all the pixels in the image. This parameter 

essentially captures the error or information leakage that has 
occurred as a result of watermarking of the cover image. An 
image that is a perfect reproduction of the original image will 
have an MSE of zero, while an image that differs greatly from 
the original image will have a large MSE.
Mean Squared Error measures the error with respect to the 
centre of the image values, i.e. the mean of the pixel values of 
the image, and by averaging the sum of squares of the error 
between two images.
MSE (u, v) = (1/MN) 

   (1)
Where M, N are the dimensions of the image, I(x, y) is a pixel 
of the original image and I'(x, y) is the corresponding pixel of 
the watermarked image.
The Root Mean Square Error (RMSE) is the square root of mean 
square error. Peak signal to noise ratio (PSNR) is closely related 
to MSE. PSNR measures the estimates of the quality of the 
watermarked image compared with an original image and is 
a standard way to measure image fidelity. Here ‘signal’ is the 
original image and ‘noise’ is the error in the reconstructed 
image resulted due to watermarking. PSNR is a single number 
that reflects the quality of the reconstructed image and is 
measured in decibles (db).
PSNR(db) = 20Log10{S/RMSE}   (2)
Where, S is the maximum pixel value and RMSE is the Root 
Mean Square Error of the image. The actual value of PSNR is not 
meaningful but the comparison between two values between 
two different reconstructed images gives one measure of quality. 
Note that the relationship to MSE is an inverse relationship 
and that the PSNR is measured on a logarithmic scale. PSNR 
is a measure of the similarity of an image that is computed 
by measuring the pixel difference between the original image 
and the watermarked image. PSNR is expressed in decibles. 
A PSNR relates to the mathematical similarity of two images. 
Values for PSNR range between infinity for identical images, 
to 0 for images that have no commonality.  

B. Entropy
Entropy is a statistical measure of randomness that can be 
used to characterize the texture of the input image.
R = -sum (x.*log(x))
wherex signifies the histogram counts for a gray-scale image. 
Entropy of an image is one of the parameters of an image and 
it doesn’t change when the image is not changed. In this thesis 
Entropy is used as a quality metrics to measure the degree of 
perceptibility of watermark in the cover image by comparing the 
original and watermarked images. Thus the effect of embedding 
algorithm on cover image in terms of perceptual similarity 
between the original image and watermarked image using is 
measured through Entropy.

VI. Results And Analysis

A. Measuring Perceptual quality of watermarked 
image
In this section we discuss the effect of embedding algorithm on 
cover image in terms of perceptual similarity between the original 
image and watermarked image using PSNR and Entropy. The 
proposed technique uses the wavelet transformation domain 
to embed the data so as to exploit the advantages of wavelet 
transformation being resistant to frequency attacks and the 
quality of original gray scale image and watermarked image are 
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compared. The results shows that there is only slight variation 
exist in above mentioned parameters. This indicates that the 
embedding algorithm will modify the content of original image 
by negligible amount. The amount of noise added to gray-level 
cover image is calculated by using MSE and PSNR.

  (a)

  (b)
Fig. 3: (a). Original Image (Home.Jpg) (b). Watermarked 
Image

  (a)

  (b)

Fig. 4: (a). Original image (medical.jpg) (b). watermarked 
image

1. Length of the watermark
As watermark is embedded into one of the mid frequency 
band, only half of the image size coefficients are available for 
watermark casting. Obviously the length of watermark is upper 
bounded by the resolution of image. Higher is the resolution 
of image, more is the embedding capacity.

B. Performance of the Extraction algorithm

1.Without any Attack
In this section we discuss the performance of extraction 
algorithm without considering any attack on watermarked 
gray-level image. fig. .4 and fig. 5 shows the original image, 
watermark, watermarked image and recovered watermark 
without any attack.

Fig. 5: Subplots Of Original And Extracted Audio

2. Effect of attack
In this section we discuss about the performance of extraction 
algorithm by considering different types of image processing 
attacks on watermarked gray-level image such as rotation, 
adding salt and pepper noise, contrast enhancement, adding 
gaussian noise and compression.
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Table  1:   Simulation Results Of The Proposed Technique

Paramet-er Audio 
sample

    No     
attack

Cropp-
ing
  (30 %)

Rotat-ion
(900)

Jpeg 
compr-
ession
(Q=50)

Contrast 
Enhance-
ment

Salt & 
pepper 
noise
(0.05)

Gaussian 
noise
(0.01)

Speckle 
noise
(0.05)

Poisson 
noise

PSNR

A
B
C
D

41.15
29.18
29.58
36.68

41.09    
29.15
29.26
36.64

41.13
29.16
29.46
36.65

41.11
29.16
29.56
29.65

41.05
29.15
29.56
36.64

41.13
29.16
29.52
36.66

41.12
29.16
29.46
36.66

41.13
29.16
29.56
36.66

41.13
29.16
29.56
36.66

MSE

A
B
C
D

0.01
0.029
0.03
0.01

0.01
0.03
0.03
0.01

0.01
0.03
0.03
0.01

0.01
0.03
0.03
0.01

0.01
0.03
0.03
0.01

0.01
0.03
0.03
0.01

0.01
0.03
0.03
0.01

0.01
0.03
0.03
0.01

0.01
0.03
0.03
0.01

RMS(origin-
-nal) water-
mark

A
B
C
D

0.0148
0.0451
0.0463
0.0221

0.0148
0.0451
0.0463
0.0221

0.0148
0.0451
0.0463
0.0221

0.0148
0.0451
0.0463
0.0221

0.0148
0.0451
0.0463
0.0221

0.0148
0.0451
0.0463
0.0221

0.0148
0.0451
0.0463
0.0221

0.0148
0.0451
0.0463
0.0221

0.0148
0.0451
0.0463
0.0221

RMS(ex-
tracted) 
water-mark

A
B
C
D

0.0119
0.0287
0.0322
0.0165

0.0119
0.0287
0.0322
0.0165

0.0119
0.0287
0.0322
0.0165

0.0119
0.0287
0.0322
0.0165

0.0119
0.0287
0.0322
0.0165

0.0119
0.0287
0.0322
0.0165

0.0119
0.0287
0.0322
0.0165

0.0119
0.0287
0.0322
0.0165

0.0119
0.0287
0.0322
0.0165

Entropy
(Origin-
alimage)

A
B
C
D

7.5888
7.5888
7.5888
7.5887

7.5888
7.5888
7.5888
7.5887

7.5888
7.5888
7.5888
7.5887

7.5888
7.5888
7.5888
7.5887

7.5888
7.5888
7.5888
7.5887

7.5888
7.5888
7.5888
7.5887

7.5888
7.5888
7.5888
7.5887

7.5888
7.5888
7.5888
7.5887

7.5888
7.5888
7.5888
7.5887

Entropy
(Water-
marked
image)

A
B
C
D

7.5887
7.5886
7.5887
7.5886

7.5887
7.5886
7.5887
7.5886

7.5887
7.5886
7.5887
7.5886

7.5887
7.5886
7.5887
7.5886

7.5887
7.5886
7.5887
7.5886

7.5887
7.5886
7.5887
7.5886

7.5887
7.5886
7.5887
7.5886

7.5887
7.5886
7.5887
7.5886

7.5887
7.5886
7.5887
7.5886

From the above table it was clear that the proposed algorithm 
works well and is resistant to different types of attacks. The 
PSNR, MSE, ENTROPY and RMS values are tabulated in Table 
1 for one of the three (Lena.jpg) cover images. 
The graph between PSNR (db) and the type of Attack for Audio 
sample (1) and Audio sample (2) are shown in fig. 6(a & b). It is 
evident from the figure that there is a very little change in PSNR 
with the change in attack. The point marked with the black box 
represents the PSNR value without applying the attack. Thus 
it is visible that the proposed algorithm is resistant against 
different types of attacks applied.

  
 (a)                 (b)
Fig. 6:(a). psnrvs different attacks (audio sample 1) (b). psnr 
vs different attacks (audio sample 2)
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Fig. 7: PsnrVs Degree Of Rotation

The fig. clearly indicates that when the Quality factor increases 
there is an increase in the value of PSNR. Similarly the effect 
of Rotation on the proposed algorithm can be illustrated with 
the help of graph shown in fig. 7.

Fig. 8: Psnr Vs Quality Factor

This work proposes an innovative audio watermarking scheme 
employing image as a host  medium and audio as watermark 
that uses randomness as a metric for selecting the target area 
in an image. However, fine correlation between the original 
audio watermark and the extracted watermark using the 
proposed technique is observed from their respective RMS 
values. Selecting the target area based on the randomness 
metric allows us in achieving better PSNR.The wavelet domain 
was chosen for data hiding due to its low processing noise 
and suitabilityfor frequency analysis, because of its multi 
resolutional properties that provide access both to the most 
significant parts and details of signal’s spectrum Furthermore, 
the watermarkedimage is subjected to various noisy attacks, 
compression, contrast enhancement and geometrical attacks 
and the corresponding performance is evaluated under these 
attacks. The results show that the proposed algorithm is 
resistant to these attacks. Further the graphs illustrates the 
results of the conducted experiments by showing original image, 
watermarked image, original watermark and the extracted 
watermark plots under the performed attacks.
Experiments and results show that our scheme successfully 
watermarks and extracts an audio file with no compromise 
on its quality even when the watermarked image is attacked. 
It achieves minimum visual distortion of the coveralongside 
minimum audible deformation of the audio. The performance of 
the proposed scheme is illustrated byembedding speech data 

of different lengths within different images to produce stego 
images. When these stego images are decoded, the speech 
data is completelyrecoverable and intelligible. In addition, the 
system’s ability to cope with added noise and compression of the 
stego image has been exhibited.The results from experiments 
show impressive quality of thewatermarked image. 

VII. Future work
Future work should be aimed towards increasing 
additionalcapacity.As watermark is embedded into one of the 
mid frequency band, only half of the image size coefficients 
are available for watermark casting. Obviously the capacity 
is upper bounded by the resolution of image. Higher is the 
resolutionofimageMore is the embedding capacity.
 Security of the algorithm can be increased by usingcryptography 
techniques with watermarking. By doing that the algorithm 
becomes more secure because of the existence of two keys, 
the cryptographic key and the stego key. The scheme can be 
further elaborated on the color image which can add certain 
parameters which will act as additional security measure, this 
way increasing the payload capacity further. The work can be 
extended to video watermarking.
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