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Abstract
This paper analyses different aspects of fault tolerance system. 
Meaning of fault tolerance system is given in detail then concepts 
related to fault tolerant computing are defined for example 
failures, errors, faults, types of faults, types of fault tolerant 
systems. Fault tolerance is the to increase dependability of 
the system so that cases of failures of system are tolerated 
without any loss. Various types of fault tolerance systems are 
discussed like software fault tolerant, hardware fault tolerant, 
critical applications.
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I. Introduction
Fault tolerance is the ability of a system to perform its 
function correctly even in the presence of internal faults. The 
purpose of fault tolerance is to increase the dependability 
of a system. A complementary but separate approach to 
increasing dependability is fault prevention. This consists of 
techniques, such as inspection, whose intent is to eliminate 
the circumstances by which faults arise. There is much 
confusion around the terminology used with fault tolerance. 
For example, the terms “reliability” and “availability” are often 
used interchangeably, but do they always mean the same thing? 
What about “faults” and “errors”? In this section, we introduce 
the basic concepts behind fault tolerance [ref 3].
As our high-tech society becomes increasingly dependent on 
computers, the demand for more dependable software will 
increase and likely become the norm. In the past, fault-tolerant 
computing was the exclusive domain of very specialized 
organizations such as telecom companies and financial 
institutions. With  business-to-business transactions taking 
place over the Internet, however, we are interested not only in 
making sure that things work as intended, but also, when the 
inevitable failures do occur, that the damage is minimal. None 
of us would be happy to lose money because a fault occurred 
during the transfer of funds from one account to another, for 
instance [ref 1].
Fault tolerance is a criterion that must be met for the network 
which has tolerated a given fault or faults. Unfortunately, 
fault-tolerant computing is extremely hard, involving intricate 
algorithms for coping with the inherent complexity of the 
physical world especially making a network fault tolerant. As 
it turns out, that world conspires against us and is constructed 
in such a way that, generally, it is simply not possible to devise 
absolutely foolproof, 100% reliable software [ref. 1]. No matter 
how hard we try, there is always a possibility that something 
can go wrong. The best we can do is to reduce the probability 
of failure to an “acceptable” level. Unfortunately, the more we 
strive to reduce this probability, the higher the cost. 

II. The Concepts Behind Fault-Tolerant Computing
In this section, we introduce the basic concepts behind fault 
tolerance.

A. Failures, Errors, and Faults
Implicit in the definition of fault tolerance is the assumption that 
there is a specification of what constitutes correct behavior. A 
failure occurs when an actual running system deviates from 
this specified behavior. The cause of a failure is called an error. 
An error represents an invalid system state, one that is not 
allowed by the system behavior specification. The error itself 
is the result of a defect in the system or fault. In other words, 
a fault is the root cause of a failure. That means that an error 
is merely the symptom of a fault. A fault may not necessarily 
result in an error, but the same fault may result in multiple 
errors. Similarly, a single error may lead to multiple failures.
For example, in a software system, an incorrectly written 
instruction in a program may decrement an internal variable 
instead of incrementing it. Clearly, if this statement is executed, 
it will result in the incorrect value being written. If other program 
statements then use this value, the whole system will deviate 
from its desired behavior. In this case, the erroneous statement 
is the fault, the invalid value is the error, and the failure is the 
behavior that results from the error. Note that if the variable 
is never read after being written, no failure will occur. Or, if the 
invalid statement is never executed, the fault will not lead to 
an error. Thus, the mere presence of errors or faults does not 
necessarily imply system failure. As this example illustrates, the 
designation of what constitutes a fault--the underlying cause of 
a failure--is relative in the sense that it is simply a point beyond 
which we do not choose to delve further. After all, the incorrect 
statement itself is really an error that arose in the process 
of writing the software, and so on. At the heart of all fault 
tolerance techniques is some form of masking redundancy. 
This means that components that are prone to defects are 
replicated in such a way that if a component fails, one or more 
of the non-failed replicas will continue to provide service with 
no appreciable disruption. There are many variations on this 
basic theme. 

B. Fault Classifications
It is helpful to classify faults in a number of different ways. 
Based on duration, faults can be classified as transient or 
permanent [ref 4]. A transient fault will eventually disappear 
without any apparent intervention, whereas a permanent one 
will remain unless it is removed by some external agency. While 
it may seem that permanent faults are more severe, from an 
engineering perspective, they are much easier to diagnose and 
handle. A particularly problematic type of transient fault is the 
intermittent fault that recurs, often unpredictably. A different 
way to classify faults is by their underlying cause. Design faults 
are the result of design failures, like our coding example above. 
While it may appear that in a carefully designed system all 
such faults should be eliminated through fault prevention, this 
is usually not realistic in practice. For this reason, many fault-
tolerant systems are built with the assumption that design 
faults are inevitable, and theta mechanisms need to be put in 
place to protect the system against them. Operational faults, 
on the other hand, are faults that occur during the lifetime of 
the system and are invariably due to physical causes, such as 
processor failures or disk crashes. 
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Finally, based on how a failed component behaves once it has 
failed, faults can be classified into the following categories: 

1. Crash faults
the component either completely stops operating or never 
returns to a valid state; 

2. Omission faults
the component completely fails to perform its service; 

3. Timing faults
the component does not complete its service on time; 

4. Byzantine faults
these are faults of an arbitrary nature.

C.Different Types of Fault Tolerance System

1. General Fault Tolerance
In general, the process for dealing with faults can be grouped 
into a series of distinct activities that are typically (although 
not necessarily) performed in sequence

2. Design for Testability
Design for Testability is one of two independent, yet related 
disciplines—both falling under the “testability” rubric—that 
emerged from the realization that good system diagnostics 
are the result not only of well-developed test and diagnostic 
procedures, but also of decisions made during the product 
design process.  Today, Design for Testability most frequently 
refers to a set of practices that provide a means of ensuring fit 
or function of low-level circuits within electronic circuit boards 
or chips (including fitness for software test). In practice, Design 
for Testability is closely related to Design for Test (both even 
sharing the acronym DFT).

3. FT for safety critical applications
The increasing popularity of computer-based systems in safety-
critical applications in the information society pushed industry 
to need hardware designers and software engineers with new 
knowledge and skills, which enable them to able to face the 
problems posed by the implementation and verification of these 
systems. This demand occurs in the context of accelerated 
change, booming markets and shrinking time-to-market 
requirements [ref 5]. Furthermore, industries demand new 
techniques for introducing suitable mechanisms for guaranteeing 
the fault tolerance in the systems they produce, and for 
verifying their correct design and implementation. Although 
fault tolerant design is a rather old research and application 
area, its application to low-cost and high-volume products (e.g., 
in the automotive, biomedical, or telecommunication areas) 
makes most of the existing techniques simply not applicable, 
due to their high cost and long time for design and verification. 
The mobility supported by the network aims at providing the 
network institutions with the resources to train and update their 
young engineers and researchers in this area [ref 6]. 

4. Hardware Fault Tolerance
The majority of fault-tolerant designs have been directed toward 
building computers that automatically recover from random 
faults occurring in hardware components. The techniques 
employed to do this generally involve partitioning a computing 

system into modules that act as fault-containment regions. 
Each module is backed up with protective redundancy so that, 
if the module fails, others can assume its
function. Special mechanisms are added to detect errors and 
implement recovery. Two
general approaches to hardware fault recovery have been used: 
1) fault masking, and 2) dynamic recovery.

(i). Fault masking
Is a structural redundancy technique that completely masks 
faults within a set of redundant modules. A number of identical 
modules execute the same function s, and their outputs are 
voted to remove errors created by a faulty module. Triple 
modular redundancy (TMR) is a commonly used form of fault 
masking in which the circuitry is triplicated and voted. The 
voting circuitry can also be triplicated so that individual voter 
failures can also be corrected by the voting process. A TMR 
system fails whenever two modules in a redundant triplet create 
errors so that the vote is no longer valid. Hybrid redundancy 
is an extension of TMR in which the triplicated modules are 
backed up with additional spares, which are used to replace 
faulty modules -- allowing more faults to be tolerated. Voted 
systems require more than three times as much hardware 
as nonredundant systems, but they have the advantage that 
computations can continue without interruption when a fault 
occurs, allowing existing operating systems to be used.

(ii). Dynamic Recovery
Is required when only one copy of a computation is running at a 
time (or in some cases two unchecked copies), and it involves 
automated self-repair [ref 2]. As in fault masking, the computing 
system is partitioned into modules backed up by spares 
as protective redundancy. In the case of dynamic recovery 
however, special mechanisms are required to detect faults in 
the modules, switch out a faulty module, switch in a spare, and 
instigate those software actions (rollback, initialization, retry, 
restart) necessary to restore and continue the computation. 
In single computers special hardware is required along with 
software to do this, while in multicomputers the function is 
often managed by the other processors. Dynamic recovery is 
generally more hardware-efficient than voted systems, and it is 
therefore the approach of choice in resource-constrained (e.g., 
low-power) systems, and especially in high performance scalable 
systems in which the amount of hardware resources devoted 
to active computing must be maximized. Its disadvantage is 
that computational delays occur during fault recovery, fault 
coverage is often lower, and specialized operating systems 
may be required.

5. Software Fault Tolerance
Efforts to attain software that can tolerate software design 
faults (programming errors) have made use of static and 
dynamic redundancy approaches similar to those used for 
hardware faults. One such approach, N-version programming, 
uses static redundancy in the form of independently written 
programs (versions) that perform the same functions, and their 
outputs are voted at special checkpoints. Here, of course, the 
data being voted may not be exactly the same, and a criterion 
must be used to identify and reject faulty versions and to 
determine a consistent value (through inexact voting) that 
all good versions can use. An alternative dynamic approach 
is based on the concept of recovery blocks. Programs are 
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partitioned into blocks and acceptance tests are executed after 
each block. If an acceptance test fails, a redundant code block 
is executed.
An approach called design diversity combines hardware and 
software fault-tolerance by implementing a fault-tolerant 
computer system using different hardware and software in 
redundant channels. Each channel is designed to provide the 
same function, and a method is provided to identify if one 
channel deviates unacceptably from the others. The goal is to 
tolerate both hardware and software design faults. This is a 
very expensive technique, but it is used in very critical aircraft 
control applications.

III. Conclusion
In this paper fault tolerance system has been analyzed. 
Definition of fault tolerance, requirements of fault tolerance, 
error classifications, types of fault tolerance has been 
discussed here. Various types of faults and treatment of faults 
has been discussed. Fault-tolerance is achieved by applying 
a set of analysis and design techniques to create systems 
with dramatically improved dependability. As new technologies 
are developed and new applications arise, new fault-tolerance 
approaches are also needed. This paper analyses in detail 
various aspects of falut tolerance.
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