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Abstract
Applications in commercial domains possess large datasets on 
individuals. This data includes private and sensitive information 
e.g. patient diseases, bank account details, organization 
structural details etc. When data mining techniques are applied 
on these applications the private and sensitive information of 
the subjects will be revealed. However, it is necessary to share 
the information in such a way that the identities of the individuals 
are not revealed. So it is necessary to anonymize the data. For 
this the quasi attribute set (attribute set that can be linked 
with original dataset to re-identify individuals) has to identified 
and anonymized. This paper presents the summary of various 
anonymization techniques Multidimensional generalization, 
Multidimensional suppression, Multidimensional Clustering 
and Multidimensional Cryptography to provide privacy for 
individuals. Any of these techniques can be applied to achieve 
privacy for individuals in a better manner.

Keywords
Clustering, Generalization, k-anonymity, Quasi-attributes, 
Suppression. 

I. Introduction
Knowledge discovery is the process of extracting valid, useful and 
understandable patterns from large databases or information 
repositories. Data mining plays a key role in knowledge discovery 
process. Many organizations publish micro data that includes 
public health and demographic information for different 
purposes. The private and sensitive details of users will be 
released when the data mining techniques are applied on these 
databases. The users require that this details to be confidential 
[1-3]. Although attributes that clearly identify individuals, such 
as Name, social security number are removed while releasing 
the data, these databases can sometimes be linked with other 
public databases like voter registration table etc on attributes 
such as Zip code, date of birth to re-identify individuals whose 
databases were supposed to remain anonymous. [4] This is 
shown in fig. 1 and fig. 2.
Fig. 1, shows an employee Table with attributes employee 
number (empno), name, last name, date of birth (DOB) and 
salary for different employees.

EMP NO NAME LASTNAME DOB SALARY

000010 CHRISTINE HAAS 1933-
08-24 52750

000020 MICHAEL THOMPSON 1948-
02-02 41250

000030 SALLY KWAN 1941-
05-11 38250

000050 JOHN GEYER 1925-
09-15 40175

000060 IRVING STERN 1945-
07-07 32250

Fig 1: Employee table

In this table the salary details of the employee should be kept 
confidential. This can be done by removing the fields like first 
name, last name, and date of birth while releasing the data. 
But even then the sensitive details can be revealed when this 
dataset is linked with some external databases like voters 
registration (show in fig. 2) on attributes like date of birth etc. 
Since it is rare for two different employees to have the same 
date of birth it becomes easy to identify the salary details of 
an employee.

NAME LASTNAME DOB
CHRISTINE HAAS 1933-08-24
MICHAEL THOMPSON 1948-02-02
SALLY KWAN 1941-05-11
JOHN GEYER 1925-09-15
IRVING STERN 1945-07-07

Fig. 2: Voter registration table

To avoid such situations privacy regulations are incorporated 
in a number of countries that aim at anonymzing the data 
that include sensitive attributes. Anonymization is the process 
of hiding the private and sensitive details of the users while 
releasing the datasets. Anonymization is done on quasi identifier 
set. A Quasi-identifier set Q is a minimal subset of attributes of 
original dataset that can be linked with external information to 
re-identify individual records whose datasets are supposed to 
be anonymous. K-anonymity is commonly used anonymization 
approach proposed by Samarati and Sweeney [5] that provides 
privacy for individuals. A data set complies with k-anonymity 
protection if each individual’s record stored in the released 
data set cannot be distinguished from at least k-1 individuals 
whose data also appear in the data set. Two commonly used 
k-anonymity techniques are Generalization and Suppression 
which can be of single or multidimensional [6].Generalization 
refers to replacing a value with less significant but semantically 
consistent value. Suppression refers to not releasing the value 
at all. However it is also important to consider the tradeoff 
between privacy and accuracy. i...e; the more accurate the data 
mining results implies less privacy to users data. Similarly the 
more secure the user’s information is supposed to be implies 
less accuracy of data mining results. 
In recent years, advances in hardware technology increased the 
capacity to store and record personal data about costumers 
and individuals. This has lead to concerns that the personal 
data may be misused for a variety of purposes. In order to 
alleviate these concerns, a number of techniques have recently 
been proposed by different researchers  in order to perform 
the data mining tasks in a privacy-preserving way [7-10]. This 
paper focuses on some of these techniques. An employee 
database table from UCI repository (shown in table 1) is taken 
and different privacy preserving techniques is applied to hide 
the salary details of the employees.

Multidimensional Techniques for Privacy Preservation in 
Datasets

1Nathani sushma, 2Priyanka Kanaparthi
1,2Dept. of CSE Green Fields, K.L. University, Vijayawada, India



IJCST Vol. 2, ISSue 4, oCT. - DeC. 2011 ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

w w w . i j c s t . c o m 486  InternatIonal Journal of Computer SCIenCe and teChnology

Table 1: Employee Table

These techniques are:
A. Generalization technique is applied to quasi- attribute set 
to hide sensitive information                          
B. Suppression technique is also applied on this Employee 
database to hide salary details.
C. K-means clustering is applied on quasi attribute set to identify 
the individuals from a group of similar objects.
D. Caesar cipher and rail fence cipher Cryptographic techniques 
are also applied. So it becomes difficult for any external user 
to decrypt the original quasi attribute set to link with employee 
table to re-identify an individual. Any of these techniques can be 
applied on the quasi attribute set of any database to anonymize 
the data. 
In the further sections the multidimensional generalization, 
suppression, and clustering, cryptographic techniques for 
privacy preservation is described in detail.

II. Problem Statement
Privacy preservation in large datasets has become extremely 
difficult. This paper addresses some of the techniques 
proposed by different researchers to provide privacy for 
individuals. In this paper these techniques are applied in their 
multidimensional scenario that is to more than one attribute. 
An employee database table is considered and different 
multidimensional techniques are applied on this database 
for privacy preservation.
The employee table contains fields: empno that is unique 
for every employee, first name, last name, dno (department 
number), hire date, job, sex, DOB and salary. The salary details 
of the employee should be kept confidential from the individuals 
outside the organization. This is done by anonymizing quasi 
attributes.
The quasi attribute set which is a subset of employee table is 
shown above.
To anonymize quasi attribute set different multidimensional 
privacy preserving anonymization techniques are applied as 
discussed in next sections by considering the tradeoff between 
privacy and accuracy.

Table 2:  Quasi Attribute Set                          

III. Privacy Preservation Techniques
The data holder is required to omit the identifying data in 
order to assure that the sensitive information about the users 
cannot be obtained from the released dataset. However it is 
also necessary to maintain the quality of data mining results 
because omitting important information like age in medical 
domain could not determine the kind of attacks that could occur 
to a particular age group. So it is necessary to consider the 
tradeoff between Privacy and accuracy and anonymize data. 

IV. MultiDimensional Generalization for Privacy 
Preservation
Generalization is the process of replacing a value with 
semantically consistent but less significant value. For example 
in address street can be replaced with city and city with state 
and State with country and so on, as a result the identification 
becomes difficult.

Fig. 3:
If the generalization is applied to number of attributes in data 
set then we can call it as multidimensional generalization. 
Algorithm1: Multidimensional Generalization
1.  If the dataset D does not satisfy Anonymity
      Property then
2.  Identify quasi attribute set Q
3.  for all records in Q do 
4. Compute POS (G); // all possibilities to generalize.
5.  End for;
6.  Find the Best of POS (G)
7.  Generalize Q of D by Best 
8.  End if;
9.  Release D.
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Given a data set D, our approach is to provide a table which 
obtains anonymity by identifying and generalizing the quasi 
attribute values Stored in it. Generalization is effective because 
substituting attribute values with generalized values maps more 
values to the same generalized result. This typically decreases 
the number of distinct tuples and thus increases the number 
of tuples having the same values. We enforce generalization 
at the attribute level [11-12].The best generalization approach 
should be identified and quasi attribute set will be anonymized 
using that approach.
In Table 1 employee details are specified in detail .To hide 
private information of the employee is it necessary to 
generalize the quasi attribute set. The fields like first name, 
last name, and hire date are removed directly before releasing 
the dataset. If all the attributes that identify employee are 
removed then data mining results quality will be reduced 
.So to avoid this it is required to anonymize other attributes.      

Fig. 4: (a) Generalization of department number

Fig. 4: (b) Generalization of job 

Fig. 4: (c) Generalization of DOB

In the above fig. the attributes are replaced with their 
semantically consistent values and released. So it is not 
possible to re-identify the individuals. For example in the date 
of birth day is replaced with month and month with year. Since 
there will be number of employees born in the same year it is 
not possible to identify an employee using date of birth. The 
same scenario is applied for other quasi attributes department 
number, job and employee number.

V. Multidimensional Suppression for Privacy Preser-
vation
Suppression refers to removing a certain attribute value and 
replacing occurrences of the value with a special value “*” 
indicating that any value can be placed instead [6].
For example in fig. 5 the original ZIP codes {06148, 06149} can 
be generalized to 0614*, thereby stripping the rightmost digit 
and semantically indicating a larger geographical area.
The domains in databases are used to describe the set of values 
that attributes assume. For example, there might be a ZIP 
domain, a number domain and a string domain. In the original 
database, where every value is as specific as possible, every 
attribute is considered to be in a ground domain.  For example, 
06148 and 06149 are in the ground ZIP domain, Z0. In order 
to achieve anonymity the ZIP codes should be less informative. 
This can be done by making the domain of them at higher level 
Z1 in which the last digit has been replaced by ‘* ’.

Fig. 5: Zip code 

Algorithm 2:  Multidimensional Suppression
1: If the dataset D does not satisfy Anonymity property then
2. Identify quasi attribute set Q
3: for all records in Q do 
4: suppress (Q, D);    
5: end for;
6. End if
7: suppress (Q, D)
8. for each quasi attribute Q
9. For each attribute value a belongs to A where A is subset 
of Q
10. Suppress by replacing with ‘*’ the required characters.
11. End for
12. End for
13. End suppress ()
Given a data set D, our approach is to provide a table which 
respects anonymity by identifying and suppressing the attribute 
values of all quasi attribute set. Suppressing is efficient because 
replacing values with hidden character like “*, %, @, &, #” makes 
identification of an individual very difficult. Multidimensional 
suppression is applied by Slava Kisilevich, Lior Rokach, Yuval 
Elovici, and Bracha Shapira to achieve k-anonymity [13]. In table 
1 the quasi attribute set should be suppressed to anonymize 
data. The anonymization of date of birth, department number, 
and job are shown below. 

                           
Fig 5: (a) Suppression of department number        
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Fig 5: (b) Suppression of day

Fig 5: (c)Suppression of job

In the above figure the attributes are replaced with hidden 
character ‘*” and released. The suppression of day and month 
in date of birth are shown. If the data set is large then day and 
month can be suppressed because there will be number of 
records having same year in date of birth. If data set is small 
then year can also be suppressed.

VI. Multi dimensional Clustering
Clustering is grouping of similar data objects. The objects 
are clustered in such a way that objects within in the cluster 
have high similarity when compared to objects belonging to 
other clusters. A number of clustering algorithms (k-means, 
hierarchical, K-Medoids, DBSCAN etc.; for grouping of similar 
objects are developed by different researchers. In this K-means 
clustering algorithm is used to group the similar objects of 
quasi attributes set. J. Vaidya and C. Clifton applied k-means 
clustering technique over vertically partitioned data for privacy 
pr servation [14].k-means clustering is applied to employee 
table above to job category and the managers are grouped 
to one cluster, the analysts to other and so on. This is shown 
below
Algorithm 3:  K-Means Clustering
1. for each point in dataset D containing m points
2. Randomly select n points as clusters
3. for all remaining m-n points
4. Select one point and identify to which cluster it belongs
5. Re-calculate the centriod each time a new point is placed 
in cluster.
6. Repeat for all m-n points
7. End for
8. End for
The K-Means Algorithm works by first selecting some points as 
centriods (mean of all points) Then from the remaining objects 
one object is selected at one time and it is checked to which 
cluster it belongs and placed in that cluster. This is done for 
all the remaining objects in the dataset. The centroid is re-
calculated each time an object is placed in to the corresponding 
cluster. 

Fig. 6: k-means clustering

From the above figure it can be observed that it becomes 
difficult to identify the salary details of a particular employee. 
This same process is applied to other attributes data of birth, 
employee number, and department number.

VII. Multidimensional Cryptographic Technique.

A. Ceaser cipher
Here to achieve anonymity substitution and transformation 
techniques are used. Caesar cipher is a substitution technique 
proposed by Julius Caesar [15].In this technique encryption is 
performed by replacing each letter of PT by a letter that is three 
places further. The letters a to z are numbered from 1 to 26. 
For example in the employee table above we can encrypt the 
attribute values of job as follows.
Consider MANAGER
The Caesar equivalents of these letters are
M-P
A-D
N-Q
A-D
G-J
E-H
R-U
Therefore manager is replaced by PDQDJHU
For the other attributes in employee table the same process 
is applied. But if Caesar cipher is used it becomes very easy 
for cryptanalyst to break the Original plain text. So after 
performing substitution, transposition technique is applied. 
Simplest transposition technique is rail fence cipher. The text 
to be encrypted should be written as sequence of ciphers. 
Now encrypt PDQDJHU using rail fence cipher. This is shown 
below
P      Q      J     U
    D     D    H
The encrypted message is PQJUDDH (read row by row)
Therefore finally replace manager with PQJUDDH Similarly clerk, 
analyst, designer and operator can also be anonymized. In case 
of attributes like employee number the anonymization is done 
by first replacing each number by its corresponding alphabet 
for example 0-a ,1-b and so on. And then the anonymization is 
done by in similar approach as described above by first applying 
Caesar cipher and then rail fence cipher. The same process 
is followed for other quasi attribute and as a result the data 
is anonymzed.
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1. Advantages
(i). Identification is difficult because both substitution and 
transformation techniques are applied
(a). Play cipher for Anonimization
One more encryption scheme that can be used is play cipher. 
For achieving anonymity one more encryption technique that 
can be used is Play fair cipher cryptographic technique. It 
employed on employee database table given above. Play fair 
cipher is a substitution cipher. [15]. The scheme was invented 
in 1854 by Charles Wheatstone, but was named after Lord 
Play fair who promoted the use of the cipher. The technique 
encrypts pairs of letters (digraphs), instead of single letter. The 
Play fair is significantly harder to break. The ‘key’ for a play fair 
cipher is generally a word example ‘monarchy’.
ALGORITHM 4:   PLAY CIPHER
1. for each character in plain text
2. Remove special symbols if any. 
3. If there is immediate double occurrence replace the second 
occurrence with an ‘x’ e.g. ‘ladder’ –‘ladxer’.
4. End if
5. Add an additional character at end if there is odd number 
of characters
6. End for
7. for all characters in modified Plain text
8. Break the plaintext into pairs of letters, e.g. ‘ladder’ -> ‘la 
dx er’
9. Locate the letters in the key square, (the examples given 
are using the key monarchy. first arrange key and then arrange 
remaining letters as shown in fig.)  
(a). If the letters are in different rows and columns, replace the 
pair with the letters on the same row respectively but at the 
other pair of corners of the rectangle defined by the original 
pair. The order is important–the first encrypted letter of the 
pair is the one that lies on the same row as the first plaintext 
letter. Hence ‘ha’ -> ‘bo’.
(b). If the letters appear on the same row of the table, replace 
them with the letters to their immediate right respectively. ‘ma’ 
-> ‘or’ .
(c). If the letters appear on the same column of the table, 
replace them with the letters immediately below respectively. 
‘rk’ -> ‘dt’.
10. End for
These three cases are below
Case 1: If letters are in different row and column

M O N a R
C H Y b D

E F G i/j K

L P Q s T

V W X y Z
Therefore ‘ha’ -> ‘bo’, ‘es’ -> ‘il’
Case 2: If the letters are in same row

M O N a r

C H Y b d

E F G i/j k

L P Q s t

V W X y z

‘on’ -> ‘ar’, ‘lp’ -> ‘pq’

Case 3: if letters are in same column

M O N a r

C H Y b d

E F G i/j k

L P Q s t

V W X y z

‘of’ becomes hp and fw becomes po
Suppose we want to encrypt the data in these three models. 
So from this if we apply play cipher to job attribute then we 
get the following
MANAGER - ORARIFAZ
CLERK-EUKMIZ
DESIGNER- CKXSQYKM
ANALYST- RAMSBQSZ
PRES-TOIL
OPERATOR- HVKMRSNM
The same process is followed for other quasi attribute and as 
a result the data is anonymzed.

2. Advantages
(i). Cryptanalysis of the play fair cipher is much more difficult 
than normal simple substitution ciphers, because digraphs 
(pairs of letters) are being substituted instead of monographs 
(single letters). 
(ii). It becomes difficult even to identify number of characters 
in plain text since some characters are substituted between 
double occurrences and at the end if odd number of characters 
is present.
Therefore the play cipher technique can be applied to all 
the quasi attributes and as a result privacy of individuals is 
achieved.

VIII. Conclusion
In this Paper we presented various multidimensional techniques 
that can be applied to different datasets to provide privacy 
for individuals. The tradeoff between privacy and accuracy of 
data mining results is maintained through these techniques. 
Additional issues to be studied further include: combining these 
techniques and applying them to different datasets for better 
privacy preservation.
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