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Abstract
In this paper we present an overview of Ad hoc network that 
uses mobile nodes to enable communication outside wireless 
transmission range. We briefly describe the ad-hoc routing 
protocols, the attackers, attacks by the attackers and some 
suggestions and solution for secure routing protocols that follow 
the table driven and on-demand approaches. With the advances 
of wireless communication technology, low-cost and powerful 
wireless transceivers are widely used in mobile applications. 
Mobile networks have attracted significant interests in recent 
years because of their improved flexibility and reduced costs. A 
comparison between proposed solutions can provide the basis 
for future research with some analysis and suggestions.
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I. Introduction
A wireless ad hoc network is a collection of wireless nodes that 
can dynamically self-organize into an arbitrary and temporary 
topology to form a network without necessarily using any pre-
existing infrastructure. An important and essential issue for 
mobile ad hoc networks is routing protocol design that is a 
major technical challenge due to the dynamism of the network 
Compared to wired networks, wireless networks have unique 
characteristics. In wireless networks, node mobility may cause 
frequent network topology changes, which are rare in wired 
networks. In contrast to the stable link capacity of wired 
networks, wireless link capacity continually varies because of 
the impacts from transmission power, receiver sensitivity, noise, 
fading and interference. Additionally, wireless networks have a 
high error rate, power restrictions and bandwidth limitations. 
Active research work for mobile ad hoc network is carrying 
on mainly in the fields of medium access control, routing, 
resource management, power control and security. Because 
of the importance of routing protocols in dynamic multi-hop 
networks, a lot of mobile ad hoc network routing protocols have 
been proposed in the last few years. In a multihop wireless 
ad hoc network, mobile nodes cooperate to form a network 
without using any infrastructure such as access points or 
base stations. Examples of applications for ad hoc networks 
range from military operations and emergency disaster relief 
to community networking and interaction among meeting 
attendees or students during a lecture. In these and other ad 
hoc networking applications, security in the routing protocol is 
necessary to guard against attacks such as malicious routing 
misdirection. This article reviews attacks on ad hoc networks 
and discusses current approaches for establishing secure ad 
hoc routing protocols and its research challenges.

II. Secure Ad hoc Routing Protocols
There exist several proposals that attempt to architect a secure 
routing protocol for ad hoc networks, in order to offer protection 
against the attacks mentioned in the previous section. The 

routing protocol means for wired networks can not be used 
for mobile ad hoc networks because of the mobility of the 
networks. The ad hoc routing protocols can be divided into 
two classes:

Table-driven routing protocols1. 
On demand routing protocols2. 

A. Table-Driven Routing Protocols
In this protocol each node maintains one or more tables 
containing routing information to every other node in the 
network. All nodes update these tables so as to maintain 
consistent and up-to-date view of the network.

1. Dynamic Destination
Sequence Distance-Vector Routing Protocol. It is based on the 
idea of the classical Bellmen-Ford routing algorithm with certain 
improvement. In this protocol every node maintains a routing 
table that lists all the available destinations, the no. of hops 
to reach the destination and the sequence no assigned by the 
destination node. This no. is used to distinguish stale routes 
from new one and thus avoid formation of loops. The stations 
periodically transmit their routing tables to their immediate 
neighbors. 

2. Wireless Routing Protocol
It is a routing protocol based on distance vector routing protocol. 
Each node in the network maintains a Distance table, a Routing 
table, a Link-Cost table and a Message Retransmission list.

3. Global State Routing Protocol
In this algorithm each node maintains a Neighbor list, a 
Topology table, a Next Hop table and a Distance table. The 
routing messages are generated on a link change as in link state 
protocols. On receiving a routing message, the node updates 
its topology table if the sequence number of the message is 
newer than the sequence number stored in the table. After 
this the node reconstructs its routing table and broadcast the 
information to its neighbors. 

4. Fisheye State routing Protocol
It is an improvement of GSR. The large size of update messages 
in GSR waste a considerable amount of network bandwidth. 
In FSR, each update messages doesn’t contain information 
about all nodes. Instead, it exchanges information about closer 
nodes more frequently than it does about farther nodes thus 
reducing the update message size.
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Fig. 1:
The central node (Red) has almost accurate information about 
all nodes in the white circle and so on. 

5. Hierarchical State Routing
In this protocol there is multilevel clustering and logical 
partitioning of nodes. The network is partitioned into clusters 
and a cluster-head elected as in a cluster-based algorithm. In 
HSR, the cluster-heads again organize themselves into clusters 
and so on. The nodes of a physical cluster broadcast their link 
information to each other. The cluster-head summarizes its 
cluster’s information and sends it to neighboring cluster-heads 
via gateway. 

6. Zone-Based Hierarchical Link State Routing 
Protocol
In this protocol network is divided into non-overlapping zones. 
ZHLS defines two level of topologies node level & Zone level. A 
node level topology tells how nodes of a zone are connected to 
each other physically. Zone level tells how zones are connected. 
A node LSP of a node contains its neighbor node information 
and is propagated withthe zone where as a zone LSP contain 
the zone information and is propagated globally.

7. Clustered head gateway Switch Routing Protocol
It uses the basis of DSDV Routing algorithm .The node are 
aggregated into clustered & a cluster-head is elected. All 
node that are in the communication range of the cluster–had 
belong to its cluster. A gateway node is the node that is in the 
communication range of two or more cluster head. As shown 
in fig:

Fig. 2: Example of CGSR routing from node 1 to node 12

B. On-Demand Routing Protocol
These protocols take a lazy approach to routing. In contrast 
to table-driven routing protocols all up-to-date routes are not 
maintained at every node, instead the routes are created as and 
when required. When a source wants to send to a destination, 
it invokes the route discovery mechanisms to find the path to 
the destination. The route remains valid till the destination is 
reachable or until the route is no longer needed. This section 
discusses a few on-demand routing protocols.

1. Cluster Based Routing Protocol
When a node comes up, it has the “undecided” state! The first 
action of this node is to start a timer and broadcasts a HELLO 
message.  When a cluster-head receives this HELLO message, 
it replies immediately with a triggered HELLO message. After 
that, when the node receives this answer, it will change his 
state into the “member” state. But when the node gets no 
message from any cluster-head, it makes itself as cluster-head, 
but only when it has bi-directional link to one or more neighbors. 
Otherwise, when it has no link to any other node, it stays in the 
“undecided” state and repeats the procedure with sending an 
HELLO message again. Ad Hoc On-demand Distance Vector 
Routing. It is an improvement on the DSDV algorithm. To find a 
path to the destination, the source broadcast a route request 
packet. The neighbor in turn broadcast the packet to their 
neighbor till it reaches an intermediate node that has recent 
route information about the destination. A node discards a 
route request packet if it has already seen. Route request uses 
a sequence number to ensure that the routes are loop-free 
and to make sure that if the intermediate nodes reply to route 
request they reply with the latest information only.

2. Dynamic Source Routing
The DSR protocol allows nodes to dynamically find a source 
route across multiple networks. In this each data packet sent 
then carries in its header completely, ordered list of nodes 
through which the packet must pass, allowing packet routing 
to be trivially loop-free and avoiding the need for up-to-date 
routing information in the intermediate nodes through which 
the packet is forwarded. 

3. Temporally Ordered Routing
The Temporally Ordered Routing Algorithm (TORA) is a highly 
adaptive, efficient and scalable routing algorithm. It is a 
source-initiated on-demand protocol and it finds multiple 
routes between the source and the destination. TORA is a 
fairly complicated protocol but its main feature is that when 
a link fails the control messages are only propagates around 
the point of failure. While other protocols need to re-initiate a 
route discovery when a link fails, TORA would be able to patch 
itself up around the point of failure. This feature allows TORA 
to scale up to larger networks but has higher overhead for 
smaller networks

4. Associatively Based Routing
ABR defines a new metric for routing known as the degree 
of association stability. It is free from deadlocks, loops and 
packet duplicity. The routes are thus selected are liked to be 
long-lived. ABR is beacon-based, so that each node generates 
periodic beacons (hello messages) to signify its existence to the 
neighbors. These beacons are used to update the associatively 
table of each node. With the temporal stability and associatively 
table the nodes are able to classify each neighbor link as stable 
or unstable. ABR takes up a few metrics like. 

III. Attackers 
An attacker can attempt to reduce the amount of routing 
information available to other nodes, by failing to advertise 
certain routes or by destroying or discarding routing packets 
or parts of routing packets. A node failing to advertise a 
route indicates its unwillingness to forward packets for those 
destinations. We do not attempt to defend against this attack, 
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since the attacker could also otherwise drop data packets sent 
to those destinations. Attacker may be of two types-Active 
and Passive. A passive attacker doesn’t send message, it 
just eavesdrops on the network. An active attacker injects the 
packets in to the network (but not it eavesdrops as well). For 
example, an attacker might similarly create a routing black hole, 
which attracts and drops data packets. An attacker creates 
a black hole by distributing forged routing information (that 
is, claiming falsified short distance information); the attacker 
attracts traffic and can then discard it. In a special case of a 
black hole, an attacker could create a gray hole, in which it 
selectively drops some packets but not others, for example, by 
forwarding routing packets but not data packets.

IV. Security Threats
Attacks on ad hoc network routing protocols generally fall into 
one of two categories:

A. Routing-disruption attacks
In this a malicious node intentionally drop control packets, 
misroute data or disseminates incorrect information about its 
neighbors and / or its pre discovered routing capabilities to 
particular destination. An attacker might try to:

Forge messages by spoofing originator or destination 1. 
addresses.
Signals false route error or modify route error messages.2. 
Alter or replace originator destination or sender addresses 3. 
in routed addresses.

B. Resource-consumption attacks
In this the attackers mighty try to consume network resources 
by:

Initiating large numbers of routes request to bogus 1. 
destination in order to exhaust the resources of the 
network. 
Playing the “Gray Hole Attack” or “Selective Dropping” of 2. 
packets, resulting in increased number of routes request 
from neighbor nodes that have limited routing capabilities, 
exhausting neighbors’ resources. 

C. Attacks on data traffic
Based on the threat analysis and the identified capabilities of 
the potential attackers, we will now discuss several specific 
attacks that can target the operation of a routing protocol in 
an ad hoc network. 

D. Location disclosure
Location disclosure is an attack that targets the privacy 
requirements of an ad hoc network. Through the use of traffic 
analysis techniques or with simpler probing and monitoring 
approaches an attacker is able to discover the location of a 
node, or even the structure of the entire network. 

E. Black hole
In a black hole attack a malicious node injects false route 
replies to the route requests it receives advertising itself as 
having the shortest path to a destination. These fake replies 
can be fabricated to divert network traffic through the malicious 
node for eavesdropping, or simply to attract all traffic to it in 
order to perform a denial of service attack by dropping the 
received packets. 

F. Replay
An attacker can performs a replay attack by recording old valid 
control message and resending them to make other node 
update their routing table with stale (not fresh) route. This 
attack is successfully even if control messages bear to digest 
or a digital signature that does not include a timestamp.
G. Wormhole
The wormhole attack is one of the most powerful presented 
here since it involves the cooperation between two malicious 
nodes that participate in the network. One attacker, say node A, 
captures routing traffic at one point of the network and tunnels 
them to another point in the network, say to node B, that shares 
a private communication link with A. Node B then selectively 
injects tunneled traffic back into the network (see Figure 1). 
The connectivity of the nodes that have established routes 
over the wormhole link is completely under the control of the 
two colluding attackers.

Fig. 2: A wormhole attack performed by colluding malicious 
nodes A and B

H. Blackmail
This attack is relevant against routing protocols that use 
mechanisms for the identification of malicious nodes and 
propagate messages that try to blacklist the offender. An 
attacker may fabricate such reporting messages and try to 
isolate legitimate nodes from the network. The security property 
of non-repudiation can prove to be useful in such cases since 
it binds a node to the messages it generated. 

I. Denial of service
The routing table overflows and the sleep depreciation attacks 
fall in this category. In the former the attacker attempts to 
create overwhelm the routing protocol implementations in the 
latter, the attacker attempts to consume batteries i.e. power of 
other nodes (computer) by requesting routes, or by forwarding 
unnecessary packets.

J. Routing table poisoning
Routing protocols maintain tables which hold information 
regarding routes of the network. In poisoning attacks the 
malicious nodes generate and send fabricated signaling traffic, 
or modify legitimate messages from other nodes, in order to 
create false entries in the tables of the participating nodes. 
For example, an attacker can send routing updates that do not 
correspond to actual changes in the topology of the ad hoc 
network. Routing table poisoning attacks can result in selection 
of non-optimal routes, creation of routing loops, bottlenecks 
and even partitioning certain parts of the network. 
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V. Analysis
In this article we discuss about several protocols for ad 
hoc routing over a wireless network. Attacks on it were also 
discussed. Two types of routing protocol were discussed:- 
Table driven and on-demand routing protocols. In table-driven 
protocols, each node maintain up-to-date routing information 
to all the nodes in the network where in on-demand protocols 
a node finds the route to a destination when it desires to send 
packets to the destination. Some table driven protocols were 
discussed. In DSDV and GSR, destination sequence numbers 
are used to keep route loop- free and up-to-date. FSR reduces 
the size of tables to be exchanged by maintaining less accurate 
information about nodes father away. On-demand routing 
protocols were also discussed. CBRP is cluster based routing 
algorithm like CGSR except that it is an on-demand routing 
mechanism as opposed to CGSR that is table- driven. AODV is 
on-demand version of DSDV routing protocol. DSRP is a source 
routing mechanism where the route is in each packet. ABR 
uses the degree of associability to select routes. Similarly, SSR 
selects routes based on signal strength.

VI. Suggestions 
One solution to the wormhole attack is packet leashes. We 
consider specifically two things of packet leashes: geographical 
and temporal. The main idea is that by authenticating either an 
extremely precise timestamp or location in formation combined 
with a loose timestamp, a receiver can determine if the packet 
has traversed an unrealistic distance. 
Two types of security mechanism are typically based on key 
based cryptography. Key distribution is at the central of prevent 
mechanism, since no central authority, no centralized trusted 
third party, and no central server are available ad hoc. Detective 
mechanism has to monitor and rely on the audit trace that is 
limited to communication activities taking place within the 
radio range.
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