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Abstract
It is difficult for the academic communities to experiment 
with computer architecture. Singularity is designed to make 
it easier for researchers to test how operating systems and 
applications interact with each other. Singularity is a managed 
code operating system that could work as a laboratory for 
designing systems, extending programming languages, and 
developing new techniques and tools for specifying and verifying 
program behavior. It is designed from scratch when started 
developing with a question: what would a software platform 
look like it was designed from scratch with the primary goal of 
dependability? Singularity demonstrates the practicality of new 
technologies and architectural decisions, which should lead to 
the construction of more robust and dependable systems.
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I. Introduction 
Software that was used in the computing environments runs on 
platforms that has developed and evolved over the past 40-50 
years and increasingly showing its age. This platform is the vast 
collection of code-operating systems, programming languages, 
compilers, libraries and run time systems, middleware etc-and 
hardware that enables a program to execute. Run-time conflicts 
can affect even the most rigorously tested software systems. 
The lack of dependability in current systems is most apparent 
in their susceptibility to unanticipated security vulnerabilities, 
their instability due to third party code, and their uncertain 
behavior in the face of software installation, update, or removal. 
The complexity of device drivers has grown considerably in the 
last decade as users have come to expect rich features such 
as hot-swapping and power management. Popular operating 
systems such as Windows, Linux, and FreeBSD have responded 
in a variety of ways, but at their core these systems possess 
the same driver model, with the same inherent weaknesses, as 
they possessed a decade ago. We used the Microsoft Research 
Singularity Operating System to experiment with solutions to 
the problems of driver reliability and sandboxing. Singularity 
uses type-safe languages and system-wide metadata to replace 
hardware protection with verification of memory safety. The 
metadata of singularity allows both online and offline verification 
of driver resource utilization and ensures three invariants: the 
OS never installs a device driver that cannot start successfully, 
the OS never starts a device driver that cannot run successfully, 
and device drivers never use hardware or IPC resources they 
haven’t declared.

II. Singularity
Singularity is a new operating system being developed as a 
basis for more dependable system and application software. 
Singularity exploits advances in programming languages and 

tools to create an environment in which software is more likely 
to be built correctly, program behavior is easier to verify, and 
run-time failures can be contained. 
A key aspect of singularity is an extension model based on 
separate software isolated process (SIP). Singularity runs 
each driver in a SIP unlike processes in traditional operating 
systems which rely on hardware protection mechanisms to 
provide memory isolation; Singularity relies on language safety 
to verify that no SIP is capable of writing onto another SIP’s 
pages. Encapsulated in SIP’s, individual drivers can be stopped 
and restarted as needed without bringing down the entire 
operating system.
All code outside the kernel executes in a SIP. SIP’s differ from 
conventional operating system processes in some manners:
1. Two singularity processes cannot simultaneously access an 
object because SIPs are closed object spaces, not address 
spaces. 
2. Because SIPs are closed code space, a process cannot 
dynamically load or generate code. 
3. Communications between SIPs are bidirectional, 
typed strongly, higher-order channels, which specifies its 
communication protocol as well as the transferred and both 
aspects are verified. 
4. SIPs do not rely on memory management hardware for 
isolation. Multiple SIPs can reside in a physical or virtual 
address space. 
5. SIPs are low costs i.e. they are inexpensive to create and 
communication between SIPs incurs low overhead, which 
makes it practical to use as a fine isolation and extension 
mechanism. 
6. SIPs are created and terminated by the operating system, 
so that on termination, a SIP’s resources can be efficiently 
reclaimed. 
7. Even to the extent of having different data layouts, run-
time systems, and garbage collectors, SIPs are executed 
independently. 
Microsoft Research made the Singularity source code available 
at no charge for academic, non-commercial use by releasing 
it to CodePlex, an online portal created in 2006 to foster 
collaborative software-development projects and to host 
shared source code.

III. The Advantage 
Singularity differs fundamentally from other operating systems 
in that it is written almost entirely in an extension of C#, a 
modern, high-level programming language. This enables a more 
dependable overall computing environment because C# gives 
Singularity security advantages over operating systems written 
in lower-level languages such as C or C++. For example, by 
using C#, the researchers prevented a class of errors known 
as buffer overruns, thereby eliminating an area of vulnerability 
typically exploited by worms and viruses. In singularity 
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application installation is a privileged operation, during which, 
the OS complies an application from type-safe MSIL to native 
code with compiler. As it is developed from scratch, hence 
it is completely a new operating system available free as a 
prototype operating system for researchers and developers. 
Singularity, without the pressure for backward compatibility, 
provides mechanisms (SIPs and channels) that are general 
programming constructs, suitable for application and system 
code, as well as for device drivers. Software fault isolation (SFI) 
isolates code in its own domain by inserting run-time tests to 
validate memory references and indirect control transfers, a 
technique called sandboxing. Sandboxing can incur high costs 
and only provides memory isolation between a host and an 
extension. It does not offer the full benefits of language safety 
for either the host or extension. Sandboxing also does not 
control data shared between the two, so they remain coupled 
in case of failure.

IV. Contributions
We have three contributors to improve the management of device 
drivers. First, the abstraction created for treating application 
as first-class entities which enables the OS to reason about 
applications and provide guarantees. In singularity the device 
drivers are made a subclass of abstraction and installation is 
the first-class operation performed by the OS applications. 
Secondly, a simple language extension is presented for declaring 
the I/O and IPC resource requirements of a device driver. 
Third, extensions to Singularity are provided that use the 
application abstraction and driver resource declarations to 
provide guarantees about the I/O and IPC resources used by a 
device driver. Microsoft hopes that Singularity will help improve 
software reliability boost research in programming languages 
and tools. This is not a Windows replacement but the features 
are more than the Windows. Its processes can be written in any 
safe language (with MSIL Compiler). Thus making the processes 
lightweight. 

V. Research Motivation
Singularity is first and foremost a research system. Singularity 
exists to enable prototyping and evaluation of new OS, language, 
and tools research. The primary benefits of Singularity for 
OS, language, and tools research are minimalism, design 
clarity, and extensive utilization of modern languages and 
tools. As Singularity is different from other operating systems 
that it entirely written in C#, a modern language (high-level 
programming language) that enables a more reliable and 
dependable computing because C# gives more security 
advantages over operating system written in lower level 
languages such as C or C++. Hence researchers may have a 
more exciting area of research for enabling security tradeoff 
between previous operating systems and Singularity i.e. 
operating system designed in high–level languages.

VI. Conclusions
In this paper the fundamental milestones are described that 
are achieved through Singularity. Singularity has sufficient 
information to monitor the communication of its drivers from 
the moment they begin, enabling it to prevent errors due to 
inappropriate resources use. Singularity incorporates some 
architectural features like Software-Isolated Processes (SIPs) to 
help protect programs and system services. Second feature is 
that it provides program’s many SIPs to communicate and share 

information because they worked towards shared objective. 
The third feature is manifests based programs that have some 
information about it so that project may be more reliable.

References
[1] Galen Hunt, Jim Larus, "Singularity: Rethinking Dependable 

Systems Design”, by Microsoft Research March 4, 2008
[2] Michael F. Spear, Tom Roeder, Orion Hodson, Galen C. 

Hunt, Steven Levi, “Solving The Starting Problem: Device 
Drivers as Self-Describing Artifacts”.

[3] C. Dodge, C. Irvine, T. Nguyen, "A Study of Initialization ",in 
Linux and Open BSD. SIGOPS Operating Systems Review, 
2005

[4] Galen C. Hunt and James R. Larus., Singularity Technical 
Report 1, "Singularity Design", Motivation by Dec 17, 
2004.

[5] Microsoft Developes New Operating System From Scratch, 
report by PC World.


