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Abstract
The voluminous digital data exchange between various computers 
has introduced large amount of security vulnerabilities. Encryption 
schemes have been increasingly studied to meet the demand 
for real-time secure transmission of data over the Internet and 
through wireless networks. In this paper, we try to study a new 
cryptographic key exchange protocol based on superior Mandelbrot 
and Superior Julia sets. In this study we analyze a cryptographic 
system utilizing fractal theories; this approach uses concept of 
public key cryptography by taking advantage of the connection of 
Superior Julia and Superior Mandelbrot sets. This paper exploits 
the main feature of public key security. 

Keywords
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I. Introduction  
Enhanced security will definitely be a great relief for paranoid 
people. RSA cipher is most commonly used for public-key 
encryption depends on the difficulty of factoring large numbers
(Stallings., 2003) [27]. RSA today is used in hundreds of software 
products and can be used for key exchange, digital signatures, 
or encryption of small blocks of data. RSA uses a variable size 
encryption block and a variable size key (Rivest et al., 1978)
[24].
This study proposes a new fractal (based on Superior Mandelbrot 
and Superior Julia sets) encryption key protocol which secures 
transmission of data between computers. The working of the 
proposed scheme depends on the strong interconnection between 
two Superior Julia and Superior Mandelbrot sets which generates 
the corresponding public and private keys. Cryptography is 
classified into Symmetric key(Secret Key) cryptography (fig. 1) 
and Asymmetric key (Public key) cryptography [27]. In Modern 
PKC algorithms, there is a pair of keys, one of which is known 
to the public and used to encrypt the plaintext to be sent to the 
receiver who owns the corresponding decryption key, known as the 
private key (fig. 2). In general, a security protocol uses public-key 
cryptosystem to exchange the secret key between communicating 
nodes and then uses secret-key algorithms with the agreed secret 
key as the password to ensure confidentiality on the data transferred  
(Branovic et al., 2003; Menezes et al., 1996) [2].

                                            
     Secret Key        Secrect Key
Fig. 1: Symmetric Key Cryptography

Fig. 2:  Asymmetric Key Cryptography

Fractal is a geometric pattern that cannot be represented by classical 
geometry as it is a geometric figure that repeats itself under several 
levels of magnification; a shape that appears irregular at all scales 
of length, e.g. a fern. This geometric fig., built up from a simple 
shape, by generating the same or similar changes on successively 
smaller scales; it shows self-similarity. This means they usually 
contain little copies of themselves buried deep within the original 
and also have infinite details. The repetition  of form over a variety 
of scales is called self similarities. The bigger eddies in a turbulent 
flow look much the same as the smaller ones, and vice versa. 
Fractals are used especially in computer modeling of irregular 
patterns and structures in nature. The backbone of the fractal is 
iteration method i.e. feedback system. In other words the same 
process is performed repeatedly i.e.the output of the system acts 
as an input for next one. ‘Fractal’ has its origination from a Latin 
word ‘fractus’, which means ‘to break’. The term fractal was first 
coined by B. B. Mandelbrot in 1975, which is also known as the 
‘father of fractal geometry’. Fractal are usually characterized as 
having non-integer dimensions and are an example of a Chaos 
system, where by changing the initial parameters to the system, 
even slightly, can generate a totally new Fractal image altogether 
[7].

        (a)

     
        (b)
Fig. 3:

The Mandelbrot Fractal set (see fig. 3) is the set of points on a 
complex plane. The Fractal image can be generated by applying 
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Equation 1 recursively [13].
Zn= Zn-1

2+c;Z0 = 0; c, Zn∈c; n∈Z   (1)
Zn= Zn-1

2 + c; Z0 = 0; c, Zn-1∈c; n∈ Z  (2)      
The difference between the Mandelbrot set and the Julia set is 
that the Mandelbrot set iterates Zn-1

2+c with Z starting at 0 and 
varying c with every iteration, while Julia set iterates Zn-1

2+c for 
fixed c and starting with non-zero value of Z [6, 10]. All points, Zn, 
must reside on the Mandelbrot set or the Julia set, respectively. In 
our work, we are depending on the intrinsic connection between 
both of the Mandelbrot and the Julia Fractal sets. The connection 
between the Mandelbrot set and the Julia set is that each point 
c in the Mandelbrot set specifies the geometric structure of the 
corresponding Julia set.

II. Review of Literature
Recently Rani and Kumar [18] have given the concept of Superior 
Julia set and Superior Mandelbrot set [17-18] in the study of 
discrete dynamical system. They can be used effectively to play 
a significant role in cryptographic security. Further with the help 
of complex variables efficient algorithms can be generated.                 

A. Superior Mandelbrot and Superior Julia Sets 
(Rani and Kumar [18]). The superior Mandelbrot set (SM set) for 
the polynomial Qm,c(z) := zm + c, where m > 1 is a positive integer, 
is defined as the collection of values of c for which the superior 
orbit of z = 0 does not escape to infinity. Ihe Mandelbrot sets for 
Qm,c(z) are SM sets with β = 1. The escape criterion plays a vital 
role in the generation and analysis of Mandelbrot sets and its 
variants. This paper extends their following result, which gives a 
general escape criterion for the polynomial Qm,c(z), m ≥ 2 .
The Superior Julia sets is the set of points whose orbit are bounded 
under the superior iteration of the function Qm,c(z), where {βn} 
converges to a non-zero number between 0 & 1. The general  
superior escape criterion for the function Qm,c(z) = zm + c is given 
by max  where, 0< βn<=1, n=1,2,……….m>1 
& a positive integer and c is a complex parameter.

B. Public Key Encryption based on the Superior 
Mandelbrot and Superior Julia Sets 
Most of the currently used public-key primitives are computationally 
expensive with relatively lengthy key requirement due to 
dependency on the number theory, which the primitives were 
derived from. Therefore, it’s important to develop (investigate) new 
cryptography primitives from other mathematical hard problem 
(NP hard) which is directly not based on number theory.
In this work, we propose new public-key primitives based on 
Superior Mandelbrot and Superior Julia Fractal sets. However, 
this study attempts to deal with the following problems which are 
related to Cryptographer requirements:

Key size and variation: most of public-key Cryptography 1. 
protocols depend on a large prime key that to ensure the 
security of these protocols and prevent a brute force attack.
Algorithm speed: a lot of the public-key Cryptography 2. 
protocols perform at a low speed depending on key size.
Performance evaluation: some of the public-key protocols 3. 
provide high level of security at a much higher cost.

These arguments lead to other problems which are related to the 
security in the user’s applications through the open network. 
These problems are represented by the wide internet access and 
its applications such as e-payment, e-business, etc.
The problems of attacks which are faced by cryptanalysts have 
made us look for the new system that can be applied to the 

cryptosystem. Our study in this thesis focuses on the Fractal 
which is a NP-hard problem (hard to cryptanalyst).This study 
proposes new public-key primitives based on Superior Mandelbrot 
and Superior Julia Fractal sets. The creation of the Fractal based 
public-key primitives is possible because of the strong connection 
between the Mandelbrot and Julia Fractal sets[28]. Since fractal 
Sets are based on complex number theory and Fractal images 
can be represented with some complex variable. It gives rise 
to the fact that Cryptosystem can be further enhanced by using 
encryption through Fractal images. In the proposed protocols, 
Mandelbrot Fractal function takes the chosen private key as the 
input parameter and generates the corresponding public key. Julia 
Fractal function is then used in accordance with the function and 
the required algorithm specifically. In the key exchange protocol, 
the Julia function is used to calculate the shared key based on the 
existing private key and the received public key. In the public-key 
encryption algorithm, the Julia function is used to encrypt the 
plaintext with the receiver’s public key and decrypt the cipher 
text based on the receiver’s private key. Finally, in the digital 
signature scheme, the Julia function is used to sign the message 
with the receiver’s public key and verify the received message 
based on the receiver’s private key. In addition, another variation 
of the signature algorithm is proposed where the verification can 
be made by the general public. In this alternative method, the 
sender will generate his public and private keys by Mandelbrot 
function and then the Julia function will be used by the public to 
verify the message based on the sender’s public keys. 
The proposed public-key [7] primitives were designed to be resistant 
against attacks, utilize small key size and perform comparatively 
faster  than most of the existing public-key primitives such as 
RSA (Rivets, Shamir and Adleman), DH (Diffie Hellman) [24] 
etc. The proposed Fractal public-key primitives are, therefore, 
an attractive alternative to the traditional number theory based 
public-key primitives.

III. Superior Mandelbrot and Superior Julia Sets Used 
for Key Generation in RSA  
In the proposed protocol sender and receiver will agree and use 
a public domain value, c. The receiver and sender generates their 
private key in the form of (e,n) and (k,d) respectively. As these 
keys are generated both sender and receiver will use their private 
key values and the value of c as input to the superior Mandelbrot 
function to produce the public keys znd and zke. And  then both 
sender and receiver must exchange the public keys. Using key 
distribution authorities sender will obtain receiver’s public key 
, znd and uses this value together with her private key and the 
plaintext, as inputs to the Superior Julia sets to produce cipher text 
V which will be sent to Bob. To retrieve the original text receiver 
must have sender’s public key, zke and the cipher text V which 
will then be used as input values together with his own private 
key to Superior Julian function for deciphering V.

Fig. 4 proposes use of the Superior Mandelbrot and Superior Julia 
sets For public and private key generation

IV. Conclusion
The problems of attacks which are faced by cryptanalysts have 
made us look for the new system that can be applied to the 
cryptosystem. Our study in this thesis focuses on the Fractal 
which is a NP-hard problem (hard to cryptanalyst).This study 
proposes new public-key primitives based on Superior Mandelbrot 
and Superior Julia Fractal sets. The creation of the Fractal based 
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public-key primitives is possible because of the strong connection 
between the Mandelbrot and Julia Fractal sets [28]. Further by 
using different iterative procedures and more fractal concepts we 
can make more efficient and increased performance algorithm 
for the same.

 Sender   Receiver
 
   

 zke   

Fig. 4:
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