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Abstract
Nowadays Intrusion Detection Systems (IDS) are very important 
for every information technology company which is concerned 
with security and sensitive systems. Even if a lot of research was 
already done on this topic, the perfect IDS have still not been 
found and it stays a hot and challenging area in computer security 
research. Current intrusion detection techniques mainly focus on 
discovering abnormal system events in computer networks and 
distributed communication systems. Most of the existing IDS use 
all 41 features in the network to evaluate and look for intrusive 
pattern some of these features are redundant and irrelevant. The 
drawback of this approach is time-consuming detection process 
and degrading the performance of Intrusion detection systems. 
In this proposed system Principal Component Analysis (PCA) 
is used to reduce the number of features in KDD dataset. After 
reducing feature, we have designed fuzzy logic-based system for 
effectively identifying the intrusion activities within a network. 
The proposed fuzzy logic-based system can be able to detect an 
intrusion behavior of the networks since the rule base contains 
a better set of rules. Here, we have used automated strategy for 
generation of fuzzy rules, which are obtained from the definite 
rules using frequent items. The experiments and evaluations of 
the proposed intrusion detection system are performed with the 
KDD Cup 99 intrusion detection dataset. The experimental results 
clearly show that the proposed system achieved comparable and 
some cases higher rate in identifsying whether the trasaction 
(records) in network are intrusive activity or normal activity.

Keywords
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I. Introduction
In the field of networking, the area of network security consists of 
the provisions and policies adopted by the network administrator to 
prevent and monitor unauthorized access, misuse, modification, or 
denial of the computer network and network-accessible resources. 
Network security involves the authorization of access to data in a 
network, which is controlled by the network administrator. Users 
choose or are assigned an ID and password or other authenticating 
information that allows them access to information and programs 
within their authority. Network security covers a variety of computer 
networks, both public and private, that are used in everyday jobs 
conducting transactions and communications among businesses, 
government agencies and individuals. Networks can be private, 
such as within a company, and others which might be open to public 
access. Network security is involved in organizations, enterprises, 
and other types of institutions. It does as its title explains: It secures 
the network, as well as protecting and overseeing operations being 
done.

II. Intrusion Detection System (IDS)
An intrusion detection system is used to monitor network 
traffic, check for suspicious activities and notifies the network 
administrator or the system. In some instances, the IDS might 

also react to malicious or anomalous traffic and will take action 
such as barring the user or perhaps the IP address source from 
accessing the system.
IDS are available in many different types and will approach the 
mission of uncovering shady traffic in various ways. One can 
find host-based (HIDS) and network-based (NIDS) systems. 
Additionally, there are also IDS which detect movements by 
searching for particular signatures of well-known threats, just like 
the way how antivirus software generally detects and safeguards 
against malware and also IDS which detect by assessing traffic 
patterns against the baseline and look for anomalies. Besides that, 
there are IDS that basically observe and alert, plus systems that 
carry out an action or even actions in reaction to a recognized 
threat. 
Intrusion Detection Systems (IDS) [1] have become popular tools 
for identifying anomalous and malicious activities in computer 
systems and networks.
There are two types of IDS:
1. Misuse Detection Systems [2] that detect abnormal patterns in 
system usage by comparing them with known signature patterns. 
2. Anomaly Detection Systems [3] that construct profiles of 
normal behavior and flag all deviations from estimated profiles 
as intrusions.
An active Intrusion Detection Systems (IDS) is also known as 
Intrusion Detection and Prevention System (IDPS). Intrusion 
Detection and Prevention System (IDPS) is configured to 
automatically block suspected attacks without any intervention 
required by an operator. Intrusion Detection and Prevention System 
(IDPS) has the advantage of providing real-time corrective action 
in response to an attack. A passive IDS is a system that’s configured 
to only monitor and analyze network traffic activity and alert an 
operator to potential vulnerabilities and attacks. A passive IDS is 
not capable of performing any protective or corrective functions 
on its own. Passive IDS can only recognize intrusions however 
active IDS can detect and respond to them. If a passive IDS notices 
that many pings are coming from an IP address the pings may be 
recorded as a ping of death attack. If active IDS noticed the same 
behavior it might chose to ignore packets coming from that address 
as well as recording the incident as a possible attack.

III. Soft Computing
Soft Computing is the fusion of methodologies that were designed 
to model and enable solutions to real world problems, which are 
not modeled, or too difficult to model, mathematically. These 
problems are typically associated with fuzzy, complex, and 
dynamical systems, with uncertain parameters. These systems 
are the ones that model the real world and are of most interest to 
the modern science. Among the methodologies of soft Computing, 
two seem to, mistakenly, are considered alternatives, namely, 
Fuzzy Computing and Probabilistic Computing. The fusion 
of methodologies that characterizes Soft Computing suggests 
the complementarity, rather than the comparison, of the two 
systems.
Soft Computing is a new multidisciplinary field that was proposed 
by Dr. Lotfi Zadeh, whose goal was to construct new generation 
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Artificial Intelligence, known as Computational Intelligence. The 
idea of Soft Computing was initiated in 1981. Since then, the concept 
of Soft Computing has evolved. Dr. Zadeh defined Soft Computing 
in its latest incarnation as the fusion of the fields of Fuzzy Logic, 
Neuro-computing, Evolutionary and Genetic Computing, and 
Probabilistic Computing into one multidisciplinary system. The 
main goal of Soft Computing is to develop intelligent machines 
and to solve nonlinear and mathematically unmodelled system 
problems Earlier computational approaches could model and 
precisely analyze only relatively simple systems. More complex 
systems arising in biology, medicine, the humanities, management 
sciences, and similar fields often remained intractable to 
conventional mathematical and analytical methods. That said, it 
should be pointed out that simplicity and complexity of systems 
are relative, and many conventional mathematical models have 
been both challenging and very productive. Soft computing deals 
with imprecision, uncertainty, partial truth, and approximation to 
achieve practability, robustness and low solution cost. Components 
of soft computing include:

Fuzzy Logic• 
Neural Network• 
Genetic Algorithm• 

A. Fuzzy Logic
Fuzzy logic was initiated in 1965 [4-6], by Lotfi A. Zadeh, professor 
in computer science at the University of California in Berkeley. 
Since then Fuzzy logic has emerged as a powerful technique for 
the controlling industrial processes, household and entertainment 
electronics, diagnosis systems and other expert systems.
The motivation for fuzzy logic was expressed by Zadeh (1984) [7], 
in the following way: “The ability of the human mind to reason 
in fuzzy terms is actually of a great advantage. Even though a 
tremendous amount of information is presented to the human 
senses in a given situation – an amount that would choke a typical 
computer somehow the human mind has the ability to discard most 
of this information and to concentrate only on the information 
that is task relevant. This ability of the human mind to deal only 
with the information that is task relevant is connected with its 
possibility to process fuzzy information. By concentrating only 
on the task-relevant information, the amount of information the 
brain has to deal with is reduced to a manageable level”.
Fuzzy logic is basically a multi-valued logic that allows intermediate 
values to be defined between conventional evaluations like yes/no, 
true/false, black/white, etc. Notions like rather warm or pretty cold 
can be formulated mathematically and algorithmically processed. 
In this way an attempt is made to apply a more human-like way of 
thinking in the programming of computers (“soft” computing). 
Fuzzy logic systems address the imprecision of the input and 
output variables by defining fuzzy numbers and fuzzy sets that 
can be expressed in linguistic variables (e.g. small, medium and 
large). 
Fuzzy rule-based approach to modelling is based on verbally 
formulated rules overlapped throughout the parameter space. 
They use numerical interpolation to handle complex non-linear 
relationships. 

IV. Feature Reduction
Feature reduction applies a mapping of the multidimensional space 
into a space of lower dimensions [12]. Feature extraction includes 
features construction, space dimensionality reduction, sparse 
representations, and feature selection all these techniques are 
commonly used as pre processing to machine learning and statistics 

tasks of prediction, including pattern recognition Although such 
problems have been tackled by researchers for many years, there has 
been recently a renewed interest in feature extraction. The feature 
space having reduced features truly Contributes to classification 
that cuts pre-processing costs and minimizes the effects of the 
‘peaking phenomenon’ in classification. Thereby improving 
the overall performance of classifier based intrusion detection 
systems. In mathematical terms, the problem we investigate can 
be stated as follows: given the p-dimensional random variable x = 
(x1,………,xp)T , find a lower dimensional representation of it, s 
= (s1,…………, sk)T with k <= p, that captures the content in the 
original data, according to some criterion. The components of s 
are sometimes called the hidden components. Different fields use 
different names for the p multivariate vectors: the term “variable” 
is mostly used in statistics, while “feature” and “attribute” are 
alternatives commonly used in the computer science and machine 
learning literature.

V. Proposed Methodology And Implementation
The different steps involved in the proposed system for intrusion 
detection is shown in figure 1. Figure describes, initially KDD data 
set with 41 features then, pre process the data after that applying 
PCA algorithm. Then generation of fuzzy rules has given to the 
fuzzy decision model. In fuzzy decision model fuzzification and 
defuzzification process had been completed.

A. Kdd Data Set
Since 1999, KDD’99 [8] has been the most wildly used data set 
for the evaluation of anomaly detection methods. This data set is 
prepared by Stolfo [9] and is built based on the data captured in 
DARPA’98 IDS evaluation program [10]. DARPA’98 is about 4 
gigabytes of compressed raw (binary) tcpdump data of 7 weeks 
of network traffic, which can be processed into about 5 million 
connection records, each with about 100 bytes. The two weeks of 
test data have around 2 million connection records. KDD training 
dataset consists of approximately 4,900,000 single connection 
vectors each of which contains 41 features and is labeled as either 
normal or an attack, with exactly one specific attack type.

Fig. 1: The overall steps of the proposed intrusion detection 
system
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A variety of attacks incorporated in the dataset fall into following 
four major categories: Denial of Service Attacks: A denial of 
service attack is an attack where the attacker constructs some 
computing or memory resource fully occupied or unavailable to 
manage legitimate requirements, or reject legitimate users right 
to use a machine. User to Root Attacks: User to Root exploits are 
a category of exploits where the attacker initiate by accessing a 
normal user account on the system (possibly achieved by tracking 
down the passwords, a dictionary attack, or social engineering) 
and take advantage of some susceptibility to achieve root access 
to the system. Remote to User Attacks: A Remote to User attack 
takes place when an attacker who has the capability to send packets 
to a machine over a network but does not have an account on that 
machine, makes use of some vulnerability to achieve local access 
as a user of that machine. Probes: Probing is a category of attacks 
where an attacker examines a network to collect information or 
discover well-known vulnerabilities. These network investigations 
are reasonably valuable for an attacker who is staging an attack 
in future. An attacker who has a record, of which machines and 
services are accessible on a given network, can make use of this 
information to look for fragile points.

Table 1: Various types of attacks described in four major 
categories

Denial of Service 
Attacks Back, land, neptune, pod, smurf, 

teardrop

User to Root 
Attacks Buffer_overflow, loadmodule, perl, 

rootkit,

Remote to Local 
Attacks 

Ftp_write, guess_passwd, imap, 
multihop, phf, spy, warezclient, 
warezmaster

Probes Satan, ipsweep, nmap, portsweep

In this proposed method, we are using all 41 features of KDD 
dataset. In KDD dataset some features are symbolic and other is 
continuous. In this proposed method, Intrusion Detection using 
fuzzy logic, but fuzzy logic works only for continuous values, 
so we mapped symbolic value to continuous value and store in 
MS access for future processing. After that we normalized the 
dataset.

B. Principle Component Analysis (PCA)
In the proposed system, I have decided to use Principal Component 
Analysis (PCA) as dimension reduction technique for KDD data 
set with reduced and relevant attributes for detecting cyber attacks 
become easy and efficient with more accuracy.
Principal Component Analysis (PCA) [11] is a mathematical 
procedure that uses an orthogonal transformation to convert a 
set of observations of possibly correlated variables into a set of 
values of uncorrelated variables called principal components. 
The number of principal components is less than or equal to the 
number of original variables. This transformation is defined in such 
a way that the first principal component has as high a variance 
as possible (that is, accounts for as much of the variability in 
the data as possible), and each succeeding component in turn 
has the highest variance possible under the constraint that it be 
orthogonal to (uncorrelated with) the preceding components. 
Principal components are guaranteed to be independent only if 
the data set is jointly normally distributed. PCA is sensitive to the 

relative scaling of the original variables.
Principal Component Analysis is indeed one of the most widely 
used dimensionality reduction techniques for data analysis and 
compression. It is based on transforming a relatively large number 
of variables into a smaller number of uncorrelated variables by 
finding a few orthogonal linear combinations of the original 
variables with the largest variance.

1. Algorithm
PCA is a useful statistical technique that has found application in 
fields such as face recognition and image compression, and is a 
common technique for finding patterns in data of high dimension. 
The entire subject of statistics is based on around the idea that 
you have this big set of data, and you want to analyze that set 
terms of the relationships between the individual points in that 
set. The goal of PCA is to reduce the dimensionality of the data 
while retaining as much as possible of the variation present in the 
original dataset. It is a way of identifying patterns in data, and 
expressing the data in such a way as to highlight their similarities 
and differences.
Suppose x1, x2 …x M are Nx1 vectors
Step 1  
Step 2   Subtract the mean:  
Step 3   From the matrix     
(N *M matrix), then compute:

(Sample covariance matrix, N*N, characterizes the scatter of the 
data)
Step 4 Compute the eigenvalues of C:

Step 5 Compute the eigenvectors of C:u1, u2, ……………….
uN
Since C is symmetric, u1, u2, ……uN form a basis, (i.e., any vector 
x or actually , can be written as a linear combination 
of the eigenvectors):

Step 6    (dimensionality reduction step) keep only the terms 
corresponding to the K largest eigen values:

C. Fuzzy Control Language (FCL)
In proposed method, we are using FCL for generating rules, 
which is a standard for Fuzzy Control Programming published 
by the International Electrotechnical Commission (IEC). FCL 
is a language for implementing fuzzy logic, especially fuzzy 
control. It is a domain-specific programming language: it has 
no features unrelated to fuzzy logic. FCL functional block are 
shown below. 
FUNCTION_BLOCK
VAR_INPUT
    <variable name> REAL; (* RANGE(<variable minimum value> 
.. <variable maximum value>) *) 
END_VAR
VAR_OUTPUT
    <variable name> REAL; (* RANGE(<variable minimum value> 
.. <variable maximum value>) *) 
END_VAR
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FUZZIFY <variable name>
    TERM <term (or set) name> := <points that make up the 
term> ;
END_FUZZIFY
DEFUZZIFY valve 
    METHOD: <defuzzification method>;
END_DEFUZZIFY
RULEBLOCK <ruleblock name>
    <operator>:<algorithm>;
    ACCUM:<accumulation method>;
    RULE <rule number>: IF <condition> THEN <conclusion>;
END_RULEBLOCK
END_FUNCTION_BLOCK
  
RULEBLOCK 
RULE 1 : IF pc_7 IS VL and pc_10 IS VLTHEN label IS normal  
;
RULE 2 :  IF pc_1 IS L and pc_3 IS L THEN label IS normal  ;
RULE 3 :  IF pc_6 IS VH and pc_7 IS H THEN label IS normal  
;
RULE 4 :  IF pc_9 IS L and pc_4 IS VL THEN label IS dos  ;
RULE 5 :  IF pc_3 IS H and pc_7 IS VL THEN label IS normal  
;
RULE 6 :  IF pc_5 IS H and pc_9 IS L THEN label IS normal  ;
RULE 7 :  IF pc_11 IS VL and pc_9 IS VH THEN label IS 
normal  ;
RULE 8 :  IF pc_4 IS L and pc_7 IS L THEN label IS normal  ;
RULE 9 :  IF pc_9 IS VH and pc_11 IS VH THEN label IS 
normal  ;
RULE 10 :  IF pc_9 IS H and pc_1 IS L THEN label IS normal  
;
RULE 11 :  IF pc_3 IS VL and pc_7 IS VL THEN label IS probe  
;
RULE 12 :  IF pc_11 IS VL and pc_10 IS VL THEN label IS 
normal  ;
RULE 13 :  IF pc_9 IS H and pc_3 IS VL THEN label IS dos  ;
RULE 14 :  IF pc_3 IS VL and pc_7 IS VH THEN label IS probe  
;
RULE 15 :  IF pc_11 IS VH and pc_9 IS L THEN label IS r2l  ;
RULE 16 :  IF pc_3 IS H and pc_8 IS VL THEN label IS normal  
;
RULE 17 :  IF pc_4 IS VL and pc_3 IS VL THEN label IS dos  
;
RULE 18 :  IF pc_4 IS H and pc_11 IS H THEN label IS u2r  ;
RULE 19 :  IF pc_7 IS VH and pc_9 IS H THEN label IS r2l  ;
RULE 20 :  IF pc_8 IS L THEN label IS probe  ;
RULE 21 :  IF pc_5 IS L and pc_3 IS VL THEN label IS probe  
;
RULE 22 :  IF pc_9 IS VL and pc_5 IS VL THEN label IS normal  
;
RULE 23 :  IF pc_3 IS L and pc_11 IS VL THEN label IS dos  
;
RULE 24 :  IF pc_4 IS VH and pc_7 IS VL THEN label IS 
normal  ;
RULE 25 :  IF pc_6 IS VH and pc_3 IS VH THEN label IS u2r  
;
RULE 26 :  IF pc_3 IS VH and pc_5 IS VL THEN label IS probe  
;
RULE 27 :  IF pc_3 IS L and pc_2 IS H THEN label IS dos  ;
END_RULEBLOCK

VI. Results Annalysis
This section describes the experimental results and performance 
evaluation of the proposed system. The proposed system is 
implemented in Java and the performance of the system is 
evaluated using Precision, recall and F-measure. For experimental 
evaluation, we have taken KDD cup 99 dataset, which is mostly 
used for evaluating the performance of the intrusion detection 
system. For evaluating the performance, it is very difficult to 
execute the proposed system on the KDD cup 99 dataset since it 
is a large scale. We used 10015 training sample, 7000 sets of test 
samples with 41featuers of data set. After Feature reduction 41 
features are reduced to 12 features. The training dataset contains 
normal data as well as four types of attacks, which are given to 
the proposed system for identifying the suitable attributes. In the 
testing phase, the testing dataset is given to the proposed system, 
which classifies the input as a normal or attack. The obtained 
result is then used to compute overall accuracy of the proposed 
system. The overall accuracy of the proposed system is computed 
based on the definitions, namely precision, recall and F-measure 
which are normally used to estimate the rare class prediction. 
It is advantageous to accomplish a high recall devoid of loss 
of precision. F-measure is a weighted harmonic mean which 
evaluates the trade-off between them.

   (1)

    (2)

 (3)

  (4)

Where, 
TP:-True Positive
TN:-True Negative
FN:-False Negative
FP:-False Positive
These are computed using the confusion matrix in Table 3, and 
defined as follows:

Table 2: Confusion matrix
 Predicted class

Actual 
class

Positive class Negative class 

Positive 
class

True Positive 
(TP)

False Negative 
(FN)

Negative 
class 

False Positive 
(FP)

True Negative 
(TN)

Table 3: Confusion matrix of proposed system
NORMAL DOS U2R R2L PROBE

NORMAL 3967 15 30 36 6

DOS 94 1392 4 58 1

U2R 1 0 18 0 0

R2L 42 0 1 686 0

PROBE 44 3 3 14 585

The evaluation metrics are computed for both training and testing 
dataset in the testing phase and the obtained result for all attacks 
and normal data are given below, which is the overall classification 
performance of the proposed system on KDD cup 99 dataset. By 
analyzing the result, the overall performance of the proposed 
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system is improved significantly and it achieves more than 95% 
accuracy for all types of attacks.

A. Result calculation of proposed system

Table 4: Result calculation
Accuracy Precision Recall F-measure

DOS 0.98006 0.97685 0.99623 0.98644

U2R 0.99228 0.99974 0.99249 0.99610

R2L 0.98351 0.98952 0.99100 0.99026

PROBE 0.98913 0.98903 0.99848 0.99373

VII. Conclusion And Future Work
We have developed a signature based intrusion detection system 
for detecting the intrusion behavior within a network. A fuzzy 
decision based module was designed to build the system more 
accurate for attack detection, using the fuzzy inference approach. 
An effective set of fuzzy rules for inference approach were identified 
automatically by making use of the fuzzy rule learning strategy, 
which are more effective for detecting intrusion in a computer 
network. At first, in the proposed system we apply PCA for reducing 
irrelevant feature of KDD data set. After application of PCA we 
get 12 promising features. Then we have generated the fuzzy rules 
for analysis   attack data as well as normal data. Then, fuzzy rules 
were identified by fuzzifying the definite rules and these rules 
were given to fuzzy system, which classify the test data. We have 
used KDD dataset for evaluating the performance of the proposed 
system. Experimentation results showed that the proposed system 
is effective in detecting various intrusions in computer networks. 
In proposed system there are still some improvements are possible 
especially in terms of providing automatic updates for user profiles 
and attacks databases. Future work includes the use of ensemble 
approach for improving accuracy of detection. Also proposed 
system can be extended with new methodology for application 
of real time intrusion detection.
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