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Abstract
TCP attacks are the major problem faced by Mobile Ad-Hoc 
Networks (MANETs) due to its limited network and host resources. 
Attacker traceback is a promising solution in MAITH Environment 
which allows a victim to identify the exact location of the attacker 
and hence enables the victim to take proper countermeasure near 
attack origins, for forensics and to discourage attackers from 
launching the attacks. While most of the existing studies on 
selective forwarding attacks focus on attack detection under the 
assumption of an error-free wireless channel,we consider a more 
practical and challenging scenario that packetdropping may be 
due to an attack, or normal loss events such as medium access 
collision or bad channel quality. However, attacker traceback 
in MANET is a challenging problem due to dynamic network 
topology, limited network and host resources such as memory, 
bandwidth and battery life. We introduce a novel method of TCP 
attacker Identification in MANET by combining MAITH method 
with a Channel aware approach. Based on the comprehensive 
evaluationbased on simulations, we showed that MAITH can 
successfully track down the attacker under diverse mobile multi-
hop network environment with low communication, computation, 
and memory overhead.
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I.Introduction
The vision of Ubiquitous computing has stimulated much interest 
in Mobile Ad-Hoc Networking (MANET) Technology. It can turn 
the dream of getting connected “anywhere at anytime” into reality. 
In comparison with fixed wireless network, there is no master slave 
relationship that exists in the MANET. All network activities, such 
as discovering the topology and delivering data packets, have 
to be executed by the nodes them-selves, either individually or 
collectively. MANETs are widely deployed in military battle field, 
emergency services like search and rescue mission, cooperative 
mobile communication etc. Now a days they are also widely used 
in hotels, superstore, offices and airport because they allow easy 
collaboration and efficient communication on the fly without the 
need for costly network infrastructure.

A. Attacks in MANET
The security attacks in MANET can be divided into two groups: 
Passive attacks and Active attacks. Passive attacks typically 
involve only eavesdropping of data while active attacks could 
range from deleting messages, injecting erroneous messages, etc 
thus violating the security requirements like availability, integrity, 
authentication and non-repudiation In this work, we deal with 
attacks on Transmission Control Protocol (TCP) such as SYN 
flooding based Denial of Service (DoS) attack, Session hijacking, 
Distributed DoS attack and TCP ACK storm.

B. TCP Attacks in MANET

1. SYN Fooding Based DoS Attack
It exploits the weakness in TCP specifications. In this attack, an 
attacker sends a large number of spoofed SYN packets to the 
victim server which can easily exhaust the victim server’s backlog 
queue, causing all of new incoming legitimate SYN request to 
be dropped.

2. Distributed Denial of Service (DDoS) Attack
DDoS attacks are initiated from multiple client systems (zombies)
that are anonymously guided by the attacker. DDoS is also aimed 
at exhausting the victim network resources such as bandwidth, 
computing power, etc.

3. Session Hijacking
This attack allows a malicious node to behave as a legitimate 
system. At first, the attacker spoofs the victim’s IP address, 
determines the correct sequence number that is expected by the 
target, and then performs a DoS attack on the victim. Thus the 
attacker impersonates the victim node and continues the session 
with the target.

4. TCP ACK Storm
Attacker launches this attack after hijacking a session between 
two nodes. As a result, ACK packets are exchanged indefinitely 
back and forth and thus create a TCP ACK storm . As a result of 
these attacks, various abnormalities are created within the victim 
node as well as in the network. These abnormalities (see Table I) 
can be considered as symptoms of attacks in the network 

C. Proposed Idea
In this paper, we are proposing a novel method for tracingthe TCP 
attacker after detecting the type of attack originated in the network. 
Attacker traceback can be done by using TCP traffic history to 
identify the attacker and its zone. In this method we deploy Static 
Cognitive Agent (SCA) and Mobile Cognitive Agents (MCA) for 
history collection, attack detection, attack zone identification and 
attacker traceback.

D. Organisation of Paper
In section II, we provide some related works on attack detection 
and attacker traceback by combinig CAD approach.In section III, 
we explain our combination of existing proposed work – MAITH 
and CAD. Performance evaluation is donein section IV. Section 
V summarizes the paper and mentioningsome of the future work 
we intended to do.

II. Related Works on Attack Detection and Attacker 
Traceback
During SYN flooding based DoS attack, the normal behavior 
of the network is affected seriously. Thus, during the attack, 
traffic volume increases abnormally, network status like packet 
delay, dropping rate, etc also increases due to congestion in the 
network. Shin et al. proposes a method which monitors the number 
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of SYN packets and the change inthe ratio of SYN packets to 
other type TCP packets. Through their experiments, Ohista et al. 
claims that the distribution of SYN packet rate of normal traffic 
can be modeled by the normal distribution. But the SYN packet 
rate distribution of DoS attack traffic deviates far from a normal 
distribution.
To perform efficient DoS/DDoS attacker traceback in MAITH 
environment, several traceback schemes are developed. Zone 
Sampling Based attacker Traceback (ZSBT) proposed by Xin 
Jin et al. is an extended version of probabilistic packet marking 
(PPM) approach particularly deployed in the MAITH.
Later, the same team developed a protocol, CATCH which uses 
MAC layer and network layer abnormality for tracing the attacker.
These existing approaches suffer from problems of long traceback 
time and high traceback overhead in terms of CPUcycle, memory 
and battery resources which is beyond  the affordable range of 
MANETs. Our aim is to design a traceback mechanism which is 
robust to mobility, untrusted  environmentand should consume 
only lower CPU, battery and memory resources. Keeping these 
factors in mind, we proposed  Mitigating Selective Forwarding 
TCP Attacks by Combining MAITH method  with a Channel-
Aware Approach  in MANET.

III. The MAITH Method and CAD
When an attack is originated in the network, victim node informs 
the super node present in the network about the abnormality. The 
details of super node is discussed in MAITH architecture. The 
super node in turn identifies the attack by deploying MCA (carrying 
attack detection algorithm) to the victim node.MCA identifies the 
type of attack and also extracts the symptoms of attack from the 
victim node and reports back to the super node.
Using these information’s,the super node identifies the attack zone 
by searching the attack history database placed in the super node. 
Attack history database contains information on similar attack 
originated from a particular zone in the past. Once the attack 
zone(s)is identified, super node identifies the attacker within the 
zone by deploying MCA.

A.MAITH Architecture
Working of MAITH is based on history collection module, attack 
detection module and attack zone identification module placed 
in the super node. The super node has a MAITH module which 
coordinate all the above mentioned modules.History collection 
module periodically monitors the trafficin the network, builds the 
attack history if there is any abnormality identified in the network. 
On the other hand, if a victim node informs any abnormality, 
MAITH module enables the attack detection module for detecting 
the type of attack and finally, the attack zone is identified with the 
help of attack history database. 
Super node also has an SCA which initiates MCA creation and 
migration module for deploying MCA for the purpose of history 
collection and attack detection. Once the attack zone is identified, 
the SCA initiates the attacker traceback by deploying MCA to the 
identified attack zone(s)in order to locate the attacker within the 
identified zone(s).

1. History Collection
A typical attack history database maintained by the super node is 
as given in Table 1,  respectively. Table 1, contains the symptoms 
of all the attacks occurred previously. While, database, contains 
the information of all the attacks that has occurred in the network 
previously (here, we considered ICMP flooding attack also).

That is, it contains the information regarding the type of attacks 
occurred in the network, frequency of occurrence of an attack from 
a particular zone (shown in bracket), etc. For collecting attack 
history information, the SCA seeks the help of history collection 
module. If a node in the network detects any

  
Fig. 1: MAITH architecture

symptoms of attack, it informs the super node about the 
abnormality. Now, the SCA initiates attack detection by deploying 
MCA to the victim node. MCA also carries the attack detection 
algorithms stored in attack detection module.Once the attack at 
the victim is identified, MCA collects all the symptoms available 
at the victim for that particular attack and then reports back to 
SCA in order to update the attack history database as well as for 
initiating the attacker traceback.The history collection module 
takes the symptoms of attack and prepare/update the database 
shown in Table IInitiates Attack Detection by deploying MCA 
(carrying attack detection algorithm) to victim  node.Identify the 
type of attack and symptoms of attack reported by the MCA. After 
a successful attacker trace back, the history collection module 
prepare/update the database, indicating the type of attack, attack 
zone, frequency of occurrence of attack from a particular zone,etc. 
Attack history database is updated regularly for each attack that 
is identified by the super node.

2. Attack Detection
Separate algorithms are stored in attack detection module for 
detecting SYN flooding attack, TCP ACK storm and session 
hijacking. For detecting SYN flooding attack, TCP control segments 
are extracted from the incoming packets. TCP control segments 
are again classified  into TCP, SYN, FIN and RST packets based 
on TCP flag bits in TCP header. Then, we calculate the SYN 
Arrival Rate (SAR) whichis defined as the ratio of incoming SYN 
segment to total num-ber of incoming TCP segments. Now, mean 
SAR is computed using Exponential Weighted Moving Average 
(EWMA). By using Adaptive Threshold Algorithm, any anomaly 
in mean SAR is identified.

3. Attack Zone Identification
Initially, there is no attack history information stored in history 
database. Once an attack is occurred in the network, the SCA in the 
super node deploys MCA uniformly in all zones. For each attack 
occurred in the network attack history database is updated.
The SCA initially gives little importance to attack history 
information which is illustrated in equation 1. As history builds, 
importance given for attack history database also increases and 
finally, attack estimation is done based on attack history information 
alone after collecting sufficient history information.



IJCST Vol. 3, ISSue 1, Jan. - MarCh 2012 ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

w w w . i j c s t . c o m242    InternatIonal Journal of Computer SCIenCe and teChnology 

Psi(n) = βn * (1/N ) + (1 − βn) *WHi (n − 1)
Where,
Psi(n): Probability that SCA in the super node deploys MCA to 
ith zone.
N: number of zones (i=1 to N)
n: number of times a particular attack occurred in the network.
(1 − βn): Weight age given to history information.
βn = max ((β0 − n ), 0) 
to malicious node only otherwise it send dinstance of MCA to all 
neighboring nodes. This procedureis repeated until the behavior of 
all the nodes is identified.Usually, in the case of flooding attacks, 
both attacker and relay nodes within the zone shows abnormal 
behavior (relaynodes are nodes which forwards flooding packets). 
Once the attacker/relay nodes within a particular zone is identified, 
the MCA reports back to SCA with TTL information. Normally, 
TTL field should be more at attacker (source) compared to relay 
nodes. Using this information, SCA can identify the attacker 
and finally the attack history database is updated by the history 
collection module.

Table 1: Symptoms of Attack

               

B. CAD Algorithm Design
The essence of CAD is to identify intentional selective dropping 
from “natural” wireless losses. A “natural” packet loss can occur 
due to bad channel quality or medium access collisions under 
the infinite buffer assumption. These two types of loss events are 
independent and we present the stimation of “natural” Losses (L). 
In CAD, each mesh node maintains a history of packet count to 
measurethe loss rate of the link. Therefore, when a node receives 
a packet from the upstream, it updates the packet count history 
with the corresponding packet sequence number and buffers the 
link layer Acknowledgments (ACKs) received for each packet 
forwarded to downstream node.We denote the number of packets 

forwarded by source S to destination Das Ws and the number 
of packets received successfully by the intermediate node vi+1 
from the upstream node vi asnvvii+1 over a time window. When 
a router forwards a packet to the downstream node, it performs 
two operations: 
1. For each packet relayed to the downstream, it buffers the 
ACKs.1
2. It also overhears the downstream traffic and determines whether 
the node forwarded or tampered the packet.The CAD approach is 
based on two procedures, channel estimation and traffic monitoring. 
The procedure of channel estimation is to estimate the normal loss 
rate due to badchannel quality or medium access collision. The 
procedure of traffic monitoring is to monitor the actual loss rate; 
if the monitored loss rate at certain hops exceed the estimated loss 
rate, those nodes involved will be identified as attackers.

(i). Actions with Probe ACK
The CAD design requires the destination node D to send aPROBE 
ACK message for every PROBE packet received from the source 
node. The PROBE ACK message is also secured with digital 
signature, similar to a PROBE message. Negative PROBE ACK. 
If the PROBE ACK message returned to source S includes a list of 
suspicious router(s) based on CAD, we term that the destination 
node return a negative PROBE ACK to the source node.
When S receives the negative PROBE ACK message, it will query 
the suspicious routers for the proof of link layer acknowledgments. 
If a router is detected as misbehaving, source may use another 
path in route cache to forward the remaining data packets and 
informs the network to evict the misbehaving node. 
PROBE ACK Timeout. The source may not receive a replyfrom 
the destination within a timeout interval, due to twopossible 
reasons:
 (a). The PROBE packet is dropped by themalicious router or due 
to normal loss events, and hence D willnot be triggered to return 
any PROBE ACK; 
(b). The PROBEACK packet returned by D is dropped by the 
malicious routeror due to normal loss events along the reverse 
path.

IV. Simulation Results
For studying the SYN Arrival Rate (SAR) for normal traffic, we 
conducted experiments in our lab for two months. We developed 
a packet capture program written in C language for analyzing 
the TCP traffic. At the end of second month, attack traffic is 
artificially generated using Hping and sent to the network. SAR 
is compared for normal traffic and traffic in presence of flooding 
attack which is as shown in fig. 3. To evaluate the effectiveness 
of our proposed traceback scheme - MAITH, we simulated the 
network environment in NS-2. Simulations involving mobile 
agents in general cannot be run using the standard NS package. 
Super node maintains a database which contains the information 
of all the attacks originated in the network previously. DSR is 
chosen as the underlying routing  protocol for our proposed 
scheme. We simulated a network containing 100 nodes in which 
radio propagation range for each node is 150 meters. The total 
simulation time was 10 hours. We compared the performance of 
our proposed scheme with the existing traceback methods like 
ZSBT, SWAT and ATTENTION.
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Fig. 2: Comparison of SAR for Traffic with and Without
Attack

Fig. 3: Comparison of Communication Overhead Associated
with Various Traceback Schemes

Fig. 4: Comparison of Traceback Time in MAITH and CAD

As a result, communication overhead increases exponentially 
as network size increases. In SWAT and ATTENTION, query is 
propagated only through nodes that observe the attack signature. 
Even though SWAT and ATTENTION offers a directional search 
for the attacker, communication overhead is much more compared 
to MAITH. We compared the Traceback Success Rate (TSR) of 
MAITH with SWAT and ATTENTION schemes. In MAITH, once 
the type of attack is identified, traceback can be done accurately 
with the help of MCA. False positive rate for MAITH is small 
compared to SWAT and ATTENTION. In MAITH, the source of 
attack can be accurately identified using MCA in case of single 
source of attack, i.e. no false positives, whereas in the case of 
multiple source of attack, false positive rate depends on number 
of nodes and background traffic which is shown.

V. Conclusion
In this paper we have proposed the MAITH method with 
CAD to trace the TCP attacker in the MAITH environment.
Major advantages are lower communication and computational 
complexity compared to existing schemes. These facts are proved 
with the comprehensive evaluation based on simulations. Since 
the traceback time is lower for MAITH, the damage caused by 
the attack is lower and the super node gets sufficient time to take 
measures to prevent the attack.
Our method is very much robust to spoofing since the attacker 
traceback is not done based on spoofable IP address but with MAC 
address. However, our method is so much effective in locating all 
the attackers in the case of DDoS attack and  we have to develop 
an efficient policy for agent migration. In the future work, we put 
our focus more on these aspects.
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