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Abstract
Uncertainty is an important context factor in deception detection. 
In order to build efficient entropy for deception detection we must 
rely on the uncertain components in the deception environment 
under Randomized characteristics. In this paper we propose a 
methodology for deception detection in the world of abstractness 
towards uncertainty for identifying the accurate status of a 
Randomized environment. This paper deals with an experiment 
for implementing Randomized selection in an uncertain scenario 
for identifying the Deception detection. This paper deals with 
the core components that will play the vital role in constructing 
Deceptive environment. This paper discusses in detail the 
implications of these findings on identifying Deception with its 
major abstractness.
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I. Introduction

A.  Deception Detection
Detection of Deception is useful for managers, employers, and 
for anyone to use in everyday situations where telling the truth 
from a lie can help prevent you from being a victim of fraud/
scams and other deceptions. This is just a basic run down of 
physical gestures and verbal cues that may indicate someone is 
being untruthful [1].

B. Uncertainty
Uncertainty must be taken in a sense radically distinct from the 
familiar notion of risk, from which it has never been properly 
separated. Although the terms are used in various ways among the 
general public, many specialists in decision theory, statistics and 
other quantitative fields have defined uncertainty, risk, and their 
measurement as: [2].

1. Uncertainty
A state of having limited knowledge where it is impossible to 
exactly describe existing state or future outcome, more than one 
possible outcome.

2. Measurement of Uncertainty
A set of possible states or outcomes where probabilities are 
assigned to each possible state or outcome.

3. Risk
A state of uncertainty where some possible outcomes have an 
undesired effect or significant loss.
Measurement of Risk: A set of measured uncertainties where some 
possible outcomes are losses, and the magnitudes of those losses 
variables [3].

C. Randomness
The Dictionary of Oxford defines ‘random’ as “Having no definite 
aim or purpose; not sent or guided in a particular direction; made, 
done, occurring, etc., without method or conscious choice; 
haphazard.” This concept of randomness suggests a non-order or 
non-coherence in a sequence of steps or symbols, such that there 
is no intelligible pattern or combination [5].

D. Pseudorandom
A pseudorandom variable is a variable which is created by a 
deterministic procedure (often a computer program or subroutine) 
which (generally) takes random bits as input. The pseudorandom 
string will typically be longer than the original random string, but 
less random [4].

E. Randomized Algorithm
A randomized algorithm is an algorithm which employs a degree 
of randomness as part of its logic. The algorithm typically 
uses uniformly random bits as an auxiliary input to guide its 
behavior, in the hope of achieving good performance in the 
“average case” over all possible choices of random bits. Formally, 
the algorithm’s performance will be a random variable determined 
by the random bits; thus either the running time, or the output (or 
both) are random variables [6].

II. Proposed Research Model
The following fig., describes the proposed model implementing 
uncertainty and Randomness.   

Fig. 1: Proposed Model using Uncertainty and Randomness

A. Dempster Shafer Theory
A frame of discernment, notated Θ, is the set of possibilities under 
consideration. Let T mean that the given agent considers a specified 
party to be trustworthy. Then, there are only two possibilities for 
each agent with respect to another agent. That is, Θ =fT, NEG(T)}.
We use the Dempster-Shafer theory of evidence as the under-lying 
computational framework. The Dempster-Shafer theory explicitly 
handles the notion of evidence pro and cons. There is no causal 
relationship between a hypothesis and its negation, so the lack 
of belief does not imply disbelief. Rather, lack of belief in any 
particular hypothesis is allowed and reflects a state of uncertainty. 
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This leads to the intuitive process of narrowing a hypothesis, in 
which initially most weight is given to uncertainty and replaced 
with belief or disbelief as evidence accumulates. We now introduce 
the key concepts of the Dempster-Shafer theory.

B. Las Vegas Algorithm
Las Vegas algorithm is a randomized algorithm that always 
gives correct results; that is, it always produces the correct result or 
it informs about the failure. In other words, a Las Vegas algorithm 
does not gamble with the verity of the result; it gambles only 
with the resources used for the computation. A simple example 
is randomized quick sort, where the pivot is chosen randomly, 
but the result is always sorted. The usual definition of a Las 
Vegas algorithm includes the restriction that the expected run 
time always is finite, when the expectation is carried out over the 
space of random information, or entropy, used in the algorithm. 
The complexity class of decision problems that have Las Vegas 
algorithms with expected polynomial runtime is ZPP (Zero-error 
Probabilistic Polynomial Time).
It turns out that

RP-RANDOMIZEDPOLYNOMIAL complexity class and its 
inverse as CO-(RP) or RP-1 which is intimately connected with 
the way Las Vegas algorithms are sometimes constructed. Namely 
the class  RP is randomized polynomial time consists of all decision 
problems for which a randomized polynomial-time algorithm 
exists that always answers correctly when the correct answer 
is “no”, but is allowed to be wrong with a certain probability 
bounded away from one when the answer is “yes”. When such an 
algorithm exists for both a problem and its complement (with the 
answers “yes” and “no” swapped), the two algorithms can be run 
simultaneously and repeatedly: a few steps of each, taking turns, 
until one of them returns a definitive answer. This is the standard 
way to construct a Las Vegas algorithm that runs in expected 
polynomial time. Note that in general there is no worst case upper 
bound on the run time of a Las Vegas algorithm.

III. Experiment
From the ABCD Engineering College we received a complaint 
that one student missed her mobile phone after she finished her 
exam and returned back to the cloak room. We verified the CCTV 
coverage of the Department block and notified all the person who 
entered to that room during examination. It is a single camera 
which covers 4 CSE class rooms, upstairs and the cloak room. 
The collected blurred/fade/long distanced images/video instances 
showed 20 students who entered during the examination time 
and they left the hall in the mean time. 4 students from Aero, 6 
students from CSE, 2 students from ECE, 2 students from EEE, 
6 students from Mech. which leads to uncertain about the actual 
person who took the mobile phone.
M(T)-Positive confirmation of the subject.(clean)
M(-T) – Negative confirmation of the subject(not clean)
M(T,-T)-Suspect state for a subject.(neither positive nor negative  
confirmation)
Based on Dempster shafer theory, Probabilistic Values are based 
on department faculty members view of subjects, CCTV coverage 
clipping, similarities based on height, shape, style & mannerism 
etc.
Eg: m(T)= 0.7, m(-T)=0.0, m(T,-T) =0.3

Table 1: M(T),M(-T) & M(T,-T) Calculation
S.No. Student m(T) m(-T) m(T,-T)
1 Aero1 0.8 0.2 --------
2 Aero2 0.9 0.1 ---------
3 Aero3 0.7 0.3 ---------
4 Aero4 0.3 0.0 0.7
5 CSE1 0.5 0.5 0.5
6 CSE2 0.5 0.5 0.5
7 CSE3 0.5 0.5 0.5
8 CSE4 0.5 0.0 0.5
9 CSE5 0.5 0.0 0.5
10 CSE6 0.5 0.0 0.5
11 ECE1 0.4 0.9 0.6
12 ECE2 0.1 0.0 0.9
13 EEE1 0.9 0.1 0.0
14 EEE2 0.8 0.2 0.0
15 Mech1 0.6 0.4 0.0
16 Mech2 0.9 0.1 0.0
17 Mech3 0.8 0.2 0.0
18 Mech4 0.7 0.3 0.0
19 Mech5 0.4 0.3 0.0
20 Mech6 0.0 0.5 0.5

Values based on department faculty members view of students, 
CCTV coverage clipping, similarities based on height, shape, 
style and mannerism. The suspections restricted to the following 
departments as follows,
Aero  = 1 student
CSE  = 6 students
ECE = 2 students
Mech = 1 student
Now applying the las vegas algorithm, binary valued cue questions 
(10 questions) are asked to the subjects, based on their responses, 
we can formulate the classifications including their response time 
with a limit of 10 seconds for the answers. The procedures are

Apply Pseudo randomness in comp complexity1. 
Evaluating simultaneously RP & (RP)2. -1

Fig. 2: Classification Set for Responses

The response time for a set of 10 questions plays a vital role 
in evaluating RP and its complement. The Results are tabulated 
below:
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Table 2: LVA Calculation Table
S.No Time to Respond RP (RP)-1

AERO-1 7,8,5,6,4,8,5,3,7,6 2 8
CSE-1 2,3,4,1,5,6,7,4,2,6 3 7
CSE-2 8,11,9,7,6,2,4,5,3,8 6 4
CSE-3 7,11,2,5,6,7,15,2,3,6 7 3
CSE-4 8,7,4,2,3,5,6,8,4,6 7 3
CSE-5 5,4,6,2,4,5,6,3,2,4 2 8
CSE-6 5,4,8,2,6,7,3,2,4,6 1 9
ECE-1 11,4,12,6,4,5,8,2,3,6 8 2
ECE-2 6,2,5,4,3,5,8,2,6,4 6 4
EEE-1 5,4,6,2,7,4,3,5,6,4 7 3

RP calculation is based on classification of answers.
RP= F: S -> E is a function such that F(si) = Rt * Ej 
Where, Rt represents the response time for a subject and Tj 
represents the emotional state value for the subject based on the 
questions.

Fig. 3: Categorization of Subject’s Background

The various emotional state probabilistic values are tabulated as 
follows,

Table3: State Values

S.No. Emotional 
state value

Prob. Factor 
P(x)=Tj

1 Anger state 0.3
2 Abnormal fear 0.4

3 Irrelevant
 Expressions 0.4

4 Smiling 0.3
5 Normal Fear 0.2
6 Calm & Quiet 0.4
7 Weeping 0.5

8 Disgusting/
 messmering 0.4

9 Irritation 
expression 0.5

10 Confession
 gesture 0.5

(RP)-1 calculation:
(RP)-1:  F: T -> S  is a function such that  F(ti) = e(ti) sj  where, 
e(ti) represents the time to respond for the questions and sj can be 
computed as  How far the deviation from truth answer and received 
answer is different in its nature.A sample subject response and its 
deviation level for the 10 questions are classified as follows,
Question-1 =>
Received ans =>

1.0 class A  Deviation
0.8 class B  Level
0.6 class C  0.2
0.4 class D
0.2 class E
Question-2 =>
Received ans =>
1.0 class A  Deviation
0.8 class B  Level
0.6 class C  0.8
0.4 class D
0.2 class E
Question-3 =>
Received ans =>
1.0 class A  Deviation
0.8 class B  Level
0.6 class C  0.6
0.4 class D
0.2 class E
Question-4 =>
Received ans =>
1.0 class A  Deviation
0.8 class B  Level
0.6 class C  0.8
0.4 class D
0.2 class E
Question-5 =>
Received ans =>
1.0 class A  Deviation
0.8 class B  Level
0.6 class C  0.6
0.4 class D
0.2 class E
Question-6 =>
Received ans =>
1.0 class A  Deviation 
0.8 class B  Level 
0.6 class C  0.2
0.4 class D
0.2 class E
Question-7 =>
 Received ans =>
 1.0 class A  Deviation 
0.8 class B  Level 
0.6 class C  0.2
0.4 class D
0.2 class E 
Question-8 => 
Received ans => 
1.0 class A  Deviation 
0.8 class B  Level 
0.6 class C  0.8
0.4 class D
0.2 class E
Question-9 => 
Received ans => 
1.0 class A  Deviation 
0.8 class B  Level 
0.6 class C  0.6
0.4 class D
0.2 class E 
Question-10 => 
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Received ans =>
 1.0 class A  Deviation 
  0.8 class B  Level 
  0.6 class C  0.8
  0.4 class D
  0.2 class E
Computing the values for F(si) = Rt * Ej  and F(ti) = e(ti) sj belongs 
to both RP and RP-1towards the subjects present in this experiment 
and then compare Average RP & Average. (RP)-1 using ZPP = 
max (RP, (RP)-1) for a subject response containing 10 questions. 
We identified the subject belonging to the same department with 
the following resultant responses and falls upon its complexity 
class as follows.
For the person on CSE student

Table 4:Target Subject Result

S.No.

Complexity 
values of 
ZPP(based on its 
maximmum.)

1 RP
 2 (RP)-1

3 (RP)-1

4 (RP)-1

5 (RP)-1

6 RP
7 RP
8 (RP)-1

9 (RP)-1

10 (RP)-1

∑ RP=3 Belief  
∑(RP)-1 = 7 Don’t belief
ZPP = (RP)-1 

A. Identified Target Subject
Finally we arrived with the target and subject and retrieve the 
device from the subject along with a brief confession.We forgive 
the subjects action based on that confession but supplied with an 
effective counselling.

IV. Discussions

In our experiment initially we had 20 suspects - 4 from Aero, 6 
from CSE, 2 from ECE, 2 from EEE, 6 from Mech. We applied 
the validations based on prior records, department feed back, 
cctv dip mash psysic shubjects. We also include the subjects 

scademic records as an additional criteria with the exit of actual 
exam duration consumes with their current exam paper.Applying 
the uncertainty evaluation we obtained with 1 Aero, 6 CSE, 2 ECE 
and 1 Mech. students. The mobile missing student is in CSE.

V. Conclusion
Media plays a vital role in detecting the deceptions. Direct 
communication mode can be analyzed with the gestures feeling 
the waves of opponent in an exact/accurate mode, whereas video 
conference can be handled with proper care. The repetitive plays 
varying the speed of presentation analysis is an additional skill 
present in video conference while audio chat focuses on the pitch 
stress and pause time gaps of communication response as its primary 
factors. SMS or Email is blind folded in detecting deceptions. 
Subjects in our case ABCD students are unaware of few technically 
advanced psychometric deceptive keywords. In future we will try 
with experts in this same area. We suggested this technique for the 
police department to use it in their deep core investigations for 
deception detection. Deception is always availabe as an vital part 
in our daily life. But individuals and organizations need not to be 
powerless to detect its use against them. This paper reflects our 
computational effort in identifying Deception in its deep core. In 
future we will implement the mixture of fuzzy logic, uncertainty 
and randomness with its deep impact.
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